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2024,
2024,
2024,
2024,
2024,
2024,
2024,
2024,
2024,
2024,
2024,

2024,

TimeStamp
10. 04.
10. 04.
10. 04.
10. 04.
10. 04.
10. 04.
10. 04.
10. 04,
10. 04.
10. 04.
10. 04.

10. 04.

09:56

09:56

09:54

09:54

04:35

04:35

04:29

04:29

04:28

04:28

04:27

04:27

Key Management

Namespace
istio-test
istio-test
istio-system
istio-system
default
default
default
default
default
default
default

default

Name
httpbin-gateway-istio-5ffbd445fb-8kgbé
httpbin-gateway-istio-5ffbd445fb-8kgbé
istio-ingressg ateway-69586f{8c4-d7)4b
istio-ingressg ateway-69586ff8c4-d7)4b
ubuntu-688958d5c9-hbl6g
ubuntu-688958d5¢9-hbl69
backend-585ddch876-zgkng
backend-585ddch&76-zgkng
payment-548d5f7884-snjs5
payment-548d5f7884-snjs5
auth-58b557ffd8-xs2n9

auth-58b557ffd8-xs2n9

Spiffe ID

[spiffe://clusterlocal/ns/istio-test/sa/httpbin-gateway-istio]
[spiffer//clusterlocal/ns/istio-test/sa/httpbin-gateway-istio]
[spiffe://clusterlocal/ns/istio-system/sa/istio-ingressgateway-service-account]
[spiffe://clusterlocal/ns/istio-system/sa/istio-ingressgateway-service-account]
[spiffe://clusterlocal/ns/default/sa/default]
[spiffe://clusterlocal/ns/default/sa/default]
[spiffe://clusterlocal/ns/default/sa/default]
[spiffes//clusterlocal/ns/default/sa/default]
[spiffe://clusterlocal/ns/default/sa/default]
[spiffe://clusterlocal/ns/default/sa/default]
[spiffe://clusterlocal/ns/default/sa/default]

[spiffe://clusterlocal/ns/default/sa/default]

TTL

Time Left

19h 25m 15s

19h 23m 47s

14h 4m 38s

13h 58m 17s

13h 57m 46s

13h 57m 3s

Status

Activate

Created

Activate

Created

Created

Activate

Activate

Created

Created

Activate

Activate

Created
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User loadgenerator
i - H E{{3 &4l (0l: REST API, gRPC)
W E M %53} (0]: SSL/TLS)
frontend —> checkout

ad

recommendation

payment
Y

email

productcatalog

shipping

currency

cart

A 4
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 TCP 3-Way Handshake
1. S2I0|UETtsyn S 27 MHE IHZIS MHE MS
2. O] =AI5t B 7t syN, AckZE2i 27t @8 = IiZle 2 &
3. SC0|ME = SYN-ACKIHZI S ATt S ack Zf A7 A™E TiZIE M

Of>

- 2THAI2] syN, ack S a7t 2EE T ZIS AKX MM A5 S =X

Client Server

ZECI0|YE: syN TS

\ 4

A
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 TCP 4-Way Handshake

1. HE2 ZESILASt= ZFO0|A FIN St 28 = |2 S TS
2. =AM FO0AM ack 2O EEE WA E SH
3. M FHYME2 O TMES 2F 0 = NSV AP = 22 S
4. SEOILDX}SH= SO ACK IS TS
« 2,3THAIC] Ack, FIN SO 7t AP E 17l S XIS MMH ZSRE FH
Client Server

MH: ACK B &

A

MH: FIN M &

A

SC0|YE: Ack B &

\ 4

IZ ol
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e TLS Handshake 1}°8 =

Client

E.5| serverHello0]| &=

Z20|QE.: ClientHello & (TLS T, A2 3t AR E P MNP LI EFEZ

Server

A H: ServerHello M & (M Ef =l TLS H

v

A

MH: QIS M, MH 7| Bt O Al K| (4 &4 =

A

SCO|AE: NH O M H2F, 2ot 7| &2 ©E

M- 7] dd

A

SC}0|YE. A A

v

A
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1. 220U ETI MHE Y23 4 2F (Cllent HeIIo)
- SLO0|UEE=AE 7St EE

2. SEO0|HERRH MEE Y2t ARE F55 =9,
*1H17H1|+7fo§ B A9E 220tH| R

. AZHOR AR Y AT A ELE M0 2SN B
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S 20| E: ClientHello H&(TLs W, A5t A9E G MY LD2E 55 28
MHi: ServerHello T & (M E TLs M, US55 A2 E T3

LA8: eI M, e 7| DB BARHE ME PlE Egh W
F210|1E: NHo| AFN AT, YuatE 7| Y HE

A 7| 9

Fetolpls: MY 2T B

MH: goolels e e
FEEEE)

TLS_AES_128_GCM_SHA256

TLS_AES_256_GCM _SHA384

TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA

TLS_RSA_WITH_AES_256_CBC_SHA

F 3

(4) [ FRE8H2Q

2|4l (server Hello)

AH

Mt 53t A9 E 22

TLS_AES_128_GCM_SHA256| (3)

TLS_RSA_WITH_AES_256_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

TLS_RSA_WITH_AES_128 CBC_SHA256

(2)
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 Crypto Inspector— =& HE ZF MH|AQ| EM NMHUYM AR = oot SN2 ES XSHE =3
X

— O
224 HERF S g= =t

* Crypto Inspector Agent — Zf A|\H|AZ 2 E AE X
« Crypto Observer — M X| A|AHI L SYESHOo=Z

« 49| Crypto Inspector Agent2F B =& £l 2 ot FE Of CHSH A F<F

o
OjT st TR YEE £
TE

-1 O O
« 4 ZEO A QN MH[A0 TS AFE AL BIEFE| O E (Of: ME|£ O] F)E 8l 2=t SEQH ST 2
|

- 0|2 MT e BE = webUIE S5l 7HA| 2HE

Node

Crypto Inspector

Crypto Inspector

Crypto Observer

Log Generator

- %

Agent
——
Inject
/ \
Crypto Inspector||Crypto Inspector| [Crypto Inspector
Agent Agent Agent ‘
T 1 1
*— Crypt hi
Service| aigorithm info.

<—> TLS Handshake
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Cryptographic Vulnerability Evaluator

Service Info.



* Crypto Inspector
. 2t B0 A S5 F0

e« M22 MH|ATFMME|H S| MH| A0 Crypto Inspector AgentE 0|11

* Crypto Inspector Agent—=

MH|A(OHZE|H 0| M) MA|ZHO 2 B X

, MAZH X522 Agent= XA

20 MBI 20N LS BE HEYT EMS BLIEE

Node

Crypto Inspector
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Crypto Inspector
Agent

Crypto Inspector
Agent

<—> TLS Handshake

Application

o

I

Application

Crypto Inspector
Agent

o-p

Application

9

External

Crypto Observer




* Crypto Inspector Agent

e TLS Handshake 1t =& Sl AL

—t

HE =

M
~

Crypto Inspector Agent

TLS Packet Classification

TLS Handshakeﬁ#\

| | Exist

Content Type — TLS Version — Handshake Type
Not Exist Not Exist Not Exist
Pass |- Pass  f--oooommee Pass  |---omoeeee
Parse TLS Packet Information
Classified Packets
TLSv1.2 TLSv1.3
Source IP Cipher Suite Cipher Suite
IP Header — - :
Ly C Destination IP TLS Version C’ TLS Version
Source Port Signature Algorithm(For Certificate) A
TCP Header
Destination Port Elliptic Curve
Signature Algorithm(For Key Exchange)

Cryptographic
Vulnerability Evaluator
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e Crypto Observer

 Crypto InspectorE £ E & 22 Ao @A MHE
« IPFAA L2 TFEFAE Xf
.LL=|7|- LHS‘-O 27 odEHE zl)é-)l

o

= =M 7k Mol ots st &ng|S

=2 - 1,

« HIOIHH[O| 20 ME & LIE= web UI0] 2|5 =23t S 41 7HA| 2}

Crypto Observer

Cryptographic Vulnerability Evaluator

Cryptographic Algorithm Info.

Log Generator

AZ oA ALS:

ot
O

EFC[O|E{ (Namespace, Service Name, Labels, Annotations
F 2 OO B Hj| O] 20 H’“

Vulnerability

> Logs

———————————————————————————————

Parsed Cryptographic i
Algorithm Info. |
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"annotations": ""

.g "namespace": "default",

"endpoint_name":
"containers": ["A",
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- Fof A= B -EEEX] F (AHe =3} 0 A])
. MH|A Zto] SA2 ES2X| HEIR B, 2 SAI0| Cf2 |9 ES Mo 2 BA
. XREMZPMIEZ M HO| 2L OHH3 MM S o)

Source
Namespace Source Name

External istiod.istio-

system.sve.clusterlocal

10.244.79.90

10.244.79.116

10.24479.113

10.244.79.121
Source Destination Destination Destination Destination TLS
Source IP Port Namespace Name IP Port Version Cipher Suite
10.104.199.209 15012  default nginx 10.244.79.97 34928 13

Certificate
Signature

TLS_AES_128_GCM_SHA256 -

Key
Exchange Established Closed
ECC Signature Timestamp Timestamp

2024. 09.
20. 03:28

2024. 09.
20. 17:01

Copyright 2024. Boanlab. All rights reserved.




Topology

Source Source Source Destination
. Namespace Name Source IP Port Namespace
default ubuntu- 10.244.69.202 3888 Node
688958d5c9-
hbleg
External googlecom  172.217.161.238 443 default

O

10.10.0.103

Destination
Name

k8s-
worker02

ubuntu-
688958d5c9-

[defaue-poan,
B8R » (Nogecny-
De 50477

172.217.161.238

119.205.201.6
Destination  Destination TLS
P Port Version Cipher Suite Certificate Signature ECC
10.10.0.103 50477 1.2 TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 sha256WithRSAEncryption  X25519
10.244.69.202 34114 2 TLS_ECDHE_ECDSA_WITH_CHACHA20_POLY1305_SHA256 sha256WithRSAEncryption X25519

Server Key Exchange
Signature

RSA_PSS_SHA256

ECDSA_SECP256R1_SHA256

Established
Timestamp

2024. 09.
24, 04:52

2024, 09.
24, 04:52

Closed
Timestamp

2024. 09.
24, 04:52

Copyright 2024. Boanlab. All rights reserved.




10.244.73113

10.244,69.239
10.244.79.71
10.244.79.121
wsivel ney
Source Source Destination Destination Destination Destination TLS Cipher Certificate Exchange Established Closed

a Namespace  Source Name Source IP Port Namespace Name P Port Version Suite Signature ECC Signature Timestamp Timestamp
demo recommendationservice- 10.244.69.243 8080 Node k8s- 10.10.0.103 47674 - - - - - 2024. 09. 20.  2024. 09. 20.

769cb665c4-crev? worker02 20:51 2043
demo frontend-6d9488c857- 10.244.69.239 8080 Node k8s- 10.10.0.103 46436 - - - - - 2024. 09. 20.  2024. 09. 20.

xwthf worker02 20:51 20:15
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TLS Sessions

Source

Namespace

1stio-system
istio-system
istio-system
istio-system
istio-system

istio-system

Source Mame

istiod-d4f88d44f-
rkafz

istiod-d4f88d44f-
rkafz

istiod-d4f88d44f-
rkdfz

istiod-d4f88d44f
rkdfz

istiod-d4f88d44f-
rkdfz

istiod-d4f88d44f-
rkdfz

Source IP

10.244.69.207

10.244.69.207

10.244.69.207

10.244.69.207

10.244.69.207

10.244.69.207

Source
Port

15012

15012

15012

15012

15012

15012

Destination

Namespace

default

default

default

default

default

istio-system

Destination Name

ubuntu-688958d5c9-hbl69

backend-585ddcb876-zgkng

backend-585ddcb876-zgkng

payment-548d5{7884-snjs5

auth-58b557f{d8-xs2n2

istio-ingressgateway-695861f8c4-
d7j4b

Destination
P

10.244.69.202

10.244.69.234

10.244.69.234

10.244.69.227

10.244.69.229

10.244.79.90

Destination
Port

52602

46308

33808

38156

59128

47126

TLS
Version

1ks)

Cipher Suite

TLS_AES_128_GCM_SHAZ256

TLS_AES_128_GCM_SHAZ256

TLS_AES_128_GCM_SHAZ256

TLS_AES_ 128 GCM_SHAZ256

TLS_AES_128_GCM_SHAZ56

TLS_AES_128_GCM_SHAZ56

Certificate
Signature ECC

Server Key Exchange

Signature

Established
Timestamp

2024. 09. 26.

2024. 09. 26.

2024. 09. 26.

2024. 09. 28.

2024. 09. 26.

2024. 09. 26.

16:35

16:33

16:29

16:28

16:27

16:21

Closed
Timestamp

2024. 09. 26.
17:04

2024. 09. 26.
17:00

2024. 09. 26.
16:59

2024. 09. 26.
16:56

2024. 09. 26.
16:57

2024. 09. 26.
16:49
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14225142142

220.69.176.17

220.149.235.140

210.110.191.159

211.253.132.111

Boanlab TLS Verifications v

lepelegyy Q Address Domain Name TLS Version Cipher Suite Signature Algorithm Public Key Algorithm
115 Sessions 142.251.42.142:443 - TLS13 TLS_AES_128_GCM_SHAZ56 SHA256-RSA RSA
Seyhlagcent 220.69.176.17:443 * dankook ackr TLS13 TLS_AES_256_GCM_SHA384 SHAZ56-RSA RSA
TLS Verifications .
220.149.235.140:443 boanlink TLS13 TLS_AES_256_GCM_SHA384 SHAZ56-RSA RSA
210.110.191.159:443 *nstrekr TLS13 TLS_AES_128_GCM_SHA256 SHA256-RSA RSA
211.253.132.111:443 * etrire kr TLS12 TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 SHA256-RSA RSA

I
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 Cluster, Namespace, Label 7
« mTLS &4 Al &0 2t

(

Namespace A

J

QA M Its
2rn2|E X8
Cluster-level:
ECDHE-RSA-AES256-GCM-SHA384
Namespace C

Namespace-level:

ECDHE-RSA-AES128-GCM-SHA256

Kubernetes Cluster
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- [ - [ B [ —
xDS API

Custom Istiod | — | —
! Application ; ! Application ;
Citadel (CA) i ! i :
Pilot (Discovery Service) Changle Envoy (Proxy) Envoy (Proxy)
Algorithm | — |
1 TS 1.2 | Change | crypto-Provider |
Service Mesh Config ECDHE-RSA-AES128 ! Library . :
ciphersuites: TLS 1.2 E i . / E
- ECDHE-RSA-AES256 ECDHE-RSA-AES256 i i BorlngSSL OpenSSL i
LibConfig: : i :
- BoringSSL _____________ NS-1 | _____________ NS-2 |
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Crypto Config
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