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CUDA[1] 2:1 ! MRl [EIF 9 DeviceDeleteParticles
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Process 6 Funetion Summary
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Thread 10:2
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(KEM) NTRU+ 2 12|

- NTRU+OJ|A 7}% 2 H|S &S X X|ol= 1t d 2 7| ‘S
« 7| MM IPHOA = NTT 202 MM H+=E Hol= ¢

« W&ot IMHO|A = SHA E4H0| B2 H|F XHX|
- C|Est IPHO|A = NTT €4 3P7H0| 22 H| S KX
MH ™S Z NTRU+ €10 2|&0

« NTRU+ PKE2| Z4% KEM1t H|X=ot At HIZS S E0F10 /US,

NTRU+KEM KEYPAIR ¢4t H| =
NTRU+KEM/PKE IiztOj g ¥ A4 11" HZF

mpoly_baseinv mpoly_basemul mpoly_reduce mntt
Y.

. maes_ctr mhash_f metc
m KeyPair mEnc =Dec - -

NTRU+PKE1152
NTRU+PKE864 40.14% 23.24% 36.62%
NTRU+PKE768
NTRU+PKE576 59.46% 24.32% 16.22%
NTRU+KEM1152 63.90% 16.60% 19.50%
NTRU+KEM864
NTRU+KEM768
NTRU+KEM576 58.43% 16.85% 24.72%

A O AR E| = EAS NTT 2H
7| 8 0t 0| 7t 2 H[S 2 XHX| SH7| I 20| poly baseinv €4t2| H|S0| &

NTRU+KEM ENC ¢ 4H H|S NTRU+KEM DEC ¢t H| =

mhash_h_kem mhash_g mpoly_basemul mhash_f mntt

mntt mhash_g

minvntt mpoly_basemul mhash_h_kem




« SMAUG-TO|A| & H|S S XIX|Sl= 2
« D= WHOAM SHAKE 23 HAO| 1%

« MYHOZ SMAUG-T D I%OHH 0| AFE &= HAF2 SHAKE 251 ¢ AL

« CHOFHEIEZEO| 4 = T A A (Vec_mult_add)E O] AFE &1 Q)

SMAUG-T KEYPAIR ¢4t H|S
SMAUG-T ENC ¢ AF H|= SMAUG-T DEC ¥4t H|=Z

msmaug1_genPubkey msmaug1_genSx_vec

mload_from_string_pk mgenRx_vec mind mind d msha3 256
A Tk & = msmaug1_Rq_vec_to_bytes mrandombytes indcpa_enc indcpa_dec shas_
SMAUG-T Ijz2t0jg H b 3t H| = m computeC1 msha3_256

[

mKeyPair mEnc mDec

SMAUG-TIMER .75% 31.75%

SMAUG-T5 29.22% 39.61% 31.17%

SMAUG-T3 34.45% 17.65%

SMAUG-T1 23.19% 40.58% 36.23%




m
b

1 =

(KEM) PALOMA &

- PALOMAO|M 7% 2 H| S XtX|ot= ad 2 7| ‘478 a8
e 7| MH HHOAME B2 HHE =2 HALS Sl= Scrambled code I} 0| 7HE B2 H|EZ S KX
« &2t IPHO A= 02| HIEHE =Y95l= Permutation @4t 314 0| 7% Br 2 H|Z S KX

=
> o2 8iH 48, HE 22tE G 48 (LSH 8l Al TnETES *fﬂ)
- Lzt E0|M o2 HiE eS S& o= IPE0| B2 BISS XX (CH4 bz Hit ALE)
« THH2 = PALOMA 12| S0 A 7| 48 17d0| 2 HSS jtU<|<>H3'1 7| dd 189

o
Scrambled_code 1P| A B2 HtE =2| AHLAHO| 'E'JE H| = X} X|

urgro| E A T} H| =
PALOMA Ijz2j0jEf EH AL 317 H|F PALOMA KEYPAIR @A H| S PALOMA ENC A H|= PALOMA DEC ¥t H|E

u Keypalr mEnc =Dec mgen_scrambled_code  mgen_rand_goppa_code mperm m®rand_oracle_G mgen_err_vec mencrypt_temp mconstruct_key _eqn mfind_err_vec msolve_key_eqn

PALOMA-256 95.70% 0.01% —4.29¢

PALOMA-192

PALOMA-128 95.50% 0.04% 4.469

AL EAd 74 J

metc



(DSA) HAETAE Z112|5 ¢lat 24 Z 1) |

« HAETAEO| A 7% 2 H| &2 KIX|ol= 22 A& atd
e N IPEO|AME Lh MM PH0| 2 H|SS AHAISHH, 1 15 0f| Al SHAKE &3 ¢1At0| ko AL

e 7| M PHO A= FFT EAH0 SHAKE 25 40| BiO| AR
« 43 1’30 A= Decode 1’81} SHAKE £t A 4H0| BO| ALE
« MHEH S =E HAETAE € 112|50|A O AIE = HAS SHAKE 28 G4t

e

; HAETAE KEYPAIR ¥4t H| & HAETAE SIGN @4t H| & HAETAE VERIFY ¥4t H| &

iml 0| E H O:I AI‘ I &S H == mpolyvecmk_sgsing_value m polyfixveclk_sample_hyperball K si lymatkl_ d

HAETAE I-EI- I -I =2 - = -I—I- o I S :gg:;ﬁ;?;_ggzm_eta minvntt tomont :ggll;ajr;fsolgr;m :ggli\r::ae::k_ni(pan
] polyvecm_ﬁtt =nit mpolyveck_reduce2q metc

metc

mKeyGen mSign mVerify

mpolymatkm_pointwise_montgomery

HAETAE260 27.10% 68.80% 3.

HAETAE180 33.30% 62.40% 4.20

HAETAE120 24.70% 70.10%




(DSA) AIMER_s Z112|F 94

H
2N 2

" J

- AIMER_sO|A| ME 1 HF 1} H|zot AL H|F XX
- AIMEROIA= 7| Hd, 1”4 AS 18 4 & ¢10| SHAKE 2
- J S22 &= GF HojAQ] &4/H| & HLto| Bio| ALE

« AIMER fIj2t0/E MOME B0t 24 A1E 20

ofy OF

0| 2 glAte

» 20t 2 = AIMER 2112|F0A 7t H|SO|
SHAKE £ & 411} GF & 0f| A 2] -'-“'III-E- A L

AIMER KEYPAIR AIM2 &4t H|Z

mgenerate_matrices_L_and_U mGF_exp_invmer_e_1

mexpand_trees
maim2_mpc
metc

AIMER Ii2i0[E H AL O H| S

mKeyGen mSign mVerify

mGF_exp_invmer_e_2 mGF_exp_mer_e_star

mGF_sqr_s

AIMER256S ¥ 50.30%

AIMER192S W

46.70%

AIMER128S

50.40%

-

Ao] 7Hg 2 HIFS2

AIMER VERIFY ¥4t H|S

AIMER SIGN ¢4t H| =

mcommit_and_expand_tape

mcommit_and_expand_tape mreconstruct_tree




(DSA) NCCSign ¥ 2|5 Qlat 24 21 }

» NCCSignOl|M 7+ 2 HIE S XX|ol= P82 A8 1H8
« ME AEOM = CrebA & 28 NTT S aP80] 7ty 2 A
- A48 I-'P‘* oAM= Mg ab-gar OrEH7ER| 2 CHb A & 2HE NTT 4t aP80] 7Hy 2 dit HIE XA
- 7| S e g g0l A SHAKE £ A £F0p Cret A & 2h&E NTT @4k 280 7ty 2 it IS XX
}

- UHH 22 NCCSign 1e|F0M2| =2 A2 Ciads 54 23 NTT A4k SHAKE 28 A

r|o
L

NCCSING SIGN ¥4t H|F NCCSIGN VERIFY ¢4t H| &
NCCSIGN KEYPAIR ¥4t H|E - ==
. invntt_tomont mntt mpoly_uniform
nt2foj e B AA O™ H| = i i form et mntt minvntt_tomont minvntt_
NCCSIGN J.LI' E-I' I 'l =2 =21y J_I‘ (=) Is mpoly_uniform minvntt_tomont mpoly_uniform_eta = poly_uniform = poly_base_mul - poly use. hint mshake256 e
=ntt mshake256 metc mpoly_uniform_gammar metc

mKeyGen mSign mVerify

NCCSIGN-5 [EHOL

NCCSIGN-3 [EF#Eelobs

NCCSIGN-1




+ MQSign0j|A 71 2 H|SS AHX|ot= 182 7| 48 a8
» 7| B8 M= GFSOAM Ll BZ ik aPE0] 7ty 2 AU BIS S KX
« M3 I8N = HE 7He| = °‘|t*0| tE 2 git HES S A

=
(> T
« AF IH0| M= GF256v_madd E4H0| 7HEF 2 A A H|ZS XX
. MQSlgn 22| S0 A i AL 7 nf HIE] ?_* | 2h= AHLO| VI 2 H|S2 XA
o M AL PP AL HE] 7| At AHA D RO M GF256v_madd u32 =7t 7t SOl ALE E

MQSIGN SIGN ¢4t H| S

— == A | I'l > MQLR KEYPAIR Eﬂ' Hlx mgf256mat_prod_ref
M QS I G N -u-I- EI‘ DI E-I = g I_I- J-I- o HI 3 & mgf256mat_solve_linear_eq_ref_modify MQSIGN VERIFY gﬂ- HI%

mgenerate_keypair_mqlr mgenerate_F mgf256mat_mul_ref

mKeyGen mSign = \Verify

mgf256v_madd_u32  mgenerate T_part mgf256mat_gaussian_elim_ref mmpkc_pub_map_gf256 ~ mhash  mmpkc_pub_map_gf256

MQRR_148_96

MQLR_148_96

MQRR_112_72

MQLR_112_72 98.30% 0.50% 0.90%
MQRR_72_46 98.70% 1.00% 0.30%
MQLR_72_46 98.90% 0.80% 0.30%
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CEEEE

Testing Environment1 (clean, avx2) Testing Environment3 (clean)

OS: Ubuntu 23.10.1  OS: macOs Sonoma 14.4.1
CPU: Ryzen 7 4800H (2.90 GHz) ¢+=———tmmalc2lp: Apple M2 (3.23 GH2z)

« RAM: 16GB « RANI: 8GB

« Compiler: gcc 13.2.0 « (ompiler: Apple clang 15.0.0
Optimization Level: -O3 o/ Optimization Level: -O3

Testing Environment2(clean, avx2)

« OS: Ubuntu 23.10.1
« CPU: Intel i5-8259U (2.30 GHz) f
« RAM: 16GB -

« Compiler: gcc 13.2.0
« Optimization Level: -O3
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TCP 5YN >
Ephemeral pQ TCP SYN-ACK PQ X.509 Certificate *
KE }' GE“E I"atmn q R -
Ephemeral PO PO TLS 1.3 Client Hello

Public/Secret Key

UL AT 7| Mo 2 B0 A2E HAH2TLS
TLS 2 HEO0A HA/HES A 2512 582740| 40|otA| LEEFY

-

received signatures

L PO Server Certificate and Certificate Chain
{CertificateVerify}
(- PO Signature over handshake
TLS 1.3 Key Schedule I TLS 1.3 Key Schedule
{Finished}
{Finished} || 4= [1S Handshake Ends
P
< Encrypted Application Data
: PO KEM Operation : PQ Authentication Operation  {} : Encrypted message +: Impartant extenslon

for PQ) integration
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Key Generation

Ephemeral PO
Public/Secret Key
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TCP 5YN

TCP 5YN-ACK

>

pussalisssssnssrssannssansnnsnnnaa

I-"Q X.509 Certificate

PO TLS 1.3 Client Hello

r-|-*_=.|.|r:r|:u'.'rr'tu:a-ﬂ_grr.'rl.ur:r

L PO KEM list
+signature_algorithms

- PO Authentication Algorithm list
+ signature_algorithms _cert
+ key share

- Ephemeral PO Public Key

PO Encapsulation with
Client’s PO Public Key

PO Ciphe rtext
PO Shared Secret

| POSizn of handshake |

Ephemeral 7| u' 2t (Perfect Forward Secrecy 2 %)
OIA| 2747|S off M|M0OfCt MM (KEM 7| MM MS 59)

Pt anared aeCnst

II:IILI FHLCUWULALDIIZAWIID

TLS 1.3 Key Schedule

-+

PO Verify operations on {CEl‘tl'FlcatE}
received signatures - PO Server Certificate and Certificate Chain
{CertificateVerify}
(- PO Signature over handshake
TLS 1.3 Key Schedule I
{Finished} |
{Finished} >
P

Encrypted Application Data

: PO KEM Operation

: PQ Authentication Operation  {} : Encrypted message

+ : Important extension

for PO ntegration
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TCP 5YN

TCP 5YN-ACK

PO TLS 1.3 Client Hello

+ supported_group

IAH

PO Verify operations on
received signatures

TLS 1.3 Key Schedule

pussalisssssnssrssannssansnnsnnnaa

I-"Q X.509 Certificate

L PO KEM list
+signature_algorithms

- PO Authentication Algorithm list
+ signature_algorithms _cert
+ key share

- Ephemeral PO Public Key

I QRN W HLCUWLA LIS ATID I

{Certificate}

- PO Server Certificate and Certificate Chain
{CertificateVerify}

(- PO Signature over handshake

{Finished} |
- {Finished}
- Encrypted Application Data
: PO KEM Operation : PQ Authentication Operation  {} : Encrypted message

Ty TlandsaHc S Aarts

PO Encapsulation with
Client’s PO Public Key

PO Ciphe rtext
PO Shared Secret

| POSizn of handshake |

43 £ 25 A8 (DSAL 7| 482 85 T2t

TLS 1.3 Key Schedule
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+ : Important extension
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l Client ] [ Server ]
TCP 5YN >
Ephemeral PO TCP SYN-ACK PQ X.509 Certificate
Key Generation ] e -
Ephemeral PO PO TLS 1.3 Client Hello
Public/Secret Key
+supported_group %= 115 Handshake Starts
L PO KEM list
+signature_algorithms f:% E‘;faps‘-‘l;t'b‘? ‘E’th
ent’s ublic Key
- PO Authentication Algorithm list PQ Y
+ signature_algorithms_cert
& =28 - PO Ciphertext
+key_share PO Shared Secret
L ic Kev
Ephemeral PQ Public Key PQ Sign of handshal
transcripts for
. PQ TLS 1.3 Server Hello CertificateVerify
PQ Decapsulation with | ¢ +key_share |

Client Hello
KEM2] 7H9I S

(KEM =707|2] A 7| 3.9.)

{CertificateVerify}
(- PO Signature over handshake
TLS 1.3 Key Schedule I
{Finished}

{Finished} >

|

- Encrypted Application Data
: PO KEM Operation : PQ Authentication Operation  {} : Encrypted message

TLS 1.3 Key Schedule

= 15 Ha

wdshake Ends

+ : Important extension
for PQ) integration




l Client ] [ Server ]
TCP 5YN >
Ephemeral PQ TCP SYN-ACK i PQX.509 Certificate
KE }r GE“E rathn 1 R -
Ephemeral PO PO TLS 1.3 Client Hello
Public/Secret Key [
+supported_group %= 115 Handshake Starts
L PO KEM list |
+signature_algorithms f:% E‘;faps‘-‘l;t'b‘? ‘E’th
ent’s ublic Key
- PO Authentication Algorithm list PQ Y
+ signature_algorithms_cert
& =28 - PO Ciphertext
+key_share PO Shared Secret
L ic Kev
Ephemeral PQ Public Key PQ Sign of handshal
transcripts for
. PQ TLS 1.3 Server Hello CertificateVerify
PQ Decapsulation with < +key_share
received PQ Ciphertext L PO Ciphertext
PO Shared Secret {EncryptedExtensions}

| PQ Verify operations on |

M @At

- KEMZS| H=2}2} DSA2

{Certificate}

L

LRV RCCPY.

d4s 1)

{Finished}

= |15 Handshake Ends

-+

Encrypted Application Data

: PO KEM Operation

s PO Authentication Operation

{} : Encrypted message

1
+ : Important extension

for PQ) integration



l Client ] [ Server ]

| TrD QWA | i

Server Hello
- KEMQS| &S & 37|, DSAL| AE 8! 27l7] 37| &8

+ supportea_group #= TS Handshake Starts
L PO KEM list
+signature_algorithms PQ Encapsulation with
L o . _ Client’s PO Public Key
PO Authentication Algorithm list
+ signature_algorithms_cert
& =28 - PO Ciphertext
+key_share PO Shared Secret
L ic Kev
Ephemeral PQ Public Key PQ Sign of handshal
i transcripts for
. Bt e—— CertificateVerify
PQ Decapsulation with < +key_share
received PQ Ciphertext L PO Ciphertext
PO Shared Secret {EncryptedExtensions}
PQ Verify operations on {Certificate}
received signatures - PO Server Certificate and Certificate Chain

{CertificateVerify}

(- PO Signature over handshake

TLS 1.3 Key Schedule

I TLS 1.3 Key Schedule
{Finished}
{Finished} 4= 1S Handshake Ends
|
Encrypted Application Data
1 &
: PO KEM Operation : PQ Authentication Operation  {} : Encrypted message + : Important extension

for PQ) integration
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PQ Decapsulation with
received PQ Ciphertext

PO Shared Secret

PQ Verify operations on
received signatures

TLS 1.3 Key Schedule

(Coner )

T SR

+ supported_group

L PO KEM list

+signature_algorithms

At

e L

45 32)

- PO Authentication Algorithm list
+ signature_algorithms _cert

+ key share

- Ephemeral PO Public Key

PO TLS 1.3 Server Hello

+ key_share
L PO Ciphertext

| |5 Handshake Starts

PO Encapsulation with
Client’s PO Public Key

PO Ciphe rtext
PO Shared Secret

PO Sign of handshake
transcripts for
CertificateVerify

{EncryptedExtensions}

{Certificate}

{CertificateVerify}

- PO Server Certificate and Certificate Chain

(- PO Signature over handshake

{Finished}
- {Finished}
- Encrypted Application Data
: PO KEM Operation : PQ Authentication Operation  {} : Encrypted message

TLS 1.3 Key Schedule

= |15 Handshake Ends

+ : Important extension
for PO ntegration
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new (PKE/KEM) ‘d-& H|

(clean)

Environment 1: Ryzen

x| 1 Qf x| X o] Xt0| 7} B0] &

7|4
o scheme avg
’ SMAUG-Timer 79,115
SMAUG-T1 84,395
SMAUG-T3 160,405
| NTRU+KEM576 178,774 |
NTRU+PKE576 180,894
NTRU+PKE768 210,248
NTRU+KEM768 210,261
NTRU+KEM864 230,556
NTRU+PKE864 230,793
SMAUG-T5 232,659
NTRU+PKE1152 344,151
NTRU+KEM1152 349,307
|  PALOMA128 55,486,704 |
PALOMA192 248,335,754
PALOMA256 283,806,633

x| o} x| X2 Xto|7} I X| &

H&3}
o scheme avg

’ SMAUG-T1 61,518
SMAUG-Timer 61,666
NTRU+PKE576 77,588
NTRU+KEM576 82,246
NTRU+KEM768 115,843
NTRU+PKE768 115,866
NTRU+KEM864 121,771
NTRU+PKE864 123,215
PALOMA128 125,725
SMAUG-T3 126,248
NTRU+PKE1152 153,492
NTRU+KEM1152 157,981
PALOMA192 175,054
SMAUG-T5 206,697
PALOMA256 207,753

Cl =3}
avg

NTRU+KEM576 73,735
NTRU+PKE576 75,289
SMAUG-Timer 81,694 |

SMAUG-T1 82,241
NTRU+KEM768 114,679
NTRU+PKE768 114,768
NTRU+KEM864 124,974
NTRU+PKE864 125,821

SMAUG-T3 157,720
NTRU+PKE1152 159,135
NTRU+KEM1152 161,589

SMAUG-T5 252,221

PALOMA128 2,447,435 |

PALOMA256 9,509,082

PALOMA192 9,549,977

x| 1 9F x| X o] Xto| 7} Bto] B/
II:I

|.

|

ZAXL7|E RAET
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TLS 2EOIA PQC £ X3t 52& (Clean 23) }

KEM 9|AH A
KEM C|Zi =3}

OF¥
ot

waca | sea | cues | su 2202
,6

Y&zt
SMAUG-Timer 79,115 81,694 160,809 SMAUG-Timer 61,666 61,666
NTRU+KEM576 77,588 77,588

PALOMA128 125,725 125,725

NTRU+KEMS576 178,774 73,735 252,509
PALOMA128 55,486,704 2,447,435 57,934,139
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AlMer1 28f

159,134

NCC-Sign5_shake_NTT_MODE

Environment 1: Ryzen

AlMer192s 187,591 = 783,004 NCC-Sign3_shake NTT_MODE._1 217,872
[ NCCSians Shake NIT WODE T 194576 1 % NCC-Sign1_shake_NTT_MODE_1 221,245
NCC-Sign5_shake_NTT_MODE _1 201,215 NCC-Sign3-AES_NTT_MODE_1 742,379 NCC-Sign1_shake_NTT_MODE_3 252,170
NCC-Sign1_shake_NTT_MODE_1 201,325 NCC-Sign5_shake_NTT_MODE_5 811,556 NCC-Sign5_shake_NTT_MODE_3 262,487
AlMer192f 201,497 MQRR_o_72_46 820,027 NCC-Sign3_shake_NTT_MODE_3 262,991
NCC-Sign3_shake_NTT_MODE_3 245,099 MQRR_s_72_46 820,539 HAETAE3 286,273
NCC-Sign5_shake_NTT_MODE_3 248,687 MQRR_m_72_46 823,567 NCC-Sign1-AES_NTT_MODE_1 324,448
NCC-Sign1_shake_NTT_MODE_3 273,995 NCC-Sign3_shake_NTT_MODE_3 947,492 HAETAES5 337,215
NCC-Sign1-AES_NTT_MODE_1 323,828 NCC-Sign3_shake_NTT_MODE_5 1,150,546 NCC-Sign1_shake_NTT_MODE_5 409,797
NCC-Sign5_shake_NTT_MODE_5 375,236 NCC-Sign1-AES_NTT_MODE_1 1,216,509 NCC-Sign5_shake_NTT_MODE_5 410,587
NCC-Sign3_shake_NTT_MODE_5 376,189 NCC-Sign1_shake_NTT_MODE_1 1,238,036 NCC-Sign3_shake_NTT_MODE_5 415,953
NCC-Sign1_shake_NTT_MODE_5 380,698 MQLR_256_112_72 1,307,986 NCC-Sign3-AES_NTT_MODE_1 424,907
AlMer256f 413,606 NCC-Sign1_shake_NTT_MODE_3 1,346,835 NCC-Sign5-AES_NTT_MODE_3 426,546
NCC-Sign3-AES_NTT_MODE _1 423,110 NCC-Sign3-AES_NTT_MODE_3 1,384,464 NCC-Sign3-AES_NTT_MODE_3 429,083
NCC-Sign1-AES_NTT_MODE_3 423,451 NCC-Sign5-AES_NTT_MODE_1 1,528,635 NCC-Sign1-AES_NTT_MODE_3 435,950
NCC-Sign3-AES_NTT_MODE_3 423,841 NCC-Sign1_shake_NTT_MODE_5 1,593,985 NCC-Sign3-AES_NTT_MODE_5 623,024
NCC-Sign5-AES_NTT_MODE_3 428,798 NCC-Sign3-AES_NTT_MODE_5 1,606,453 NCC-Sign5-AES_NTT_MODE_1 634,439
AlMer256s 454,476 NCC-Sign1-AES_NTT_MODE_5 1,624,432 NCC-Sign5-AES_NTT_MODE_5 640,643
NCC-Sign5-AES_NTT_MODE_5 616,114 NCC-Sign1-AES_NTT_MODE_3 1,916,567 NCC-Sign1-AES _NTT MODE_5 645,942
NCC-Sign3-AES_NTT_MODE_5 616,295 MQRR_m_112_72 2,035,399 MQLR 256 72 46 690,874
NCC-Sign5-AES_NTT_MODE_1 617,154 MQRR_s_112_72 2,036,364 MQRR_s_72_46 691,622
NCC-Sign1-AES_NTT _MODE 5 620,159 MQRR_o_112_72 2,058,603 MQRR_m_72_46 697,515
HACTAGS i NCC-Sign5-AES_NTT_MODE_3 2,178,587 MQRR_o_72_46 698,096
HAETAES 1,379,694 NCC-Sign5-AES_NTT_MODE_5 2,371,471 MQRR_s_112_72 2,019,703
HAETAE3 1,796,195 HAETAE3 2,740,577 MQLR_256_112_72 2,023,707
:?m_ 17 % MQLR 256 148 96 2,780,855 MQRR_m_112_72 2,027,657
_0_12_ 420, AlMer128f MQRR o 112 72 2,027,969
MQRR_s_72_46 100,871,813 I AlMer ,
MQRR_m_72_46 100,898,767 " m_148_ ; MQLR_256_148_96 4,157,115
MQLR_256_112_72 292,262,140 MQRR_o_148_96 4,234,679 MQRR_o_148_96 4,158,176
MQRR_s_112_72 374,184,501 MQRR_s_148_96 4,255,687 MQRR_m_148_96 4,161,130
MQRR_o_112_72 374,358,898 HAETAE5 5.300.714 MQRR_s_148_96 ;,;gg,gg;
HE b) AlMer192f
x| D QF x| X 2| X}0|7} Bto| 2kAH x| 19} %X|x o] X}o|7} & |_Ia|4:l7§ | 119} | X{ O] X}FO| 7} BLO| HrAd
Z|X & MLl Xto| 7t ElII 95% HAETAES} AIMERZ} =E5750 AlMertazs ® 62,621,167
MQRR_m_148_96 970,586,332 AlMer256s 119,340,970 AlMer256s 119,925,648



|

KEM 7|4
KEM C|Zi=3}

=got

(=2 — |
SMAUG-Timer 79,115 81,694 160,809
NTRU+KEMS576 178,774 73,735 252,509

PALOMA128 55,486,704 2,447,435 57,934,139

IS T N -
a o
HAETAEZ2 155,656 155,656

NCC-Sign1 221,245 221,245
MQLR 690,874 690,874
AlMer128f 3,545,576 3,545,576

e~ X—l—
253

gMAUG-Timer 61,666 61,666

NTRU+KEMS576 77,588 77,588

PALOMA128

5 MQLR

NCC-Sign1
AlMer128f

HAETAE2

125,725 125,725
B
483,044 483,044
1,238,036 1,238,036
3,742,915 3,742,915
3,911,718 3,911,718
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Environment 2: Intel
Environment 3: Apple Silicon

[new g % I:I ‘ le_ (Clean) Environment 1: Ryzen J

<PEK/KEM> <Digital signature>

+ Keygen  Keygen
e Environment 1, 2: (1Y) « Environment 1,2,3: AlMer128s (1st)
« Environment 3: (151
« Signature
E . « Environment 1: (1Y)
. ncapsylatlon « Environment 2: (199
* Environment 1,2,3: (1Y) « Environment 3: (1st)
* Decapsulation » Verify . )
« Environment 1,2 : (1Y) + Environment, 2, 3 1)
* Environment 3: (1Y)
SMAUGS NTRUS| 5 2% 71 4s0| et ¢ne|S2 S
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[Cleanﬂr AVX22| X0 J

» Clean2 pure CE 2|0|; AVX2= Intel2| SIMD HE 0 Al o|nO|
« Clean2 Client 12|11 AVX2+= Server 0| 771t
» Clean0]| §-2|8t t21? (AVX2 Ll HI|)

. Q1A T O] O] 2Bt A2

L— -1

- AVX20]| 2|8t +3i?
- 1= QIXIO| A 7|7} 32-H|E 0|5}
- SUP AL DR O] HHEE| = HQ
- 00|32 HAEE2E N 2ot1= FAF SIMD X| &

Vector
Instructions Instructions

B Instructions
[ ] Data
Results
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Environment 1: Ryzen

-
(D
<
’.a
P
m
P
m
=
0X
olr
o
=
)
<
X
N

3/

SMAUG-T1 kem 90s

NTRU+KEMS576 12,783

MAUG-T1 kem 90s 22,611

15,754

SMAUG-T3 kem 90s 31,190 SMAUG-T1 kem 19.517 NTRU+PKE576 13,358
| NTRU+PKE576 34,697 m I  NTRU+KEM576 20,572 NTRU+PKE768 17,088
NTRU+KEM576 34,909 NTRU+PKE576 20,601 NTRU+KEM768 17,119
SMAUG-T1 kem 38,745 SMAUG-T3 kem 90s 25,610 NTRU+KEM864 19,272
NTRU+KEM864 39,844 NTRU+PKE768 27,032 NTRU+PKE864 19,369
NTRU+PKE864 40,851 NTRU+KEM768 27,070 NTRU+PKE1152 24,687
SMAUG-T5 kem 90s 41,279 NTRU+PKE864 29,828 NTRU+KEM1152 24,748
SMAUG-T3 kem 53,750 NTRU+KEM864 29,864 Wm
NTRU+KEM768 53,887 SMAUG-T5 kem 90s 35,141 SMAUG-T1 kem 29,091
NTRU+PKE768 56,783 SMAUG-T3 kem 38,019 SMAUG-T3 kem 90s 39,697
SMAUG-T5 kem 67,161 NTRU+PKE1152 38,536 SMAUG-T3 kem 51,584
NTRU+KEM1152 71,971 NTRU+KEM1152 38,637 SMAUG-T5 kem 90s 52,377
NTRU+PKE1152 73,764 SMAUG-T5 kem 52,113 SMAUG-T5 kem 70,154
x| 19} X|x{o (o] X=1
s|30t ol Afo|7t AX| kg AmetAIMe| Kot ax| g o ANIMOIEAX RS

Zxt7| 32



TLS BHO|M PQC 2/ X3t ZRE (AVX2 BH) }

KEM 9|AH A
KEM C|Zi =3}

| ¥nalE | 7MY [C|Has &3 | EREEE T T
NTRU+KEM576 34,697 12,783 47,480 SMAUG-T1 15,754 15,754
NTRU+KEM576 20,572 20,572

SMAUG-T1 22,611 25,363 47,974
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AR i E 7| 7| CEE |

Environment 1: Ryzen

a3

20.19x

MQLR_256_72_46
ORI 0 72 40 63,076
MQRR_s_72_46 63,269

MQRR o 72 46
MQLR_256_72_46

NCC- Slgn1-AES NTT MODE 1

NCC-Sign5-AES_NTT_MODE_3 55,441
NCC-Sign1-AES_NTT_MODE_3 61,174 “STgn
e RCC S o T uone
NCC-Sign5-AES_NTT_MODE_5 83,253 MQL_R 256_112 —72 - 124,081
NCC-Sign3-AES_NTT_MODE_5 83055 NCC-Sign3-AES_NTT_MODE_3 151.906 ~oIgh
NCC-Sign3_shake_NTT_MODE_1 86,524 NCC-Sign5-AES_NTT_MODE_5 156,623 NCC-Sign1- AES NTT
NCC-Sign5_shake_NTT_MODE_1 86,864 NCC-Sign1-AES_NTT_MODE_1 159,687 NCC-Sign3-AES_NTT_ MODE 3
HEC=SlgnieshakcENIEMGBES] CEL0C NCC-Sign1_shake NTT_MODE._3 161,059 NCC-Sign1_shake_NTT_MODE _1
NCC=5lgn1-AES_NTT_MODE > Silizd NCC-Sign5_shake NTT_MODE_3 163,247 NCC-Sign5_shake_NTT_MODE _1
AlMer128s 93,,037 MQRR m 112 72 - 170’728 NCC-Sign3_shake_NTT_MODE_1
AlMer192s 97,972 MQRR_0_112_72 170:938 HAETAE3 109,668
AlMer192f 99,173 MQRR s 112 72 173,875 NCC-Sign1-AES_NTT_MODE_5 109,805
NCC-Sign5_shake_NTT_MODE_3 107,482 NCC-Sign3 sh;k; NT_T MODE 1 177,436 NCC-Sign3-AES_NTT_MODE_5 109,898
NCC-Sign1_shake_NTT_MODE_3 107,588 MQLR 256 148 96 207041 NCC-Sign5-AES_NTT_MODE_5 110,339
NCC-Sign3_shake_NTT_MODE_3 107,782 NCC-Sign1-AES_NTT MODE._ 3 211760 MQRR_m_112_72 110,676
NCC-Sign5_shake_NTT_MODE_5 153,359 NCC-Sign3_shake NTT _MODE_3 229,961 MQRR_s_112_72 110,792
NCC-Sign1_shake_NTT_MODE_5 161,262 NCC-Sign1_shake NTT_MODE_5 245,694 MQRR_o_112_72 110,987
NCC-Sign3_shake_NTT_MODE_5 162,757 NCC-Sign5_shake NTT_MODE_5 245 829 NCC-Sign3_shake_NTT_MODE_3 111,231
AlMer256f 236,956 NCC-Sian3 shake NTT MODE 5 246,718 NCC-Sign1_shake_NTT_MODE_3 112,321
AlMer256s 242,895 FAETAE2 NCC-Sign5_shake_NTT_MODE_3 113,883
| HAETAE2 453,534 NCC-SIgn3-AES NTT.MODE. 1 785,581 MQLR_256_112_72 114,097
HAETAES 657,020 MQRR_s_148 96 294,936 SEEREEG IEE
HAETAES 703 772 MQRR_o_148_96 298,475 NCC-Sign1_shake_NTT_MODE_5 170,910
| MQRR_°72 46 2928 163 MQRR_m_148_96 303,145 NCC-Sign3_shake_NTT_MODE_5 171,433
MQLR_256_72_46 3,679,090 25.744X ] NCC-Sign1-AES_NTT_MODE_5 325,009 NCC-Sign5_shake_NTT_MODE_5 171,678

MQRR_o_112_72 13,107,964 HA?AES 1,091,046 e

MQRR_m_72_46 4,061,374 HAETAE3 377,726 MQRR_s_148_96 195,273
MQRR_s_72_46 4,868,979 _Si ; ODE & MQLR_256_148_96 201,476
MQRR_s_112_72 13,086,048 I AlMer128f 811,275 MQRR_m_1 48_9@206,062

MQLR 256 112 72 16,766,445 AlMer192f 2,210,305
12t X| X o] Xlo|7 0 HI-AH AlMer256f 4,071,768 A [MardQ2¢ " "":I‘I‘_”
= -'-|I.—|I i gqu ore 2ot A|X|o| Xto|7} BO| LA i o B A B
= = AlMer256s 29,154,407 .’F.I I‘IE x‘“ﬂl 0|'_T|_: x|'0|7|' ﬂxl 9—53

MQRR_m_1 48_96 55 220 680 MINVITI &4JYVD LU, VUV, VUV
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jo0

Fd

X0
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KEM 7|4
KEM C|Zi=3}
NSA

EFrFEEIEE

TRU+KEMS76 34,697 12,783 47,480

SMAUG-T1 22,611 25,363 47,974

WE-‘.%-
MQLR

34,569 34,569
NCC-Sign1 58,010 58,010
HAETAE2 69,956 69,956
AlMer128f 783,010 783,010

Fﬁ-
MAUG-T1 15,754 15,754

NTRU+KEM576 20,572 20,572
WE‘.%-
MQLR 46,695 46,695
NCC-Sign1 121,967 121,967
HAETAE?2 270,121 270,121
AlMer128f 811,275 811,275
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[new s H|lW (avx2)

Environment 1: Ryzen
Environment 2: Intel

<PEK/KEM>

+ Keygen
« Environment 1,2: s (1)

 Encapsulation
« Environment 1,2: (1%

« Decapsulation
« Environment 1 : (1st)
e Environment 2 : (1Y)

0{ TS| SMAUGSI NTRUS| M5 2+

<Digital signature>

Keygen
Environment 1, 2: AlMer128f (1st)

Signature
Environment 1, 2: (1Y)

Verification
Environment 1, 2: (1Y)

MQLRO| AVX2 T80 = d5 2
Aof|A] AmE AVX2 X[ X3} LE HetE 7 £

=2 S

08

X2l =22 Clean BT 1} &0[ot AL}

=77t BHE 87 S22Vt § 0[oILtal HE 7ts



OIF 2112t AIOIEE!l 21t Hlu(clean)
[HAIZ A=0] SAEIUOM

OIA 211012 S HIOIEEI 2111 HI(avXx?2)
AVX2 781 A0lM CHHIS gg 51

Ak
[ — W —~



SMAUG-T g 0|E 2t

Hyoeun Seong 2024.10.4. 2= 8:39:13 7y s

dt=AHEF KpgC-bulletin

Dear all,

SMAUG-T version 4.0 is now available on GitHub.

Thanks to several analysis reports(vulnerabilities found from TIMECOP integration, improved Meet-LWE, and reports on code errors), we have
made improvements to the design and parameters.

The key updatas are as follows:

» Parameter updates: The parameter has been updated to increase the Hamming weight for the secret key. This update enhances secret
randomness and reduces DFP while still meeting the targeted security.

» MNew sparse CBD sampler: A newly designed secure and efficient sparse CBD is now used for ephemeral randomness generation in
encap/decap. To improve side-channel resistance and efficiency. the fixed-weight sampler has been avoided in encap/decap.

» HWT sampler: The fixed-weight sampler in key generation has been updated with a ternary version of the secure HWT sampler
(2024/548) based on shuffling. Considering the reports on HWT sampling, the coefficient representation has been applied.

» Multiplication: Polynomial multiplication has also been updated to use coefficient representation instead of its indices, utilizing NTT/Toom-

Cook.

For the TIMER parameter, reference implementation has also been updated and the AVXZ implementation of it will be released shortly.

Eest regards,
Team SMAUG-T
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SMAUG-T € HIO|E ZE Z1}

Keygen

Encap

Decap

71’885

Cl=eoM 78 2 52

clean

SMAUG-Timer
NEW_SMAUG-Timer
NEW_SMAUG-T1
SMAUG-T1
NEW_SMAUG-T3
SMAUG-T3
NEW_SMAUG-T5
SMAUG-T5

NEW_SMAUG-T1
NEW_SMAUG-Timer
SMAUG-T1
SMAUG-Timer
NEW_SMAUG-T3
NEW_SMAUG-T5
SMAUG-T3
SMAUG-T5

NEW_SMAUG-Timer
NEW_SMAUG-T1
SMAUG-T1
NEW_SMAUG-T3
SMAUG-T3

Helotis 2

avg
69,234
79,115
84,395
143,625
160,405
193,935
232,659
1,566,958

avg
61,518
61,666
66,403
76,165
126,248
206,697
243,970
1,663,364

7|

AH A

o O

AVX2

m avg

NEW_SMAUG-T1 kem 90s 22,611
NEW_SMAUG-T3 kem 90s 31,190
NEW_SMAUG-T1 kem 38,745
SMAUG -T1 (KEM) 41,139
NEW_SMAUG-T5 kem 90s 41,279
NEW_SMAUG-T3 kem 53,750
SMAUG -T3 (KEM) 64,350
NEW_SMAUG-T5 kem 67,161
SMAUG -T1 (KEM90s) 70,489
SMAUG -T3 (KEM90s) 91,033
SMAUG -T5 (KEM90s) 108,447
SMAUG -T5 (KEM) 146,222
| scheme | avg
New_SMAUG-T1 kem 90s 15,754
New_SMAUG-T1 kem 19,517
New_SMAUG-T3 kem 90s 25,610
SMAUG -T1 (KEM) 33,704
New_SMAUG-T5 kem 90s 35,141
SMAUG -T1 (KEM90s) 35,396
New_SMAUG-T3 kem 38,019
SMAUG -T3 (KEM90s) 45,414
New_SMAUG-T5 kem 52,113
SMAUG -T3 (KEM) 55,982
SMAUG -T5 (KEM90s) 62,174
SMAUG -T5 (KEM) 107.760
avg

New_SMAUG-T1 kem 90s 25,363
New_SMAUG-T1 kem 29,091
SMAUG -T1 (KEM90s) 39,227
New_SMAUG-T3 kem 90s 39,697
New_SMAUG-T3 kem 51,584
New_SMAUG-T5 kem 90s 52,377
SMAUG -T3 (KEM90s) 57,594

SMAUG -T3 (KE™

swave 1 ke A = JPHO|M H5 T
, =3} C|7 =20 A ZH2F 1.8H), 2.28 2|11 1.5H]

SMAUG -T5 (KEM) 109,709

|
1

‘g

=
o

ook

EA

-

o



[GenKeyPair]

1. Computation of parity-check matrix
- Ver.1.1: Naive matrix multiplication

-Ver1.2: Polxnﬂmial evaluation-based matrix multiEIicaticn

2. Row-Column switching during RREF Generation
-Ver.1.1: Naive method

- Ver.1.2: Bit mask method for matrix transgose

[Decap]

1. Decap: Polynomial multiplication
-Ver.1.1: Textbook multiplication
-Ver.1.2: Karatsuba multiplication
|

2. Decap: Polynomial modular multiplication
-Ver.1.1: Textbook multiplication, then naive reduction
-Ver. 1.2 Textbook multiplication and naive reduction with fixed polynomial length (for constant time

3. Decap: Computation of modular inverse of polynomial
-Ver.1.1: Extended Euclid algorithm

-Ver.1.2: Modular exennentiation ifor constant time;

4. Decap: Finding error vector from error locator polynomial o(X)
-Ver.1.1: Exhaustive search using polynomial evaluation
-Ver.1.2: Gao-Mateer additive FFT
.|
5. Decap: Get degree of polynomial
-Ver.1.1: Naive method
- Ver.1.2: Bit operation (for constant time)
|
6. Decap: Checking if Hamming weight is t
-Ver1.1: -
-Ver.1.2: If the degree of a(X) is not 1, the extended Patterson decoder returns a zero vector in constant time.
______________________________________________________________________________________________________________________________________|
7. Decap: In the case where g12(X) =1
-Ver1.1:-

-Ver.1.2: Extended Patterson returns a zero vector.
[~ = e e S e
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PALOMA R 0[O E ZE &1} (clean)

J
Testing Environment1(clean) Testing Environment2(clean) Testing Environment3(clean)
NEW_PALOMA128 55,486,704 NEW_PALOMA128 65,025,193 NEW_PALOMA128 55,704,862
PALOMA128 131,189,151 PALOMA128 147,357,235 PALOMA128 119,572,480
Keygen NEW_PALOMA192 248,335,754 NEW_PALOMA192 308,497,763 NEW_PALOMA192 274,419,093
NEW_PALOMA256 283,806,633 NEW_PALOMA256 328,543,370 NEW_PALOMA256 321,854,651
PALOMA256 769,657,392 PALOMA192 700,965,299 PALOMA192 561,481,159
PALOMA192 650,967,499 PALOMA256 819,112,319 PALOMA256 662,511,849
NEW_PALOMA128 125,725 PALOMA128 87,441 PALOMA128 58,133
PALOMA128 133,345 NEW_PALOMA128 107,373 NEW_PALOMA128 59,438
Encap NEW_PALOMA192 175,054 PALOMA192 136,963 PALOMA192 83,030
PALOMA192 176,834 NEW_PALOMA256 161,877 NEW_PALOMA192 91,479
NEW_PALOMA256 207,753 NEW_PALOMA192 170,696 PALOMA256 97,140
PALOMA256 215,487 PALOMA256 200,987 NEW_PALOMA256 100,780
| scheme avg | scheme avg
NEW_PALOMA128 2,447,435 NEW_PALOMA128 2,868,445 NEW_PALOMA128 2,020,284
PALOMA128 8, . — A192 7,610,358
Decap PALOMA128 8,424,379 E = jl_|-I'| 0" kl M h '6'I: A}
NEW PALOMA256 9,509,082 NE , PNAl ARAANEDR Anrnr 7 ~A™T IO
B AH AH FHE=S Z I-7 F kl SEAL
NEW_PALOMA192 9,549,977 NEW?I J-l-l' EI 2I'O'"kl 2. 4HH :I-E-I-T'— 3. 4HH rofif=)
PALOMA192 41,793,889 PALOMA192 41,802,948 PALOMA192 39,835,958
PALOMA256 43,735,841 PALOMA256 45,735,541 PALOMA256 41,789,539




NTRU+ € 4|O|E ZtH

Changes to the implementation are as follows:

1. Source Code for the Hash Functions
We replaced the source code of SHAZS56 and additionally used the source code for SHAKE256, adapted from
https://github.com/kpgc-cryptocraft/KpgClean_ver2.

2. Changes in the Key Generation

To improve the efficiency of key generation, we adopted an early abort approach when checking the invertibility of a polynomial.

When checking the invertibility of a polynomial, we need to venify that it is invertible in all rings Z_q[x]/{(x*d — Wzeta_1). For
efficiency, we abort as soon as we find the first ring in which the polynomial 1s not invertible.

One may wonder whether this type of early abort could leak information about the randomness used to sample the polynomual.

However, since the rejected pelynomial 1s not reused as part of the secret key, we believe this appreach 15 secure, provided that
the underlying randombytes function i1s forward-secure.

3. Changes in Ring Multiplication and Inversion
To improve the efficiency of key generation, we adopted lazy Montgomery reduction in the implementation of ring operations

(multiphication and inversion) in ¥prod_{i=0}*{n/d—1} Z_q[x]/{(x"d —w) for d = 3, 4.

Also, to enhance the efficiency of the modular inversion using Fermat's Little Theorem, a —1 = a g—2 {mod q), we leveraged the

binary structure of g — 2 = 3455 = 110101111111(2), inspired by the fast modular inversion in Curve25518.

Thank you.

Best regards,
MNTRLU+ Team
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clean AVX2

New_NTRU+PKE576 34,607
NEW_NTRU+KEM576 178,774 New_NTRU+KEM576 34,909
NEW_NTRU+PKE576 180,894 NTRU+PKE576 34,911
NEW_NTRU+PKE768 210,248 NTRU+KEM576 35,261
NEW_NTRU+KEM768 210,261 New_ NTRU+KEM864 39,844
NEW_NTRU+KEM864 230,556 NTRU+KEM864 40,050
NEW_NTRU+PKE864 230,793 NTRU+PKE864 40,681
NTRU+KEM576 253,031 New_NTRU+PKE864 40,851
NTRU+PKE768 310,102 New_NTRU+KEM768 53,887
NTRU+PKE576 329,712 NTRU+KEM768 56,223
K NEW NTRU+PKE1152 344,151 New_NTRU+PKE768 56,783
New_NT ittt s
NEW_NTRU+KEM576 82,246 NTRU NTRUEKEMETE 20,453
NTRU+PKE576 83,245
New_NT New_NTRU+KEM576 20,572
NTRU+KEM576 85,541
NTRU+PKE576 20,575
NTRU+KEM768 106,690
New_NTRU+PKE576 20,601
NTRU+PKE768 107,632
NTRU+PKE768 26,708
NEW_NTRU+KEM768 115,843
— NTRU+KEM768 27,029
NEW_NTRU+PKE768 115,866
New_NTRU+PKE768 27,032
NEW_NTRU+KEM864 121,771
New_NTRU+KEM768 27,070
NEW_NTRU+PKE864 123,215
NTRU+PKE864 29,554
NTRU+PKE864 128,465
NTRU+KEM864 29,813
NTRU+KEM864 128,823
NEW_NTRU+PKE1152 153,492 New_NTRU+PKE864 v
Enca - ; New_NTRU+KEM864 29,864
NEW_NTRU+KEM1152 157,981 =
NTRU+PKE1152 37,910
NTRU+PKE1152 164,153
New_NTRU+PKE1152 38,536
i o Ll New NTRU+KEM1152 38,637
NEW_NTRU+KEM576 73,735 “ avg
NEW_NTRU+PKE576 75,289 NTRU+KEM576 12,695
NTRU+PKE576 107,302 New_NTRU+KEM576 12,783
NTRU+KEM576 110,140 NTRU+PKE576 13,358
NEW_NTRU+KEM768 114,679 New NTRU+PKE576 13,358
NEW_NTRU+PKE768 114,768 NTRU+KEM768 17,053
NEW_NTRU+KEM864 124,974 New_NTRU+PKE768 17,088
NEW_NTRU+PKE864 125,821 New NTRU+KEM768 17,119
Decap NTRU+PKE768 140,803 NTRU+PKE768 17,502
NTRU+KEM768 141,220 NTRU+KEM864 19,269
NEW_NTRU+PKE1152 159,135 New_NTRU+KEM864 19,272
NEW_NTRU+KEM1152 161.589 New_ NTRU+PKE864 19.369
NTRU+PKES6:7 | AH Ad M SEAF NTRU+PKE =} [ =l L. OO
NTRII+KFM869I o Oo" *-I OO O o New NTRU+P| L— *C;l o ﬁg - HA DO
M IS ZFZF ML= SEAF New_NTRU+KEM1152 24,748
9|*°“ °:I.'EI:T'—__I:I ﬁEgI'o"kI i 1'4HH oo °|: o NTRU+KEM1152 24,794

NTRU+PKE1152 25,363



NCC-Sign ¥ H|0|E 2

# NCC-Sign
- Fixed SUPERCOP checksum issue in the AVX2 optimized version.

- Bug in the rejection process has been fixed.

- Applied some suggestions and patches from Prof. D. J. Bernstein.

- Improved the reference source code structure for better performance.

- Released Cortex-M4 optimized version.
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NCC-SIGN B L|IO|E ZE &4 AVX2
““'ea" - — S Rl

NEW_NCC-Sign3_shake_NTT_MODE_1 194,578 New_NCC-Sign3-AES_NTT_MODE _1 46,139
NEW_NCC-Sign5_shake_NTT_MODE_1 201,215 RS ISTRE SR EM EEI ] 51,753
NEW_NCC-Sign1_shake_NTT_MODE_1 201,325 New_NCC-Sign1-AES_NTT_MODE_1 52,061
NEW_NCC-Sign3_shake_NTT_MODE_3 245,099 New_NCC-Sign5-AES_NTT_MODE_3 55,441
NEW_NCC-Sign5_shake_NTT_MODE_3 248,687 New_NCC-Sign1-AES_NTT_MODE_3 61,174
NEW_NCC-Sign1_shake_NTT_MODE_3 273,995 New_NCC-Sign3-AES_NTT_MODE_3 61,816
INCC=Signit 800201 New_NCC-Sign5-AES_NTT_MODE_5 83,253
NEW_NCC-Sign1-AES_NTT_MODE_1 323,828 New_NGC-Sign3-AES_NTT_MODE_5 =
NCC-Sign3 352,126 — z e — ]
NEW_NCC-Sign5_shake_NTT_MODE_5 375,236 New_NCC-Sign3_shake_NTT_MODE _1 86,524
NEW_NCC-Sign3_shake NTT_MODE_5 376,189 Now_NCC=Sign5_shake_NTT_MODE_1 86,864
NEW_NCC-Sign1_shake_NTT_MODE_5 380,698 New_NCC-Sign1_shake_NTT_MODE_1 86,909
Keyo e cC-Sion-AES_NTT_MODE 1 423,110 New_NCC-Sign1-AES_NTT_MODE_5 91,723
yg _NCC-Sign1-AES_NTT_MODE_3 423,451 New_NCC-Sign5_shake_NTT_MODE_3 107,482
A s e 20 New_NCC-Sign1_shake_NTT_MODE_3 107,588
BELSHEES GIEEA SR inE N LS SaSsg New_NCC-Sign3_shake_NTT_MODE_3 107,782
NCC-Sian5 455 065 NCC-Sign1 137.199
i New_NCC-Sign5_shake_NTT_MODE_5, FETON
e T il New_NCC-Sign3_shake_NTT_MODE_5 New_NCC-Sign5-AES_NTT_MODE _1 74,930
NEW_NCC-Sign5 sh:I’(e NTT_MODE_3 505,538 NCC-Sign3 New_NCC-Sign5-AES_NTT_MODE_3 100,381
N NCC-Sign3 N 600,143 NCC-Sign5 New_NCC-Sign1_shake_NTT_MODE_1 121,967
NEW_NCC-Sign3-AES_NTT_MODE_1 742,379 New_NCC-Sign5_shake_NTT_MODE_1 123,040
NEW_NCC-Sign5_shake_NTT_MODE_5 811,556 New_NCC-Sign3-AES_NTT_MODE_3 151,906
NEW_NCC-Sign3_shake_NTT_MODE_3 947,492 New_NCC-Sign5-AES_NTT_MODE_5 156,623
Encap'N'é‘é";S;iT351”5%”&’35511 i New_NCC-Sign1_shake NTT_MODE_3 161,059
. = I p— — p— — y ’ -
NEW_NCC-Sign1_shake_NTT_MODE_3 1,346,835 New_NCC=Sign5_shakeZNTT_MORE"3 163,247
NEW_NCC-Sign3-AES_NTT_MODE_3 1,384,464 New_NCC-Sign3_shake_NTT_MODE_1 177,436
NEW_NCC-Sign5-AES_NTT_MODE_1 1,528,635 NCC-Sign1 207,323

New_NCC-Sign1-AES_NTT_MODE_1 58,010 ike NTT MODE 5 245,694

NEW_NCC-Sign5_shake_NTT_MODE_1 216,628 New_NCC-Sign5-AES_NTT_MODE_1 58,208 ke NTT MODE 5 245,829

NEW_NCC-Sign3_shake_NTT_MODE_1 217,872 New_NCC-Sign3-AES_NTT_MODE_1 58,267 ike_NTT_MODE_S 246’71 8

—_ —— New_NCC-Sign5-AES_NTT_MODE_3 70,806 :S NTT MODE 1 285,581

_NCC-Sign1_shake_NTT_| L : Qi DN — -

NEW_NCC-Sign5_shake_NTT_MODE_3 262,487 New_NCC-Sign1-AES_NTT_MODE 3 70,894 {S_NTT_MODE_5 325,009

NEW_NCC-Sign3_shake_NTT_MODE_3 262,991 New_NCC-Sign3-AES_NTT_MODE_3 71,563 gn3 374,557
NCC-Sign1 285,502 New_NCC-Sign1_shake_NTT_MODE_1 88,848 gn5 422,955

NEW_NCC-Sign1-AES_NTT_MODE_1 324,448 New_NCC-Sign5_shake_NTT_MODE_1 89,230 S NT 480,938
NCC-Sign3 356,543 New_NCC-Sign3_shake_NTT_MODE_1 90,329 - -

Deca Pncc-sign1_shake_NTT_MODE_5 409,797 New_NCC-Sign1-AES_NTT_MODE_5 109,805

NEW_NCC-Sign5_shake_NTT_MODE_5 410,587 New_NCC-Sign3-AES_NTT_MODE_5 109,898

NEW NCC-Sian3 shake NTT MODF 5 415 953 New NCC-SIgnS AES e 44m Ann

N L ==

~9 |’8/ 80l M 1.58 85 2o i he s D= IPZ0M s S

=Z2Ie} ClH=ZUME ST 7|’878, M8, 2SO0l A 282 2.94], 2,.7HH a2 3.58] 45

NEW_NCC-Sign3-AES_NTT_MODE_5 623,024 New_ NCC-Slgn3 shake_NTT_MODE_5 171,433



MQ-Sign H|0|E 2+

# MQ-Sign

- Made Crypto APl identical to the NIST PQC standard.

- Changes to Makefile rules allow for more concise compilation.

- By modifying the calculation process, performance is slightly improved.

- Removed some legacy parts of the public key, partially reducing the PK size.
- Applied some suggestions and patches from Prof. D. J. Bernstein.
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MQ-SIGN & L0
clean VX2
| scheme | avg New_MQRR _o_72_46 2,92863

MQ-Sign-MQLR-256-72-46 74,764,874
NEW_MQLR_256_72_46 75,382,639 O Lefolaie o e o 3,679,090
NEW_MQRR_o_72_46 97,426,775 New_MQRR_m_72_46 4,061,374
NEW_MQRR_s_72_46 100,871,813 New_MQRR_s_72_46 4,868,979
NEW_MQRR_m_72_46 100,898,767 New_MQRR_s_112_72 13,086,048
MQ-Sign-MQRR-256-72-46 100,975,612 New_MQRR_o_112_72 13,107,964
MQ-Sign-MQLR-256-112-72 286,180,511 New MQLR 256 112 72 16,766,445
NEW_MQLR_256_112_72 292,262,140 New MQRE m 112 72 18,176,437
NEW_MQRR_s_112_72 374,134,501 New_MQLR_256_148_96 44,547,526
NEW_MQRR_o_112_72 374,358,898
NEW_MQRR_m_112_72 382,777,875 New_MQRR_s_148_96 44,820,296
“"= Sign-MQRR-256-112-72 387,732,599 New_MQRR_o_148_96 45,153,897
KeygenSign-MQLR-256-148-96 750,300,850 MQLR-256-72-46 4,947,896
NEW_MQLR_256_148 96 753,283,752 New MORR m 148 9 55 920 R0
NEW_MQRR_s_148_96 957,470,061
NEW_MQRR_m_148_96 970,586,332 New_MQLR_256_72_46 46,695
MQ-Sign-MQRR-256-148-96 997,169,889 New_MQRR_o_72_46 63,076
New_MQRR_m_72_46 63,741
MQ-Sign-MQLR-256-72-46 463,964 MQRR-256-72-46 76.323
NEW_MQLR_256_72_46 483,044
MQ-Sign-MQRR-256-72-46 809,523 New_MQLR_256_112_72 124,081
NEW_MQRR _o_72_46 820,027 MQLR-256-112-72 164,022
NEW_MQRR_s_72_46 820,539 New_MQRR_m_112_72 170,728
NEW_MQRR_m_72_46 823,567 New_MQRR_o_112_72 170,938
MQ-Sign-MQLR-256-112-72 1,289,973 New_MQRR_s_112_72 173,875
“""W_MQLR_256_112_72 1,307,986 MQRR-256-112-72 206,977
Enca BE“”VV MM%ii m 111122 7722 Zgggg?j New_MQLR_256_148_96 207,041
s ,036,
MQ-Sign-MQRR-256-112-72 2,057,398 MAT,Q:;i-ngsj 4?;26 or Egg’iil
NEW_MQRR_o_112_72 2,058,603 ;
MQ:Sign MQLR. 256.128.96 2762744 | scheme | av
NEW MNI D 28R 142 QR 2 72N RRR New MQRR o 72 46 34,569
New_MQLR_256_72_46 34,585
NEW_MQLR_256_72_46 690,874 New_MQRR_m_72_46 34,799
NEW_MQRR_s_72_46 691,622 MQRR-256-72-46 44,568
NEW_MQRR_m_72_46 697,515 MQLR-256-72-46 45,235
NEW_MQRR_o_72_46 698,096
MQ-Sign-MQRR-256-72-46 706,565 RS 35,024
MQ-Sign-MQLR-256-72-46 733,587 New_MQRR_m_112_72 110,676
MQ-Sign-MQRR-256-112-72 1,986,691 New_MQRR_s_112_72 110,792
MQ-Sign-MQLR-256-112-72 2,016,272 New_MQRR_o_112_72 110,987
Decapw MQRR_s_112_72 2,019,703 New_MQLR_256_112_72 114,097
N_MQLR_256_112_72 2,023,707 MQRR-256-112-72 141,516
NEW MQRR m 112 72 2.027.657 MQLR-256-112-72 162,990

F|MAM O8] 7 7

NEVV_|

d=3l0f| A ‘45 o= DE ™M Hs SFAH:

FHEES Ad h S Al‘
LB S & 7|14, M, AS0A 22 1.6, 1.5 121
MQSIgn-MQRR-ZSG 148-96 4,272,864 IVIWILIX-£D0~ 1 40-Y0 L19,14D
MQ-Sian-MQLR-256-148-96 4.307.611 MORR-256-148-06 200 724



HAETAE 2H|0|E 2

Hyeongmin Choe
2t =AME KpgC-bulletin

Hi all,

Haetae has recently been updated to v3.0. Please find it on our website: https.//www.kpgc.cryptolab.co kr/haetae

To summarize the changes,

- We corrected the private key sizes in the specification, which were missing 32 bytes.
- B' has been reduced by 0.017 to satisfy Lemma 5; the effect on the implementation is negligible.
- We significantly improved the key generation procedure and achieved 40-60% reduced clock

cycles in AVX2 implementation.

Best,
Team Haetae
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HAETAE € GH|O|E 3

clean

___scheme | ___avg

NEW_HAETAE2 1,060,674

HAETAE2 1,160,435

Keygen NEW_HAETAES5 1,379,694
NEW_HAETAE3 1,796,195

HAETAES5 1,998,427

HAETAE3 2,103,397

___scheme | ___avg

HAETAE3 2,739,863
NEW_HAETAE3 2,740,577
Sign HAETAE5 3,369,567
NEW_HAETAE2 3,911,718
HAETAE2 5,032,357
NEW_HAETAE5 5,300,714

| scheme | avg
NEW_HAETAE2 155,656
HAETAE2 158,529
. HAETAE3 275,419
Ve"fy NEW_HAETAE3 286,273
NEW_HAETAE5 337,215

MEE HeotnE BF 35 &Y

AVX2
New_HAETAE2 453,534
New_HAETAE3 657,020
New_HAETAES 703,772

HAETAE2 834,651
HAETAE3 1,423,068
HAETAES 1,924,879

_____scheme | avg

New_ HAETAE2 270,121
New_HAETAE3 377,726
HAETAE3 374,489
HAETAES 1,077,729
New_HAETAES 1,091,046
HAETAE2 4,946,575
HAETAE2 67,068
New_HAETAE2 69,956
New_HAETAE3 109,668
HAETAE3 128,981
New_HAETAES 133,173
HAETAES 134,969

7| MM a1 A 1.84H) s SkAF
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H 22| ArES

2k 2 (PKE/KEM)

T4 KBZ} XM= FH|of Heret

*REDOG2 578 =27t2 X2

H2E| AFE

NTRUplus-KEM-576
NTRUplus-KEM-768
NTRUplus-KEM-864
NTRUplus-KEM-1152
NTRUplus-PKE-576
NTRUplus-PKE-768
NTRUplus-PKE-864
NTRUplus-PKE-1152
PALOMA-w-128
PALOMA-w-192
PALOMA-w-256
PALOMA-wo-128
PALOMA-wo0-192
PALOMA-wo0-256
MAUG-T1
SMAUG-T3
SMAUG-TS5

m Stack+Heap (bytes) Stack (bytes) Heap (bytes) extra heap(bytes)

19,632 18,600 1,024
25,024 23,992 1,024 8
27,728 26,696 1,024 8
35,824 34,792 1,024 8
19,696 18,664 1,024 8
PALOMAS| ZF2 M| 22| ArEJ0| B2 3= 7| Y29 EHS I/ 8
27,856 26,824 1,024 8
36,016 34,984 1,024 8
2,201,944 1,943,432 197,377 61,135
7,900,112 7,641,600 197,377 61,135
9,282,512 9,024,000 197,377 61,135
1,944,464 1,943,432 1,024 8
5,303,920 5,302,888 1,024 8
9,025,032 9,024,000 1,024 8
12,912 10,368 2,472 72
19,888 17,344 2,472 72
37,888 35,344 2,472 72




H 22| A+ 578 (Digital Signature) ;j;ﬁ;ﬁ;lg‘gfij'%%““’il

=
m
AlMer-128f 142,256 141,008 1,232
AlMer-128s 923,936 922,904 1,024 8
AlMer-192f 313,600 312,352 1,232 16
AlMer-192s 2,035,488 2,034,456 1,024 8
AlMer-256f 649,872 648,624 1,232 16
AlMer-256s 4,182,504 4,181,264 1,232 8
HAETAE-II 369,736 111,224 197,377 61,135
HAETAE-III AIMER2} MQSIGN2| A0 8 HBE|E AIE25l= AS0| U2 61,135
HAETAE-V 481,896 223,384 197,377 61,135
MQSign-MQLR-256-72-46 1,318,960 590,048 728,858 54
MQSign-MQLR-256-112-72 4,963,632 2,219,328 2,744,250 54
MQSign-MQLR-256-148-96 11,584,144 5,187,168 6,396,930 46
MQSign-MQRR-256-72-46 1,185,680 579,400 606,226 54
MQSign-MQRR-256-112-72 4,478,288 2,193,960 2,284,282 46
MQSigr-MQRR-256-148-96 10,473,984 5,143,080 5,330,866 38
g NCCSign-I 60,712 60,712 0
NCCSign-Iil 80,248 80,248 0

NCCSign-V 120,440 120,440 0



AIMER

H|O| E

A}

=

We would like to announce AlMer version update v2.1.
The updates are as follows:
Implementation Updates

- updated our implementations to be more friendly to PQClean project and run all tests of PQClean test framework.

- merged Reference C and Optimized C version of the v2.0 implementation to Reference C in the v2.1 implementation.

-renamed (additional) AVX2 implementation to Optimized implementation.

- added mem_opt C mplementatlon Targetlng on memor}f CGI‘IS‘IraII'IEd devices.

-added aarched

- aarché4 and aarchﬁd shake _opt mplementatlnns can be cumplled for ARM-based Apple SoCs (Apple M series).

Software Patches for TIMECOP
In response to software recommendations from Prof. D. J. Bernstein, we have applied following patches:
- Since the variables of patch-1-reveal, patch-7-commits, and patch-8-alpha were public data, we have utilized crypto_declassify function.

- patch-2-polyg4: added recommended polye4_mul as poly64_mul_s, and applied it to arithmetic related to secret data.
- patch-3-htole: replaced htole64() and ltohe64() with recommended byte computations, and removed the portable_endian.h file.

- patch-4-loadstore: replaced _load_ and _store_ with _loadu_ and _storeu_in the AVX2 implementation.
- patch-5-square: modified all implementations to use recommended code for square arithmetic in the Reference and mem_opt implementations.

- patch-6-selfaddmask: removed the selfaddmask function from all implementations.

- patch-8-initialize: added the recommended initialization process to the AVXZ2 implementation.

- Lastly, we have included TIMECOP results for all TIMECOP-supported implementations.

TheAIMer spemﬁcatmn v2.1is now avallable on our website: https:/faimer- 5|gnature org/ dl:u:s %I[ 'I=-r speclﬂcatmn ﬁr2 1. |:u:|f

R | leisal Performance [cycles) Memory usage (KB)
Keygen Sign Verify Sign Verify
Reference 130,398 4174175 3,882.168 1295 215
aimer128f |mem opt 130,578 5.549.458 3,850,860 20.2 21.4
Cptimized [AWX2) 87,926 1,289,604 1,233,725 131.0 2572
Reference 130,302 32,678,777 32,512 507 89155 389
aimeri28s  |[mem opt 130,334 51.999.628 32260032 32.0 33.9
Ciptimized [AWVX2) 87,749 9,726,954 9,626,252 9249 734

Additionally, all versions of AlMer are uploaded on https://github.com/samsungsds-research-papers/AlMer

I'I

AIMERE AH|C|= C|HIO| A A0 A
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[pq m4 42| KpqC

» haetae2} aimer2| A2 pgm42Hof| =gt
- AH|C|E BEO| Mot S 22| O|+= oljl dot 3l 7
- 2EZ|YU e MBS Sofl H 22 AHEES Aot B2 7S

- CIt AEZ|Y 10| KCMVPOY| EXH 7L E = A=2710]| Clet o] =H...

mupq / crypto_sign / (&
% mkannwischer Init msg buffer in {speed,hashing}.c (#153) @

pam4 / crypto_sign /
haetae2/m4f

haetae3/m4f

haetae5/m4f
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[PQ X.509

« X.509: 37l 7| A Z2HPKI) QF M| HA S Ho5t= BE
« CIYSHOIHYHY T2 EZ ES| HTTPS2ISSUTLS 22 Y2 ztEl SH ZZEZ0 A St I
- X.5098 PQ X.509 &t Al PQ AE 21 2|E, PQ 37l 7| €¥12|F, PQ 3717,
PO MEE TEBH SN Q4 EEH0f 3
Version |
Serial Number \ Issuer 1
Validity \ Subject Public Key Info N
Subject ]

X.509 Extensions

PQ Public Key

PQ Signature

\
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[PQ X.509

- PQ 37l 7|2t PQ AEL| 37| = AS A | EA| 2710 et S 01X 7] wi=of

- ASAMZt2EN0[1 | 7St JEIE FXAISHEA AL 20| Ciet 22t 22ts M&ots Hl 244

—

- [}2tM, PQ X.509 215 MOf|A| Legacy DSA ¥ 12|

3707124 ME 3712 £|Ko| Z8t H7t (510| 22| = HA))

A\
O
o]

(@)

O

(92

>

1o

=l

L]
Il
=
o=
o

- 7|E X.509 EE0|A PQ X.5092 HMetsH= & me| Al 24
« Legacy DSAY112|E:

RSA-2048, RSA-3072, secp256r1(P-256), secp384r1(P-384), secp521r1(P-521) =4
« KpqC2t NIST PQCE H| w5t | 2[sA NIST PQC HEESH L1 2|F0f CHSHAM = 24



KpgC PKE/KEM, Digital Signature Ift20|

PKE/KEM (byte)

Scheme PUBLICKEY SECRETKEY CIPHERTEXT Scheme PUBLICKEY SECRETKEY SIGNATURE
HAETAE2 992 1.408 1474
NTRU+KEM768 1,152 2,336 1,152 HAETAES 2,080 2,752 2,948
AlMer128f 32 48 5,888
NTRU+KEM864 1,296 2,624 1,296
AlMer128s 32 48 4.160
NTRU+KEM1152 1,728 3,488 1,728 AlMer192f 48 72 13,056
NTRU+PKE576 864 1,760 864 o e 2 Ay
AlMer256f 64 26 25120
NTRU+PKE768 1,152 2,336 1,152 TT— = - 17.056
NTRU+PKE864 1,296 2,624 1,296 MQ-Sign-MQLR
P 328,441 160,881 150
NTRU+PKE1152 1,728 3,488 1,728 MQ-Sign-MQLR
eee112.72 1,238,761 601,249 216
PALOMA128 319,488 94 528 @ 136 MQ-Si
-Sign-MQLR
e 148.95 2,892,961 1,400,113 276
PALOMA192 812,032 357,568 240 MO-SianMQRR
e 746 328,505 276,649 150
PALOMA256 1,025,024 359,616 240
MQ-Sign-MQRR
1,238,825 1,044,385 216
SMAUG-T1 @ 672 @ 832 672 -256-112-72
MQ-Sign-MQRR
SMAUG-T3 1,088 1,312 092 -256-148-96 LR ZiEn e e
, — o) =
NCC-Sign1 = 2,912
SMAUG-T5 1,440 1,792 1,376 9 X.5090]| A= DSA2| A7|7I T2
NCC-Sign3 2,336 3,552 3,872
SMAUG-Timer & 672 @ 832 608 NCC-Sign5 3,200 5,568 6,080
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PQ X.509

- X.5090{| A 2| Matol AdnE|F H|u

© 00 N O o A W DN -

G N P G T N
O b WO N -~ O

« FALCONO| 7% x=gto| 3 7|7} £

EOI
= T

F

rok

AL
T

SM71 + A2 27| H|u

- 5l0|HE|E X8O 2= RSAELCHE ECC7 £

P256+FALCON-512
P384+FALCON-512
P512+FALCON-512
RSA2048+FALCON-512
R$A3072+FALCON-512
<’33;’256+HAETAE2
P384+ HAETAE2
P512+HAETAE2
RSA2048+HAETAE2
P256+FALCON-1024
P384+FALCON-1024
RSA3072+HAETAE2
P512+FALCON-1024
RSA2048+FALCON-1024
P256+Dilithium-II

PK+Sig

1,659
1,707
1,758
2,075
2,331
2,562
2,610
2,661
2,978
3,169
3,217
3,234
3,268
3,585
3,828

16
17
18
19
20
21
22
23
24
25
26
27
28
29
30

RSA3072+FALCON-1024
P384+Dilithium-Il
P256+HAETAE3
P512+Dilithium-Il
P384+ HAETAE3
P512+HAETAE3

RSA2048+Dilithium-II
P256+AlMer128s
RSA2048+HAETAE3
P384+ AlMer128s
P512+AlMer128s
RSA3072+Dilithium-II
RSA3072+HAETAE3
RSA2048+AlMer128s
P256+NCC-Sign1

« 7t 7| 20N DL BECE MEE Yn2[ES AHRS= 8%, HAETAER AlMer AFEO| Hoteh = 9 Z
PK+Sig

3,841
3,876
3,917
3,927
3,965
4,016
4,244
4,288
4,333
4,336
4,387
4,500
4,589
4,704
4,768 60



NIST PQC vs KpgC
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o NIST PQC2l KpqC ¥112|&= 25 KCMVPY| &
St A2 NIST PQC Th4l KpaC7t 2| At ] 1
oqappq QEXOl QOI (BFE =2 b A x| +) 2] D
> AR MH|2 AN FHAS0] 93310 & 2io 2 W (AES 22712 £Y)

AT
=




| 0|2 MH| 221 32 T g

2 ‘ N e — i S— R— . flm — - — - -
S RARARIR IR X T IR WIS X5 X2 e X ]

. —— v — O — m— N —— T — "i — ——— T — Tt U — T - —— 8 i ¥

0]




E —— - — T — T — g — .

i AL w“'o,.-"o.a (] X\ [ DTN AN ZaNA -l |

b T ————— T — " — o — = —  — . ——— o — - —— i

EXE




Kyber vs SMAUG-T NTRU+ 7| =

7| 5|

o Scheme

SMAUG-T1
SMAUG-Timer
KYBER-512
NTRU+KEM576
NTRU+PKE576
SMAUG-T3
NTRU+KEM768
NTRU+PKE768
KYBER-768
NTRU+KEM864
NTRU+PKE864
SMAUG-T5
KYBER-1024
NTRU+KEM1152
NTRU+PKE1152

///'\\\ H|27|= X
= — L

N
Public key

SM712t

A~ »

10
11

12

o]
=a

Rank y Scheme
1 ° SMAUG-T1 832

SMAUG-Timer
SMAUG-T3
KYBER-512

NTRU+KEM576
NTRU+PKE576
SMAUG-T5
NTRU+KEM768

NTRU+PKE768

KYBER-768
KYBER-1024
NTRU+KEM864
NTRU+PKE864

NTRU+KEM1152
NTRU+PKE1152

b

Ol77t 2128 2 32|E|HE}X|

N

832
1,312
1,632
1,760
1,760
1,792
2,336
2,336
2,400
2,592
2,624
2,624
3,488
3,488

S & ZHOAM Kyber2t SAHSHA| =t

ojo

SMAUG-Timer
SMAUG-T1
KYBER-512

NTRU+KEM576
NTRU+PKE576
SMAUG-T3
KYBER-768
NTRU+KEM768
NTRU+PKE768
NTRU+KEM864

NTRU+PKE864

SMAUG-T5
KYBER-1024
NTRU+KEM1152
NTRU+PKE1152

)
N

Ciphertext
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McEliece HQC BIKE vs PALOMA REDOG 7| 3

I ga®
@,

ﬁ\ i

1 QC-128 2,249 1 REDOG-1 666 mceliece348864
2 REDOG-1 4,270 2 REDOG-2 1,464 PALOMA128
3 HQC-192 4,522 3 BIKE-I 2,244 mceliece460896
4 HQC-256 7,245 4 HQC-128 2,289 mceliece6688128
5 BIKE-I 12,323 5 REDOG-3 2,560 mceliece6960119
6 REDOG-3 13,987 6 BIKE-IIl 3,346 mceliece8192128
7 BIKE-III 24,659 7 HQC-192 4,562 PALOMA192
8 REDOG-5 32,634 8 BIKE-V 4,640 PALOMA256
9 BIKE-V 40,973 9 mceliece348864 6,492 REDOG-1
10 mceliece348864 261,120 10 HQC-256 7,285 REDOG-2
11 PALOMA128 319,488 11 mceliece460896 13,608 REDOG-3
12 mceliece460896 524,160 12 mceliece6688128 13,932 HQC-128
13 PALOMA192 812,032 13 mceliece6960119 13,948 HQC-192
14 PALOMA256 1,025,024 14 mceliece8192128 14,120 BIKE-I
15 mceliece6688128 1,044,992 15 PALOMA128 94,528 HQC-256
16 mceliece6960119 1,047,319 16 PALOMA192 357,568 BIKE-IIl

17 PALOMA256 359,616

S717| &80 A= HQC7I E&0o
ot & ™0 M = mceliece2t PALOMA7Z

T e—




ililthium

FALCON vs HAETAE/NCC 7| =

HAETAE2
Dilithium-II
HAETAE3
NCC-Sign1
FALCON-1024
Dilithium-IlI
HAETAES
NCC-Sign3
Dilithium-V

NCC-Sign5

Public key

FALCONO| HEHOE /2 7|/MB 37|15 714

10

11

ALCON-512
HAETAE2
HAETAE3

FALCON-1024

Dilithium-II
NCC-Sign1
HAETAES5
NCC-Sign3

Dilithium-III
Dilithium-V

NCC-Sign5

Secret key

1,281
1,408
2,112
2,305
2,528
2,688
2,752
3,552
4,,000
4,864

5,568

Scheme

ALCON-512

FALCON-1024

HAETAE2

HAETAE3

Dilithium-II

NCC-Sign1

HAETAE5
Dilithium-II]
NCC-Sign3
Dilithium-V/

NCC-Sign5

Signature
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SPHINCS vs AlMer 7| 27| H[ W

I ga® TS
’ . Signature
N4 N4
Q ﬂ'SCheme Public key Secret key AlMer128s
3/ AlMer128f IMer128f 2 AlMer128f
AlMer128s 1 AlMer128s 48 3 SPHINCS+128s
SPHINCS+128 3 SPHINCS+128 64 4 AlMer192s
AlMer192f AlMer192f 72 2 AlMer192f
AlMer192s ‘ AlMer192s - 6 SPHINCS+192s
SPHINCS+192 AlMer256f 26 7 AlMer256s
SPHINCS+256 ° AlMer256s 96 8 SPHINCS+128f
AlMer256f 8 SPHINCS+192 96 ? AL
AlMer256s 9 SPHINCS+256 128 SPHINCS+256s

SPHINCS+192f

SPHINCS+256f

SPHINCS CHH| AIMer7} 2 E 2NN ZI/AH 37|77} =S
68
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14
15

SMAUG-Timer
SMAUG-T1
Kyber512
SMAUG-T3
NTRU+KEM576
NTRU+PKE576
NTRU+KEM768
NTRU+PKE768
Kyber768
SMAUG-T5
NTRU+KEM864
NTRU+PKE864
kyber1024
NTRU+KEM1152
NTRU+PKE1152

Kyber®2 L} KpgC ¥ 112|550| 7|’44d, =32, CIZEE210A] 1.3, 2.1, 2| 11 2.0H]

V4
Schem \\‘ %

ieypair(avg)

79,115
84,395
110,653
160,405
166,616
167,487
185,971
186,231
198,651
232,659
232,748
239,893
266,290
312,277
336,309

Scheme

SMAUG-T1
SMAUG-Timer
NTRU+PKE576
NTRU+KEM576
NTRU+PKE768
NTRU+KEM768
Kyber512
NTRU+PKE864
SMAUG-T3
NTRU+KEM864
NTRU+KEM1152
NTRU+PKE1152
Kyber768

SMAUG-T5
Kyber1024

4
\\‘

encap(avg)

57,806
58,033
81,018
82,890
105,425
116,915
125,375
127,953
130,266
135,389
142,665
151,924
174,804

202,564
244,419

© 00 N o 1l A W N =

N = =
w N = O

-—
S

15

3/

NTRU+KEM576
NTRU+PKE576
SMAUG-T1
SMAUG-Timer
NTRU+KEM768
NTRU+PKE768
NTRU+PKE864
NTRU+KEM864

NTRU+KEM1152

Kyber512

NTRU+PKE1152

SMAUG-T3
Kyber768

SMAUG-T5
Kyber1024

70,074
75,194
75,928
77,452
104,460
105,068
132,479
132,608
142,255
143,529
151,553
153,594
210,180

236,725
290,399



McEliece HQC vs new PALOMA A< H]

ul (Intel)

Y g\
e

3,
W
-,
4
N\ l/,"

RN
1 ﬁhqc—1 28 4,308,666 1 @PALOMM 28\ 107,373 "gﬁPALOMM 28 2,868,445
2 hqgc-192 12,098,383 2 PALOMA256 161,877 PALOMA192 9,761,363
3 hqc-256 22,078,541 3 PALOMA192 170,696 PALOMA256 11,290,786
4 PALOMA128 65,025,193 4 mceliece348864f 171,826 hqgc-128 12,077,461
5 mceliece348864f 115,143,829 5 mceliece348864 178,119 hqc-192 36,473,745
6 mceliece348864 257,322,142 6 mceliece460896f 355,743 mceliece348864f 38,731,109
7 PALOMA192 308,497,763 7 mceliece460896 357,513 mceliece348864 38,777,040
8 PALOMA256 328,543,370 8 mceliece8192128f 465,714 hqc-256 66,741,738
9 mceliece460896f 353,874,031 9 mceliece8192128 503,102 mceliece460896 93,483,536
10 mceliece6960119f 568,091,516 10 mceliece6688128 563,525 mceliece460896f 93,624,278
11 mceliece8192128f 617,997,240 11 mceliece6688128f 587,370 mceliece6960119f 174,013,196
12 mceliece6688128f 653,450,392 12 mceliece6960119 1,828,378 mceliece6960119 174,166,372
13 mceliece460896 804,708,960 13 mceliece6960119f 1,847,889 mceliece6688128 179,210,748
14 mceliece6960119 1,640,855,766 14 hqc-128 8,551,947 mceliece6688128f 180,083,946
15 mceliece6688128 1,886,622,666 15 hqgc-192 24,193,559 mceliece8192128f 219,454,147
16 mceliece8192128 1,951,587,331 16 hqc-256 44,083,667 mceliece8192128 219,602,742

71’4 80M= HQCZI 23S0l &2 ‘85= LIEHY
H&31et Cl7H =310 M= PALOMAZL 2S5 =2 453 LIEHH



Dililthium FALCON vs new HAETAE, new NCC d<& I:||I'|_(Intel)

(4 ga >

7Y
9, 5 schome Pl Sioniave) || ranc_
1 NCC-Sign5-Shake_NTT_MODE_1 227,073 1 ¥ NcCC-Sign1-Shake_NTT_MODE_1 436,747 1 falcon-512 132,067
2 NCC-Sign1-Shake_NTT_MODE_1 228,461 2 dilithium2 450,483 2 falcon—padded—51 2 133,669
3 NCC-Sign3-Shake_NTT_MODE_1 248,992 3 NCC-Sign3-Shake_NTT_MODE_1 439,620 3 HAETAE?2 204,595
4 NCC-Sign5-Shake_ NTT_MODE_3 277,435 4 NCC-Sign1-Shake_NTT_MODE_3 521,188 4 NCC-Sign5-ShakeNTT_MODE_1 240,970
5 dilithium2 278,954 5 NCC-Sign5-Shake_NTT_MODE_1 616,361 5 NCC-Sign1-Shake_NTT_MODE_1 246,625
6 NCC-Sign3-Shake_NTT_MODE_3 279,191 6 NCC-Sign5-Shake_NTT_MODE_3 775,875 6 NCC-Sign3-Shake_NTT_MODE_1 257,882
7 NCC-Sign1-Shake_NTT_MODE_3 286,621 7 NCC-Sign3-AES_NTT_MODE_1 835,293 7 falcon-padded—1024 281,205
8 NCC-Sign5-Shake_NTT_MODE_5 401,949 8 NCC-Sign3-Shake_NTT_MODE_5 836,839 8 falcon-1024 281,777
9 NCC-Sign3-Shake_NTT_MODE_5 406,242 9 NCC-Sign5-Shake_NTT_MODE_5 848,191 9 dilithium2 281,907
10 NCC-Sign1-Shake_NTT_MODE_5 421,879 10  NCC-Sign1-Shake_NTT_MODE_5 852,461 10 NCC-Sign1-Shake_NTT_MODE_3 311,455
11 NCC-Sign1-AES_NTT_MODE_1 436,714 11 NCC-Sign3-Shake_NTT_MODE_3 1,129,373 11 NCC-Sign5-Shake_NTT_MODE_3 311,750
12 NCC-Sign5-AES_NTT_MODE_3 454,915 12 NCC-Sign5-AES_NTT_MODE_1 1,258,524 12 NCC-Sign3-Shake_NTT_MODE_3 319,218
13 dilithium3 482,104 13 NCC-Sign5-AES_NTT_MODE_5 1,275,414 13 HAETAE3 333,241
14 NCC-Sign3-AES_NTT_MODE_1 541,555 14 dilithium5 1,463,427 14 NCC-Sign1-AE_NTT_MODE_1 372,305
15 NCC-Sign3-AES_NTT_MODE_3 562,878 15 HAETAES 1,564,403 15 HAETAE5S 431,209
16 NCC-Sign1-AES_NTT_MODE_3 598,639 16 NCC-Sign1-AES_NTT_MODE_1 1,613,659 16 dilithium3 440,805
17 dilithium5 734,609 17 NCC-Sign1-AES_NTT_MODE_3 1,693,349 17 NCC-Sign5-Shake_NTT_MODE_5 467,284
18 NCC-Sign5-AES_NTT_MODE_1 768,881 18 NCC-Sign5-AES_NTT_MODE_3 2,304,319 18 NCC-Sign3-Shake_NTT_MODE_5 469,470
19 NCC-Sign3-AES_NTT_MODE_5 772,446 19 NCC-Sign3-AES_MODE_5 2,362,183 19 NCC-Sign3-AES_NTT_MODE_1 507,244
20 NCC-Sign5-AES_NTT_MODE_5 773,926 20 NCC-Sign3-AES_MODE_3 2,414,125 20 NCC-Sign3-AES_NTT_MODE_3 516,100
21 NCC-Sign1-AES_NTT_MODE_5 780,292 21 dilithium3 2,465,069 21 NCC-Sign1-AES_NTT_MODE_3 521,632
22 HAETAE?2 1,343,166 22 NCC-Sign1-AES_MODE_5 2,783,767 22 NCC-Sign1-Shake_NTT_MODE_5 541,151
23 HAETAE3 1,777,115 23 HAETAE3 3,954,599 23 NCC-Sign5-AES_NTT_MODE_3 547,977
24 HAETAES 1,983,237 24 HAETAE?2 4,273,817 24 dilithium5 737,849
25 falcon—padded—51 2 37,897,367 25 falcon-512 10, 61 7, 704 25 NCC-Sign1-AESI_NTT_MODE_5 743,799
2 I B BB e e e g i
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Scheme
AI Mer128s

AlMer128f
AlMer192s
AlMer192f
AlMer256f
AlMer256s
sphincs-sha2-128f-simple
sphincs-sha2-192f-simple
sphincs-shake-128f-simple
sphincs-shake-192f-simple
sphincs-sha2-256f-simple
sphincs-shake-256f-simple
sphincs-sha2-256s-simple
sphincs-sha2-128s-simple
sphincs-sha2-192s-simple
sphincs-shake-256s-simple
sphincs-shake-128s-simple

sphincs-shake-192s-simple

85,760
86,858
221,051
221,939
532,954
536,662
3,512,168
5,106,785
5,676,001
8,233,255
13,540,513
21,778,482
213,627,804
222,113,099
323,514,039
346,536,078

z;|g|g:|_} MO0 M= AIMERZL 4082} 11812 H S
24,022,262 A=0|| A= SPHINCSZ} 3.6H L2 M

O 00 ~N 6o U1 A W N =

(. —Y
—_ O

12
13
14
15
16

~¥AlMer128f
AlMer192f
AlMer256f
AlMer128s

sphincs-sha2-128f-simple
AlMer192s
sphincs-shake-128f-simple
sphincs-sha2-192f-simple
sphincs-shake-192f-simple
AlMer256s
sphincs-sha2-256f-simple
sphincs-shake-256f-simple
sphincs-sha2-128s-simple
sphincs-sha2-256s-simple
sphincs-shake-128s-simple

sphincs-sha2-192s-simple

7,020,534
13,314,965
34,079,571
54,057,979
81,191,592
103,955,683
131,239,147
133,555,092
212,061,614
263,703,008
272,214,600
440,803,080
1,690,989,832
2,630,577,802
2,725,259,275
2,989,370,882

o
=
o

sphincs-sha2-192s-simple
sphincs-shake-128s-simple
sphincs-sha2-256s-simple
sphincs-shake-192s-simple
sphincs-sha2-128f-simple
sphincs-shake-256s-simple
AlMer128f
sphincs-sha2-256f-simple
sphincs-sha2-192f-simple
sphincs-shake-128f-simple
sphincs-shake-192f-simple
sphincs-shake-256f-simple
AlMer192f
AlMer256f
AlMer128s
EEAIMeH 92s
AlMer256s

phincs-sha2-128s-simple

verify(avg)

1,769,297

2,394,749
2,763,529
3,554,691
3,872,933
4,989,027
5,538,012
6,429,942
7,081,467
7,123,456
7,812,153
11,374,784
11,778,032
13,025,861
31,939,622
53,876,227

102,567,956

257,224,646
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