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Underlying Assumption |: Syndrome Decoding Problem

Syndrome Decoding Problem

Given H € Ff,"fk)xn, teN, and s € IF,"fk, decide if there exists an e € [}
such that wt(e) < t and eH" =s.

Restricted Syndrome Decoding Problem (R-SDP)

Given ,He ]P‘E,"fk)xn, s € ]Fl’;*k, and ,
decide if there exists an such that eH” =s.

Restricted Syndrome Decoding Problem with Subgroups (R-SDP(G))

Let ,HEeFy ™" s e Fr*,
with eH™ = s?

@ It is known that R-SDP and R-SDP(G) are NP-complete.



Underlying Assumption Il: Code Equivalence Problem

(Linear) Code Equivalence Problem

Let G, G’ € F£*" be two generator matrices for linear codes C and C’,
respectively. Decide if the two codes are linearly equivalent, i.e., if there exist
two matrices S € GL(q) and Q € M,(q) such that G’ = SGQ.

@ Hardness of the Linear Code Equivalence Problem
» The linear code equivalence problem is NOT NP-complete.

» However, it is believed that the linear code equivalence problem is
intractable under many instances for about 40 years.



Summary of Code-Based Signature Schemes in Previous Presentation

Table 1: Feature Comparison of Code-Based Signatures in Previous Talk

Scheme Design Underlying Assumption Security
LESS
ZK+FS CEP
[BBB+23a]
CROSS
ZK+FS R-SD
[BBB+-23b]
Enh d igRM Brok
ETeEe Hash-and-Sign SD roren
[NCL+-22] [DLV24]
Fuleeca SD Broken

Hash-and-Sign .
[RMB+23] (Lee metric) [VWH24]
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A7 Y I: Hash-and-Sign
-
“1sig) =
Signer Fo(sig)=H(msg)
Hash Sign
msg H(msg)
Hash Verify g
Fpk (sig)=H(msg) Verifier

@ Easy to compute Fpy, but hard to compute F;kl

@ Insert a trapdoor in the public key

Short signature, large public key
o RSA-Based: RSA-PSS
@ Code-Based: CFS, Enhanced pqsigRM, FulLeeca, Wave

* Figures in this slide referred to [Feb24].




Wave [BCC+23]

@ Follow the GPV framework
@ Based on the hardness of the general syndrome decoding problem

@ Provide a new trapdoor in code-based cryptography over permuted and
generalized (U, U + V) code

@ Provide an efficient decoding algorithm for their setting

Table 2: Performance of Wave

. Sizes (Bytes) Cycles (Mega Cycles)
Security
Sig SK PK  KeyGen Sign  Verify | Verify Il
128 <822 18,900 3,677,390 14,468 1,160 205 1.2
192 <1249 27,630 7,867,598 47,222 3,507 464 25
256 <1644 36,360 13,632,308 108,642 7,936 813 4.3




ZK Identification Signature

2
) 8 ® 8
Prover Verifier Signer Verifier
Commitment
Challenge 1 = H(msg, Commitment)

nelenoel Fiat-Shamir Challenge 2 = H(msg, Response 1)
Response 1 Transformation

Dchallenge n = H(msg, Response n-1)
Challenge n
Response n 59

Apply Fiat-Shamir transformation [FS86] to the ZK identification scheme
@ Repeat several times to reduce the soundness error

o Large signature, short public key

DL-Based: Schnorr signature
o Code-Based: CROSS, LESS, MEDS

* Figures in this slide referred to [Feb24]. 8



MEDS [CNP+23]

@ Propose 3-pass ZK proof for the matrix code equivalence problem with
rank metric codes

@ Soundness error: 1/2
@ Repeat t times where (1/2)f < 27> for the security parameter A

@ Present additional optimization techniques

Table 3: Performance of MEDS

. Sizes (Bytes) Cycles (Mega Cycles)
Security Parameter
Sig SK PK KeyGen Sign Verify
NIST | MEDS9923 9,896 1,828 9,923 1.90 518.05 515.36
MEDS13220 12,976 2,416 13,220 2.51 88.90 87.48
NIST 111 MEDS41711 41,080 4,420 41,711 9.80 1467.00 1461.77

MEDS55604 54,736 5,872 55,604 12.82 203.83 200.37
MEDS134180 132,528 9,968 134,180 4475  1629.84  1612.57
MEDS167717 165,464 12,444 167,717 55.83 961.80 938.89

NIST V




t 11l: MPC-in-the-Head+Fiat-Shamir B2}

—

N

4 One-way Function N Multi-party Computation (MPC) N
Easy to compute 2 & Input: shares of x
— Jointly evaluate
L | <] e o
[ p— ] 9=
N Hard to compute F-! Y, - - Reject ifysFw) )
[1KOS07]
~
4 Signature Zero-knowledge proof A
= COW
sig ) [

Prover ——2—» Verifier Prover Verifier

(S % v

~_

Fiat-Shamir Transformation

\

@ Transform a multi-party computation protocol into a ZK protocol [IKOS07]
and then transform the ZK protocol into a signature scheme [FS86]

@ 9 Submissions in Additional NIST Call: AlMer, Biscuit, FAEST, MIRA,
——

KpqC
MiRitH, MQOM, PERK, RYDE, SDitH
—_——

Code-Based

10
* Figures in this slide referred to [Feb24].



RYDE [ABB+23]

o Follow the MPC-in-the-head paradigm
@ Based on the hardness of the rank syndrome decoding problem
@ Design an MPC protocol using threshold linear secret sharing scheme

@ Propose a new linear secret sharing technique so called hypercube
optimization

@ Use the systematic form of the parity check matrix
Table 4: Performance of RYDE
Sizes (Bytes) Cycles (Mega Cycles)

Sig SK PK KeyGen Sign  Verify
RYDE-128F 7,446 32 86 0.033 5.4 4.4

Security Parameter

NIST |
RYDE-128S 5956 32 86 0.033 23.4 20.1
NIST 11 RYDE-192F 16,380 48 131 0.048 12.2 10.7
RYDE-192S 12,933 48 131 0.049 49.6 44.8
RYDE-256F 29,134 64 1 .072 26. 22.7
NIST V 56 9, 88 0 0

RYDE-256S 22,802 64 188 0.072 1055 94.9
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SDitH [FJR22]

e Follow the MPC-in-the-head paradigm
@ Based on the hardness of the general syndrome decoding problem

@ Use the systematic form of the parity check matrix

Table 5: Performance of SDitH

Instance Size (KB) Cycles (Mega Cycles)
Sigr SK PK KeyGen Sign \Verify
SDitH-gf256-L1-thr 8,260 404 120 3.2 5.1 1.6
SDitH-gf256-L3-thr 19,206 616 183 39 1438 4.9
SDitH-gf256-L5-thr 33,448 812 234 7.1 305 10.2
SDitH-gf251-L1-thr 10,424 404 120 1.7 4.4 0.6
SDitH-gf251-L3-thr 25,603 616 183 1.9 117 13

SDitH-gf251-L5-thr 45,160 812 234 3.7 239 3.2
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Summary I: Feature Comparison

Table 6: Feature Comparison of Recent Code-Based Signatures

Scheme Design Underlying Assumption Security
LE
S5 ZK+FS CEP
[BBB+23a]
CR
055 ZK+FS R-SD
[BBB+23b]
MED CEP
S ZK+FS
[CNP+23] (Rank metric)
Wave .
Hash-and-Sign SD
[BCC+23]
RYDE . SD
MPC-in-the-Head
[ABB+23] (Rank metric)
SDitH
: MPC-in-the-Head SD
[FIJR22]
Enh d igRM Brok
SRS (2R Hash-and-Sign SD roxen
[NCL+-22] [DLV24]
Fuleeca SD Broken

Hash-and-Sign
[RMB+23] (Lee metric) [VWH24]

13



Summary ll: Performance Comparison

Table 7: Performance comparison of Recent Secure Code-Based Signatures (for NIST
Security Category )

Sizes (Bytes) Cycles (Mega Cycles)

Scheme
Sig SK PK  KeyGen Sign  Verify
LESS 13,700 32 8,400 3.4 8787 890.8
CROSS 8,665 16 38 0.03 3.08 2.11
MEDS 9,806 1,828 9,923 1.90 518.05 515.36
Wave <822 18,900 3,677,390 14,468 1,160 205
RYDE 7,446 32 86 0.03 5.4 4.4

SDitH 10,424 404 120 3.2 5.1 1.6

14



Thank you for your attention!

Questions?

15
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