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=] PQC in Hardware & Embedded Systems

s PQC papers in CHES (Cryptographic Hardware and Embedded Systems)
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® Number of PQC papers

% Main Subjects
Masking

SCA (Side-Channel Attacks) Advanced SCA
S/W implementations FIA (Fault Injection Attacks)

H/W implementation

in NIST PQC...
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Simple Power Analysis

Timing Attack Correlation Power Analysis

Countermeasure SCA on H/W

Advanced SCA Fault Injection Attack
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Correlation Power Analysis!
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m AT H-AE 24 23

< =EAA 8%

Ax A& &9 H) 3
2024 CISC-S*24 KpqC 2825 A 2x4 % HAETAE®] | g Ab2hA & 14
2024 CISC-S°24 KpgC 28H&E 3 X SMAUG-TE] 7] 5% Q4kel gigt d&A g 34 | S5 74
2024 CISC-S24 KpqC 28h&E AlMerell 413 v 7] 855 F32Q £4 7)Y SFEER T
2024 | F7HFEFRA | KpaC 22h = AAAF A U@ w1 L7) BT 2L 37 52 52
2024 JKIISC SMAUG-T ¥4 Q4tell & 24 E4 34 4 de71H Fal
@ FAGEN 2} oo
KpgC €32 &F Al HAd 4 A A4 A2 4 HA5 A¥
SMAUG-T Polynomial x Simple Power Analysis
NTRU+ Polynomial x -
PALOMA Matrix-vector X -
REDOG Matrix-vector X -
HAETAE Polynomial x Correlation Power Analysis
NCC-Sign Polynomial x Correlation Power Analysis
MQ-Sign Matrix-vector x Correlation Power Analysis
AlMer Galois Field +,x Correlation Power Analysis
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m FAd B4 (SCA, Side Channel Analysis)
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< KpqC 222 38 ¢33 F

¢ F 7] 4k A 4 NIST PQC €L F
SMAUG-T A 2} CRYSTALS-KYBER, SABER
NTRU+ A A} NTRU
PKE/KEM - -
PALOMA A= Classic McEliece
REDOG A= Classic McEliece
HAETAE A 2} CRYSTALS-DILITHIUM
) NCC-Sign A =} CRYSTALS-DILITHIUM
Signature - -
MQ-Sign S UOV, Rainbow
AlMer A A5 Picnic
o FA) PQC FAY B4 F2 23} (54 ol Wl)
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FYF T2 NISTPQC 2312 &F
E PQC PKE / KEM .?. i“ 'lé :g-a %—‘6‘} SMAUG-T CRYSTALS-KYBER. SABER
ST NTRU+ NTRU
PALOMA Classic McEliece
REDOG Classic McEliece
2 R R A =5 T8 3 u2 94 Q4 3
[SAMOS 2020] SIW Decapsulation Multiplication Non-profiling
[IEEE Trans 2020] H/W Key Generation | Multiplication Profiling
Lattice KEM | [1EEE ACCESS 2020] SIW Emg::;gte';” Message encoding Profiling
(KN\'I('EIlEJI?’ [IEEE loT 2022] SIW Decapsulation Barrett reduction Profiling
SABER,...) [IEEE Trans 2021] SIW Decapsulation Inverse NTT, Message decoding Non-profiling
[ACNS 2024] (riia\gvk) Decapsulation Boolean to arithmetic masking Profiling
[SNCS 2024] SIW Decapsulation Multiplication Profiling
SMAUG [CISC-S 2023], SIW Decapsulation HWT sampling Non-profiling
[CHES 2017] SIW Decapsulation Multiplication Non-profiling
[TCHES 2022] ﬁl/\\llvv Decapsulation Additive FFT Profiling
[IEEE Trans 2022] SIW ETSS;!SS;” Multiplication Profiling
Classic McEliece
[ICISC 2022] - Decapsulation Multiplication Profiling
[ePrint 2023], SIW Decapsulation Matrix vector multiplication Non-profiling
[AfricaCrypt 2023] SIW Decapsulation Goppa polynomial loading function Profiling
[ePrint 2023], - Key generation | Gaussian elimination Profiling
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FYF T2 NISTPQC 2312 &F
|E| PQC PKE / KEM .?. i“ 'lé :g-a %—‘6‘} SMAUG-T CRYSTALS-KYBER. SABER
ST NTRU+ NTRU
PALOMA Classic McEliece
REDOG Classic McEliece
2 R R A =5 T8 3 u2 94 Q4 3
[SAMOS 2020] SIW Decapsulation Multiplication Non-profiling
[IEEE Trans 2020] H/W Key Generation | Multiplication Profiling
Lattice KEM | [1EEE ACCESS 2020] SIW Emg::;gte';” Message encoding Profiling
(KN\'I('EIEJI?’ [IEEE loT 2022] SIW Decapsulation Barrett reduction Profiling
SABER,...) [IEEE Trans 2021] SIW Decapsulation Inverse NTT, Message decoding Non-profiling
[ACNS 2024] (riia\gvk) Decapsulation Boolean to arithmetic masking Profiling
[SNCS 2024] SIW Decapsulation Multiplication Profiling
SMAUG [CISC-S 2023], SIW Decapsulation HWT sampling Non-profiling
[CHES 2017] SIW Decapsulation Multiplication Non-profiling
[TCHES 2022] ﬁl/\\llvv Decapsulation Additive FFT Profiling
[IEEE Trans 2022] SIW Erzﬁjgsssalgg)on Multiplication Profiling
Classic McEliece
[ICISC 2022] - Decapsulation Multiplication Profiling
[ePrint 2023], SIW Decapsulation Matrix vector multiplication Non-profiling
[AfricaCrypt 2023] SIW Decapsulation Goppa polynomial loading function Profiling
[ePrint 2023], - Key generation | Gaussian elimination Profiling
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S F A NISTPQC &8 &
=] PQC Si ghature ‘?‘i“ ‘é :g‘a %‘%J: HAETAE CRYSTALS-DILITHIUM
NCC-Sign CRYSTALS-DILITHIUM
Signature
MQ-Sign UOV., Rainbow
AlMer Picnic
2 R R A =5 T8 e ks o 4 +3
[ICEA 2020] SIW Signature Generation | NTT Profiling
[SAMOS 2020] S/IW Signature Generation | Multiplication Non-profiling
[HOST 2021] S/IW Signature Generation | Sampling Profiling
[ICCD 2021] SIW Signature Generation | Multiplication Non-profiling
OILITHIUM | [TEEE ACCESS 2021] SIW SngZ‘;”geﬁ:giirggon E';Er%amp"”g' Addition, Rounding, Profiling
[ePrint 2022] SIW Signature Generation | Sampling Profiling
[IEEE Trans 2022] SIW Signature Generation | Sampling, NTT, Addition Non-profiling
[PQCrypto 2023] H/W Signature Generation | NTT, Multiplication Profiling,_ .
Non-profiling
[TCHES 2023], SIW Signature Generation | Decompose Profiling
[TCHES 2018] SIW Signature Generation | Multiplication Non-profiling
UQV, Rainbow | [DATE 2021] S/IW Signature Generation | Multiplication Non-profiling
[TCHES 2023], SIW Signature Generation | Multiplication Profiling
o [PQCrypto 2021] SIW Signature Generation | Core MPC operation (LowMC) Non-profiling
Picnic [TCHES 2021] SIW Signature Generation | Online phase of Preprocessing Non-profiling
AL [CISC-S 2023], SIW | Signature Generation | GF Addition Non-profiling
(Round 1)
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S F A NISTPQC &8 &
=] PQC Si ghature ‘?‘i“ ‘é :g‘a %‘%J: HAETAE CRYSTALS-DILITHIUM
NCC-Sign CRYSTALS-DILITHIUM
Signature
MQ-Sign UOV., Rainbow
AlMer Picnic
2 R R A =5 T8 e ks o 4 +3
[ICEA 2020] SIW Signature Generation | NTT Profiling
[SAMOS 2020] S/IW Signature Generation | Multiplication Non-profiling
[HOST 2021] S/IW Signature Generation | Sampling Profiling
[ICCD 2021] S/IW Signature Generation | Multiplication Non-profiling
OILITHIUM | [TEEE ACCESS 2021] SIW SngZ‘;”geﬁ:giirﬁgon E';Er%amp"”g' Addition, Rounding, Profiling
[ePrint 2022] SIW Signature Generation | Sampling Profiling
[IEEE Trans 2022] SIW Signature Generation | Sampling, NTT, Addition Non-profiling
[PQCrypto 2023] H/W Signature Generation | NTT, Multiplication Profiling,_ .
Non-profiling
[TCHES 2023], SIW Signature Generation | Decompose Profiling
[TCHES 2018] SIW Signature Generation | Multiplication Non-profiling
UQV, Rainbow | [DATE 2021] S/IW Signature Generation | Multiplication Non-profiling
[TCHES 2023], SIW Signature Generation | Multiplication Profiling
o [PQCrypto 2021] SIW Signature Generation | Core MPC operation (LowMC) Non-profiling
Picnic [TCHES 2021] SIW Signature Generation | Online phase of Preprocessing Non-profiling
AL [CISC-S 2023], SIW | Signature Generation | GF Addition Non-profiling
(Round 1)
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m KpaC €32 & 5-Ad ¥4 35 ¥4

ARM Cortex-M4 MCU
(STM32F303)

Target Implementation | KpgC round 2 reference code

Target Device

Optimization Level (arm-none-eabi-gcc 10.2.1) s
Number of Traces 5,000

Attack arget
(ARM Cortex-M4 STM32F3)

Power measure
(ChipWhisperer-L.ite)

< PKE/KEM 1Z&(SMAUG-T)o] i3t P& A8 28 Ag A
o AR 4F) NI AAJAY EHNAE AF
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: Ephemeral Secret PKE/KEM
m SMAUG-T €28 & 34 red . S-e;LetEnc SMAUG-T | NTRU+ | PALOMA | REDOG
2ty 24 94
= =) -
< A EA 93§12 AE (¢ F) HlZ 2 shele] BA oA}

SMAUG-T: PKE key generation SMAUG-T: Encryption SMAUG-T: Decryption

Input - Input = (4,b), m, Input sk =35, ¢ =(cq,0)
Output = (A,b), sk = Output = (c4,¢3) Output m
1: « {0,1}%5¢ 17 « HWT; ( ) € Sk 1;m=l£.< sy + = ]eggt

. p P
2:( , ) < XOF( ) 2 = F- . ] € RE 2: returnm
3: A « expandA( ) € REXK a !
4: s « HWT, (seed,,) € Sk 3, =[E-(br)+E-m| e Ry,
5:¢ « Dy q( ) € RE 4:returnc = (¢4, ¢,)
6:h=— +e€eRE
7:return pk= (A, b), sk=

SMAUG-T: KEM key generation SMAUG-T: Encapsulation SMAUG-T: Decapsulation
Input - Input = (4,h) Input sk = (s, d, pk),
Output = (A,b), sk =( ) Output , Output K'
1: (4,b,s) « PKE_keygen(-) 1: 1« {0,1}256 1: i’ = PKE_decrypt(s, ¢)
2:d « {0,1}5¢ 2:( ) « G(u, H(pk)) 2: (K',seed") « G(u',H(pk))
3:return ple = (4, D), sk = ( ) 3: ¢ = PKE_encrypt(pk, ) 3: ¢’ = PKE_encrypt(pk, ', seed")
4: return c, 4: (K,") « G(d,H(c))

5:ifc#c',thenK' =K
6: return K’

Side Channel Analysis Design Academy
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Pink : Ephemeral Secret PKE/KEM
o N - red : Secret
m] SMAUG-T é:ﬂi‘ = 1—/‘4 uplic SMAUG-T | NTRU+ | PALOMA | REDOG
cZ 29 A A
< A 4 A3 $A 4-‘,‘%(’3‘&&5) g =g 3}jele] BA oAk
SMAUGT: Decryption void polyv_nult _add(poly *xres, const poly =opl, const sppoly =op2) {
nput | sk=s, 0= ()" Jintit temp[LIEN = 2] = {0};
Output m
- / for (size_t ] =0, ] < opZ-=neg_start; ++j) {
Lm= l;- 50 ] € R, poly_add{tenp, opl, TopZ—=sx)[J17]
2. returnm h
fhr (size_t | = opZ-»neg_start; | < opZ
polv_sub(temp, opl, (op2->sx)[i1);
I
polv_reduce(res, templ;
I
SMAUG-T: Decapsulation
Input sk = (s, d, pk), void poly_addluint16_t resl2 = LWE_N], const poly *opl, const uintB_t deg)
- for (size_t i =0; 1 < LWE_N; ++i
LG K res(fieg + 1] += opl—>coeffs[i]
14 =PKE_decry1()t(s, ) ) ’_I
2: (K',seed") « G(', H(pk) CPA ,-I A Al a ok )
3: ¢’ = PKE_encrypt(pk, u', seed") ° E‘L} ‘9-—' .
4: (K,") « G(d,H(c)) PN o o] s}
5:ifc#c', thenK' =K deg + (dege {0’1' ’255}) > 7‘“ T7]- 1 ‘-]- S"] o (deg)
. ’ T =
6: return K 287H _;"g_% CPA 9 2“")l:'% S‘o’] E—T: 601-
> 82 o334 s
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@ SMAUG-T &g & £4

3 E R R T E RENCEE A

SMAUG-T: Decryption
Input sk=s, c=( /
Output m
0o = B L
1:m =% £ em,
2: returnm

Pink : Ephemeral Secret PKE/KEM
red : Secret SMAUG-T | NTRU+ PALOMA | REDOG
: Public
zze 4 0
QELERPEREEY
void polv_nult_add(poly *res, const poly =opl, const sppoly *=op2) {

gintle_t temp[LVE_W = 2] = {0},
for (size_t | =0; ] < opZ->neg_start; ++j) {
polv_add(temp, opl, {opZ—=sx)[il);

}

J-rneg_start; | o< of
=) [1])

for (size_t j = o
poly_sub(temp, opl, (or
I

Z==cnts ++]) f

SMAUG-T: Decapsulation

Input sk = (s,d,

),

Output K'

' = PKE_decrypt(s, ¢)

(K',seed") « G(,u’,H( ))

¢’ = PKE_encrypt(

(K ) < G(d, H(0))
#c',thenK' =K

return K’

1
2:
3:
4
5:i
6:

,u', seed")

polv_reducel res,

tenpl;

o

SPA

1A 52) 7§ 45kF poly_add HHE:

-1A415~2) AN gubE poly sub HEE:

SPAX poly add, poly sub®] 7§ 4= 3}t

> uy) A el 1, A5 S BT

J
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: Ephemeral Secret PKE/KEM
- K red : Secret SMAUG-T | NTRU+ | PALOMA | REDOG
®m SMAUG-T SPA 23} eoret
< poly_mult_add A¥ 3
poly add x 33 poly sub x 36

y_mult _add(poly *res, const poly *xopl, const sppoly *

t temp[LWE_N x 2] = {0};

£ (size_t ] = 0; j < opZ->neg_start; ++j) {
= poly_add(tenp, . (op2->sx)[i1);
E
-
E ( j = opZ->neg_start; j < op2->cnt; ++j) {
E poly_sub(temp, opl, (op2->sx)[i1); -
«
E ol y_reducel , temp);

=7

-4 23 89

> H|H o34 s

Power Consumption

w10
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: Ephemeral Secret PKE/KEM
= B A red : Secret
+ %‘7] a] =2 B _'] _ SMAUG-T | NTRU+ | PALOMA | REDOG
= NTRU " < : Public
szshag 24 oy
3 1~ o] 5 o =
ll:!‘j"‘é_ ‘1!'.‘4:! tﬂ)‘g'*ﬂzl’}-}%(éiﬂ‘ﬁ') H|Z 2 3}ole] BA oAk
NTRU+: KeyGen NTRU+ PKE: Encryption NTRU+ PKE: Decryption
Input | - Input = h, m € {0,1}m Input | sk =(f,h),
Output =h,sk =( ) Output Output | m
1: < {0,1}%56 1:m' « {0,1}}r 1:m' = (¢ f)mod 3
2: ', 9" « CBD( ) €S, 2.7 « m||m’ € {0, 1}*=im+lr 22r=(c—-m))
3f=3f"+1 3: R « H(7, F(h)) 3: 1, fail = InvSOTP(m’, G(r))
4:9f Af 1, € Ry, thengo to line 1 4.7 < CBD(R) € S, 4: R' « H(m,F(h))
5:h=3 5:m’ = SOTP(i71, G(r)) 5:7" < CBD(R") € 5,
6: return pk = h, sk = (f, ) 6:c=h-r+m' 6:if r 7' or fail = 1,then =0
7: return 7: return m
NTRU+ KEM: Encapsulation NTRU+ KEM: Decapsulation
Input = Input | sk=(f,h"),
Output , Output | K
1:m « {0,1}" 1:m' = (c- f)mod3
2: (R,K) « H'(m,pk) 2.2r=(c—m)
3:r « CBD(R) € S, 3:m, fail = InvSOTP(m’, G(r))
4:m' = SOTP(m, G(r)) 4:(R',K) « H'(m)
5c=h-r+m 5:r" « CBD(R') € Sy
6: return (¢, K) 6:ifr =7 or fail =1,thenK =0
7: return K
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Pink : Ephemeral Secret PKE/KEM
m NTRU+ &38| & 84 red : S:GELeg”C SMAUG-T | NTRU+ | PALOMA | REDOG
L Z2IdR A dd
<« A EH 93 A2 Ad F=x 2E) v zEsdd 2 A

/void poly_basemul(poly *r, const poly *a, const poly *b)

- {
NTRU+ PKE: Decryption / for(int i = @; i < NTRUPLUS N/6; i++)
Input | sk =(f,h), {
i — 7.1 / r->coeffs + 6%1, a->coeffs + 6%i, b->coeffs + 6%i, zetas[96 + i]);
Output | 7 / basemul (T~weeffs + 6*%1 + 3, a-»coeffs + 6%1 + 3, b->coeffs + 6%1 + 3, -zetas[96 + i]);
1:m' =fc- finod 3 }
2:r=(c—-—m) )
3:m, fail = InvSOTP(m’, G(r))
4:R' « H(m,F(h))
5:7" « CBD(R) € S,
6:if r # 1" or fail = 1,then i = 0 void basemul(int16 t c[3], const int16_t a[3], const int1l6_t b[3], intl6_t zeta)
7: return m {
c[e] [2], b[1]);
c[e] += TamuI(a[1], b[2]);
. c[@] = fgmul(c[e], zeta); CPA |
NTRU+ KEM: Decapsulation c[0] += famul(2[0], b[e]);
Input sk = (f, )s ] ol (2] 21) ﬁ (ﬁ € {0,1, eny 3456})
C = Tgmu d P 3
Output | K c[1] = fFamul(c[1], zeta); ok 2127 == CPA
1:m' = (c- f)mod 3 c[1] += fgmul(a[e], b[1]);
2:7__( —m) c[1] += fgmul(a[1], b[8]);
TN ] c[1] = barrett_reduce(c[1]);
3:m, fail = InvSOTP(m’, G(1)) ,-| 37 A3} gk ]
4: (R',K) « H'(m) ) . _ ]
, , c[2] = fomul(a[2], b[e]);
5: CBD(R") €S - PN .
it " o fal =1, then K = 0 2] = Faml(eli], b)) > A% f; 12-bit 2T
. ’ c[2] += fgmul(a[e], b[2]); 2 z 1) AP
7 return K c[2] = barrett_reduce(c[2]); > f0~fn—1 ‘-X‘“ > ] = ‘:} ° f
¥
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SICAT:A

Slde Channel Analysis Design Academy

: Ephemeral Secret PKE/KEM
m PALOMA €323 Z 54 red : Secret SMAUG-T | NTRU+ | PALOMA | REDOG
: Public
P 223 A O
S H o] 5 (<) =
<« FAE E4 A3 92 A (e F) W) Z2vbele BA oA
PALOMA: Key generation PALOMA: Encryption PALOMA: Decryption
Input | - Input = ,6 EFY (wy(é) =1t) Input | sk = (L,g(X),S rs1), s € F3 K
Output , Output € F3k Output | ¢ € F} (wy(é) =t)
1 , H « GenRandGoppaCode() 17 = [I —k|ﬁ e ] e Fr—Rxn l:s=S71
2 , i « GenScrambledCode(//) 96— ne [Fn[_nk i 2 2: e = RecoverErrVec(L, g(X), s)
3 ok = e FOioxk 3 return 2 3:¢ = Permlnv(e,r¢)  //é = P~le
$ 4: return é
4: r <{0,1}25¢
Sisk = ( )
6: return pk,
PALOMA: Encapsulation PALOMA: Decapsulation
Input = Hpp_jm) € B Input | sk =(LgX),Sre,m),c=(F,5)
Output — ( , ) € {0’1}256 X Fg_k, € {0’1}256 OUtpUt K € {0,1}256
$ 1: ¢ = PKE_decrypt(sk, 5)
17 «{0,13%%¢ - ) 2:e* = PermInv(é,7) /le* =P 'é
2 « GenErrVec(r*) /le* € F}, wy(e®) =t 3: 7' « ROg(e")
3:7 < ROg(e") i . 4: & « GenErrVec(r)
4:¢é = Perm(e’,7) [/é = Pe 5:1f #' # 7 then
5: § = PKE_encrypt(pk, é) 6: i« ROL(E||7]19)
6:1c < ROy (e |[|7]15) 7: Else
7:return c = (7,9), 8: k< ROy(e™[|7|%)
9: return k
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3. KpqC €38 & ¥4 SICAEEA

Slde Channel Analysis Design Academy

: Ephemeral Secret PKE/KEM
o713l = B red : Secret SMAUG-T | NTRU+ PALOMA | REDOG
Tzyd" B4 g
o A A 94 9% Ad (Fx ZE) H| Z 2 5hl ¥ 4 A

_~Yuoid nativec(
- i oUT Word* out_vec,
PALOMA: Decryption / N const tor e 1 et
Input k=(,gX ,% Fr-Fk IN const Word= in_vec,
P > ( g( ) 2 IM int rownum
Output | ¢ EW =1t) { IN int colnum

Lis=S int nun_of _WORD_BITS_in_row = rownun / WORD_BITS
2: e = RecovexlrrVec(L, g(X), s) int col_index;
3: é = PermInv(eMxg

" for (int @ =0 0 <colnum: i++
4: return é {
col_index = (i = num_of_WORD_BITS_in_row);
if ({in_vec[i / WORD_BITS] == {i % WORD_EITS
{
PALOMA: Decapsulation \ } out_vec, in_mat, col_index, num_cf_WORD_BITS_in_row);
input_| sk = (L,g(0, 5 re e =) N, ~ CPA |
Output | x € {0,1}?%¢ N N
1: é = PKE_decrypt(sk, 5) inline void UL:J%_ _ B— S (S € {011; ey 255})
2:e* = Permlnv(e,?) /le* =P 'é N ' t ou __:Vec’ . 3 oF 8 = =
3:#' < ROg(e") const Horce in_nat, AR A ek 285 5 CPA
4: & « GenErrVec(r) IN int index,
5:1f #' # 7 then IN int rum)
6: 1« ROy(e||7]|%) {
7: Else for (int i =05 | <run; i++) A 32 A3} gob
8: Kk < ROy(e™[|7]I9) { 1 ]
9: return x |out_vec[ il ™= in_matlindex + i ],| > SO -9] 8-bit ‘ET:IL
} 5 -1
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SICAT:A

Slde Channel Analysis Design Academy

@ REDOG &38| & &4

: Ephemeral Secret
red : Secret
: Public

o A A 9 915 A (2T )

PKE/KEM

SMAUG-T

NTRU+ PALOMA REDOG

21

[kl

e

EEREEERR
BA

RELEREEREEY

REDOG: Decryption

Input | sk =(P,H,S,®y),c=(cy,c3)

mE[Fgm

REDOG: Key generation REDOG: Encryption
Input | - Input = (M,F) € FE x Fon™™®, 1m € Fém
OUt ut = ) ) = y 11,0, — —k
p (1, 1) ( ) output | ¢ = (c;,c,) € Flm x Flim
]2' ’ (;G(}e:rlfsir;j;ﬁle%lggag( ) 1: e, « GenErrVec() /le; € Fom, wy(e,) = t;
3: ’=' 2: e, « GenErrVec() /le, € FIn5, wy(e,) = t,
L 3:m' =m+H(ey, e))
4 pl = (M,F) P,
5- = ( ’ 2y ) ) B
5:c,=m'F +
6: ret ,
return 6: return c = (cq,c;)

1:M=c,P*H, —c,S7'H,

2: (e1,€3) = (e1P™1,e,571) = @y (1)
e, =e;P; e, = €3S

4:m' = Solve(c; — e1)

5:m=m' —H(ey, e;)

6: return m

~

CPA
So ' (Sgt € Fyn)
2" == CPA

3L

EEEXT;
> Sotn-bit B
> H|E7] P& ;!

i

Side Channel Analysis Design Academy

2024.10.22 [KpqC 7% 9%k H 2H] KpaC ¥ & ¥4 A4 B4



Contents SICA 2A

el Analysis Design Academy

VO T D

3.1 PKE/KEM

A

\/ 3.2 Signature

A

Side Channel Analysis Design Academy 2024.10.22 [KpqC 7293} 9 I 4] KpaC L2 Z H#-Ad e+AA £-4



3. KpqC €L F &4

SICAT:A

Slde Channel Analysis Design Academy

: Ephemeral Secret Signature
) ﬁal = 3B }L‘] red : Secret : :
_ - ] HAETAE NCC-Sign MQ-Sign AlMer
@ HAETAE €& & oublic
szshag 24 oy
3 =) 5 =
<« FAE E4 A3 92 A (e F) o 2 pele B gAak
HAETAE: KeyGen HAETAE: Signature Generation
Input - Input sk = (s,4),

Output = A, sk = (s,4) Output = (l=],¢)
1 A0 — R’;XU‘U 1: v = (y;,v,) < SamplelnHyperball() € R! x R
2:(51,5,) <« SEtx sk é =H( +)Ze RE RG

. _ k . = )
5: _ Slf'[k a 5:if ||z]|, = B’', then go to line 1

s = (lsilsy) €5y 6: else if |2z — y||, < B, then go to line 1
6:if (s) > y?n, then go to line 2 7:return o = (|7],¢)
T:return pk = /A, sk = (5,4) .
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3. KpqC €L F &4

SICAT:A

Slde Channel Analysis Design Academy

: Ephemeral Secret Signature
o 1al = B red : Secret HAETAE | NCC-Sign | MQ-Sign AlMer
m HAETAE €28 & 74 uplic g Q-Sig
z2oja 24 o4
< CPA=Y A A TRl B g
~  CPAl .
HAETAE: Signature Generation v = ¢;Sp mod g CPA So € {ay, a1}
Input sk = (s,4), |:: >
Output = (|z],¢) S0 € {0’ o 1} S1 € {ﬁOI ﬁl}
1: v = (y4,v,) < SamplelnHyp ) € R x R¥ q= 2167H ZF'% CPA ces
2:w = + 2 EfRz \ y
3: ¢ = H(w,m)e R,
4:7=(7,7,) =y + (=1)Ycs|e R! x R¥
5:if ||z]|, = B’, then go to line 1 A CPA?2 )
6: else if |2z — v||, < B, then go to line 1
7:return o = (| ],2 ) v = (( So — Sl) mod q CPA

So € {ag, a1}, 51 € {Bo, P1}
2*27l] 3= CPA

\

(SO' Sl)

€ {(QOI ﬁO)' (a1; ,81)}

V.

f-I CPA 2* .‘

CPA

Side Channel Analysis Design Academy
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3. KpqC €38 & ¥4 SICAEEA

Slde Channel Analysis Design Academy

: Ephemeral Secret Signature

m] HAETAE CPA %3’—]- red : Secret HAETAE | NCC-Sign | MQ-Sign AlMer

: Public

s CPA1) c,s, mod q % CPA2){(cysyg—c151) mod g

e 0x1374 0XES8D oor

0xE88D

©

©
o
©

T

e
©
b
~
T

e
~
o
o
T

o
o
o
]
T

o
~
o
~
T

©

w
o
w

e

o
o
o

Absolute correlation coefficient
&
Absolute correlation coefficient

o
e
=4

o

Guess key x10* Guess key «10*
So = 0x1374 or 0XE88D ST BIAAST s, B TS
< CPA2") cysoq~ 1 (50,51) = (Bo, 0XE8B8D) or (B, 0x1374)

4
1

Key 1 Correlation Cocfficient
Key 2 Correlation Coefficient | _|

o
X

o
oe}
co
w

EEEXT:

=2 So~S255 X\‘li—“ > H]uE] T;}_O]-)}Jl S

=
1Y)
T

Correlation Coefficient
T T

=

so = 0xE88D

Side Channel Analysis Design Academy 2024.10.22 [KpqC 7293} 9 I 4] KpaC L2 Z H#-Ad e+AA £-4



SICAT:A

Slde Channel Analysis Design Academy

: Ephemeral Secret Signature
: o N - red : Secret Qi _Gi
@ NCC-Sign €318 & +4 o HAETAE | NCC-Sign | MQ-Sign | AlMer
ety 24 oy
< FAE E4 A3 93] AE (L F) W)= 2 shels BA oA

NCC-Sign: KeyGen NCC-Sign: Signature Generation

Input - Input Sk = ( » 'tO!SI’SZ)'

Output = (a,t1), sk = (a,ph, ty, 51,52) Output

<Ry 01: 1 « H(ph||m) € {0,1}>12
(51,52) « Sy X Sy 02:y « 8,
t= + 5, ERy 03:w=ay €Ry
(t1,ty) = Power2Round(t) 04: ¢ « SamplelnBall(i1||w) € R,

=H(a,t;) 05:72=y+cs; ERy

return = ( , )1 = ( , y L0y 21y ) 06: o = LOWBitSq( - 52,2)/2)
07:if |zl = 1 — f or lIrgllec = ¥2 — B, then
08: gotoline 2
09: h = MakeHinty(—cto, w — cs; + ctg, 2y,)
10:if ||ctolleo = ¥, or HW(R) > w, then
11: gotoline 2
12:return o « (¢, z,h)

1
2:
3:
4.
5:
5:
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SICAT:A

Slde Channel Analysis Design Academy

: Ephemeral Secret Signature
@ NCC-Sign €318 & +4 red : S_GFC)Leg”C HAETAE | NCC-Sign | MQ-Sign | AlMer
ELEDPEREER:
< CPA=%] A4 Al Z Rl B4 g
~ CPAl 1
NCC-Sign: Signature Generation v = So mod q CPA So € {C(O, C(l}
Input sk = (a,ph, ty, s1,52), |::>
Output S0 € {0’ e 1} S1 € {ﬁo’ 131}
0L: 11 « H(ph||m) g=dg,1}512 q7ﬂ F= CPA
02:y « S, L J
03:w = ER
04: ¢ « Sample#nBall(y||w)
o ERq = 4 ~  CPA?2 \
06: 1, = LowBits (w —|cs,] 2y5) _
O7: i [ llen = 11— 1 0 ol = 72 — B £ v ={(coSo —cis)modq  cpa
08: gotoline 2 (50!51)
09: h = MakeHinty(—cto,w — cs, 2]/2) So € {a0: al}: S1 € {:80' 181} |:>
10:if ||lctollo = 2 or HW(R) > w, then
11: got(t)) line 2 ’ 2*27H _7_"5_3:14_ CPA € {(a01 EO); (ali ,81)}
12:return o « (¢, 7,h) \ /
~ CPAY 1
— -1
v = C0Soq CPA

S0 € {ao, al} I:> So=«a

27 = CPA
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3. KpqC €38 & ¥4 SICAEEA

Slde Channel Analysis Design Academy

Pink : Ephemeral Secret Signature
' kU red : Secret HAETAE | NCC-Si i
- ] -Sign MQ-Sign AlMer
@ NCC-Sign CPA A 3} ecret
s CPA1) c,s, mod q % CPA2){(cysyg—c151) mod g

. 0x38EE(27 0o~
=08 P 0x47447A = osf
g - 0x47447A
E 07 % 07h
§ 06} S os

=
.g 58k £ os
S 03f E 03r
% 02 g 0.2
'2 0.1 i 0.1
0o 1006000( [ 3006000 5006000 6006000 ( 8401537 ’ (( 2005000 4006000 50000000 ( ( 8401537
so = 0x38EEQ7 or 0x47447A S1 4 U So =
< CPA2") cys0q~ " (50, 51) = (By, 0x47447A) or (B, 0x38EE07)
0.5 T T T T T
0.4 - OX4‘ 744 7A ‘f/\\\jr‘«\ ‘ Key 2 Correlation Coefficient | |

EEEXT:

> A% s, 23-bit BF
> 4 So~Sn—-1 ;ﬂi'“ > H] ui':.! t}%{}/}]l S

e
)

0x38EE07

|\

=
o

Correlation Coefficient

o

so = 0x47447A
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Slde Channel Analysis Design Academy

m MQ-Sign €2 & &4

o AL BY E AR AL (FLID)

: Ephemeral Secret Signature
red : Secret HAETAE | NCC-Sign | MQ-Sign | AlMer
: Public
ety 24 oy
UELESE X R

MQ-Sign: Key Generation

MQ-Sign: Signature Generation

= o

1
2
3 F « GF(ZS)ox(vx(v+o))
4
5

creturn pk = P,sk = (F,T)

Input - Input sk = (F,T),
Output =P,sk=(FT) Output
«— GF(28)vxo 01: while 3471,
_ ((1) 1) € GF(28)W+0)x(v+0) 02: = (54, ..,5,) « GF(2®)

03: R:(‘C‘ g)zCoeffi(F(l)( )y FO(5,))
04: ¢y = EM(sp)s s B2 (51))

05: (G,1,)) = (CA™Y,CA™B,[D — CA~1B]™Y)
06: end while

07: K =A'B

08:r « {0,1}!

09: h « H(m||1)

10:E=h—cy

11: 5, = ( )=R71.¢
12: 2= (5y + T - 50,50)

13:return o = (z,7)

Side Channel Analysis Design Academy
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SICAT:A

Slde Channel Analysis Design Academy

: Ephemeral Secret Signature
-Sj o713l =x= B red : Secret . -
= MQ-Sign k12| & B A o i HAETAE | NCC-Sign | MQ-Sign | AIMer
229l —5':"3, ‘H"J

MQ-Sign: Signature Generation

Input sk = (F,T), ,_I CPA 1 ! ~

Output . 8
01: while 341, ] v="T," In GF(2°%) CPA
02 sy = (51, ,5,) « GF(28) g _
03: R:(fc1 g)=Coeffi(F(1)( )y s FO(5,)) Ti, € GF(2°) :> hp=a
04: ¢y = (EP(), o EP50)) 8] ==
05: (2,1,])11: (CA‘l,C/Il/‘lB, [D— CA-'B]™Y) . 287 55 CPA )
06: end while
07:K = A™'B

08: 7 « {0,1}

09: h « H(m||r) CPA
10:E=h—cy CPA?2
11: =R1.¢

S +E] ) ~  CPA2 N

13: return 0 = (z,

V= Tl,l . + T1,2 .
in GF(28) CPA

|::> T. . =
Ti1=a, Ty, € GF(29) 12 =P

287 5 CPA
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SICAT:A

Slde Channel Analysis Design Academy

Pink : Ephemeral Secret Signature
: -9 red : Secret i Qi
@ MQ-Sign CPA A3} et HAETAE | NCC-Sign | MQ-Sign | AIMer
’:‘ CPA 1) Tl,l * |n GF(ZS) CPA 2) Tl,l * + T1,2 * in GF(ZS)
051 T3 ,(0x25) 03[ T; ,(0x59)
3.1 . p

gosr | Taa(0x48) T,.1 (0XEC) E

§ 0.4 ; 0257

T,1(0xB4) S o2

E 0.25F E 015

2 =

; 02} ‘5

; 0.15F ; 01T

2 oal c

Z 2 °'°5WWM%WWMM
<€ 0.05 <

0 * . ! : 0 : . . - .
50 100 150 200 250 50 100 150 200 250
Guess key Guess key
Ty = OxB4 T, % ZAFT, & 55

EEEEXT:
> T11, T, 16-bit J7-
9 T1,1~Tv,0 ;ﬂi'“ 9 H] ualyl 33% T
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3. KpqC €2 & #4

SICAT:A

Slde Channel Analysis Design Academy

m AlMer €38 & 4

o AL BY E AR AL (FLID)

: Ephemeral Secret

Signature

red : Secret

HAETAE

NCC-Sign

MQ-Sign

AlMer

: Public

(i

p

=]
<

I

X
ne

shal
=

ot
S0

e

K

AlMer: Key Generation

Al

Mer: Signature Generation

Input -

Input

sk = (iv, ct, pt),

Output = (iv, ct),

Output

< {0,1}*

< {o,1}*

= AIM2(iv, pt)
sreturn pk = (iv,ct), sk =

RobRE

01
02

03:

04

05:
06:
07:

08:
09:

10:

11:
12:

13:

14:
15:

16:

17:
18:

19
20
21

://phase 1 ~ 3: secret

1t =St +y1), -ty = Si(pt + ¥,y = pt
: , = Gen_Linear(iv)

: for each repetition k € [7] do

@, .., a™y « GF(2m)

( , ptél), ...,pt,EN)) « sharing(pt)

= Zia,((i) - pt
(4cy, c,((l), ...,C]EN)) « sharing(c;,)
for each S-box j € [l] do
( , t,(cylj), ...,t,g\;-)) < sharing (¢;)
endfor
for each party i € [N] do

@® @ _ (@)
(xkl )2 )]_E[m] = AIMZ_MPC( by ,(tk, j)]_e[l])
endfor
foreachk € {1,..,7}, i€ {1,..,N} do
—_ (vl ) @)
= (ij% . Xkl'j) + akl
— (2}:} -z,gf}) +3;
endfor
. endfor
. //phase 4~5: public
: return

o pt,(ci) + c,(ci)

o

3
4 o

Side Channel Analysis Design Academy
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3. KpqC €38 & ¥4 SICAEEA

Slde Channel Analysis Design Academy

: Ephemeral Secret Signature
o =3 red : Secret _Si _Si
m] AlMer é:ﬂi] = —,_.:&] o i HAETAE | NCC-Sign | MQ-Sign AlMer
ELEEDEEER
< CPAEY 44 B Z Rty B o4

AlMer: Signature Generation

Input | sk = (iv, ct,pt), ,-' CPA1 ! A
Output

- v = At +t, in GF(2128)
01: //phase 1 ~ 3: secret 1 CPA
02: tl = Sl(pt + Vl)l 000 § tl = Sl(pt + yl)iy = pt H
03: 4;,, b;,, = Gen_Linear(iv) tl € GF(2128) |:> 8-bit of tl = Qpy Or aq
04: for each repetition k € [7] do
05: (ay”,...a;") < GF(2") XOR | B % 8-bit w4 7}
06: ( , pt,gl),...,pt,gm) « sharing(pt) o
07: = Zia]g) - pt CPA1 287H %‘"é CPA
08: (4cy, c,(cl), ...,C]EN)) « sharing(c;,) \. S
09: - j
10: | ( , t,(clj), ...,t,g\j-)) < sharing (t;)
11: endfor ’ CPA2
12: for each party i € [N] do f-l CPA2 )
13: |« 28 = AIM2_MPC (A, by, ct, (1) -
(560 7)) e (5,0 v=y;( + -+ ty) in GF(21%8)

14: endfor
12 for eac=h(k2;€+i{1, ...:;}(;)Si{al(,i)...,N} do t; € GF(2128) CPA

’ J= k,j k -
17 o0 = (Bt o) + 20 pe® + 0 64bit 9] B4 24 spy  EE) 64bitofr =a
18: endfor
19: endfor 264 - 287H ?.;‘..Z- CPA
20: //phase 4~5: public -
21: return . J
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3. KpqC €38 & ¥4 SICAEEA

Slde Channel Analysis Design Academy

Pink : Ephemeral Secret Signature

@ AlMer CPAZ 3} red:s_e;[]eglic HAETAE | NCC-Sign | MQ-Sign | AIMer

& CPAL)At,, +t, in GF(2128) CPA2) v, - (ALy, + -+ t,) in GF(2128)
03 *0x68 ¢ 0x97 0257
E R
=
E 0.25 .E 02k
E | Z
o 021 S
E £ 015}
,.;f 0.15 M ,\( E
= = 01
S o | 5
£ T T <
s AN AR NN 005
= =
-
0 L L L L L 0 L—MM@MB
50 100 150 200 250 50 100 150 200 250
Guess key Guess key index
8-bit of t; = 0x68 or 0x97 64-bitof t; T A EZ A

EEEXCE

> t]_ 64'b|t %:’L » &) o o -
AlM of| A © 51 A
-> ] Zdi‘“ - H] ‘27] pt = Sl_l(tl) er = ] :' tﬂ ° ] B 37-1] o
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SICAT:A

Slde Channel Analysis Design Academy

7
*

PKE/KEM 4%l o 3 ¥-Ad # <4 £4

7
*

PKE/KEM 15 g 9 1Y &4 539
UEEERLE LR

Signature 4%l W g 3-Ad 3 FA 4

7
*

L)

0’0

Signature 43¢l g 33 AY L4 43

He7) 85

W) KpoC E32 Zol A FAD 24 9 37E AT e
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