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KPQM4 Framework T+
kpac YT 2|Z S3 U EHAE
pC € 11E|E ¢l 7I0|EZ A 7| &

(AVR, MSP, 32-bit ARM, 64-bit ARM, RISC-V) (32-bit ARM, RISC-V)
- &% SW/HW codesign %% 2} 17 - &= SW/HW codesign %% 2} 7
-TY2 3 2™ X4 (2021, 2023, 2024) -T2 32 X4 (2023)
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ie- 2 Ao 71 S CSEfases™

<+ KpgC ¥112|F 2| Performance= =8 H717|& & StLt
»Performance : Measured on a variety of classical platforms
v x86/x64, AVX2 : 145 HE CPU TX|

= 5320/ E2{2| : (O) KPQClean (https://github.com/kpgc-cryptocraft/KpgClean ver2)
n 2023E0|| A|RtEl ZEMEZ HAX Round2 2 E(ref, AVX2)7t KPQClean £
v Cortex-M4 : M At Embedded(QHIC| =) 2K
= Round 1 ZE0| CHEH HIX|OFT EXY (KpgC 74t A&, ADEJEM el maH)
= A 0| EEl Round 2 I EO CYst HIX|OI3 7} =G
= ZE O|+E sl Zstof #iX|Op 3 E80| HL
» D M2 kpgmd ZT2HE F[Qt0] HQ

2021 2022 2022 2023 - 2024
XD D XD
KpgC ¥12|& KPQClean T2HE A|Xt
ot 9 o Kot A KpgC Round 0 KpgC Round 1 ToHE Az
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https://github.com/kpqc-cryptocraft/KpqClean_ver2

H2- Phasel & 2 2% & CSEmzsizs™

v 2 ATIHN B L]

Phase 1 (4Z ~78), skl 93 & Phase 2 (72 ~9¥H), ok} {3 &
AKX}/ AE 7|9k pac A M H £ =A} |- CHHT 7|Epac ZH ¥ ST AL
-kpgma T Y3 7HE -Z8 S71Y0E[E2 kpgma ST WHE

gang|E 2l - Flash memory AFE H R E

- ESHOo|4 Al HE| A A

- KpgC Round2 %| 4 HE|O|E 3 E HIH
- 2| 5 H speed / Stack HlX|O}AH -24.10.20. 27t X]|
- EOI‘ | A|-o|- ~ El al OH7=|
o
- Cortex-M4 PQC ¢ 7|0| E 2 A M| &t
-EE M R EES 45 2A3EHE R
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< 72| Cortex-M4 Lattice 7|8t &t= ol x| X3} A S
[ ] Cortex-M4
Memory-Efficient High-Speed pgm4: Testing and Faster Kyber and
Implementation of Kyber on Benchmarking NIST PQC on Dilithium on Cortex-M4 Improved plantard Arithmetic for
Cortex-M4 (AfricaCrypt’'19) ARM Cortex-M4 (Eprint'19) (ACNS'22) Lattice-based Cryptography (TCHES'22)
2017 | 2018~2019 I 2020~2021 2021~2022~

low-stack based |~ Asymmetric multiplication - oy yterfly  Plantard Arithmetid
Better Accumulation

< 72| Cortex-M4 Code/Multivariate 7|8 25 318 x| X3l AL &
|:| Multivariate
- Code
Performance Analysis of Rainbow
on ARM Cortex-M4 Rainbow on Cortex-M4
(Univ Politecnica de Catalunya ‘19) (TCHES 21)
| 2019

Representation

U

. _ . . Radix-16
Using flash memory Bitsliced Repr. Binary field
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S :



ENGINEERING Lab

\Q\ C SE SRYETo SECURTTY

2N HHE2 Appendix &1

| NISTPQC |  KpqC Eg (7}H5)

NTRU+

Signed improved Plantard  16-bit Modular Multiplication (2cc) Kyber SMAUG-T (Multimoduli)
. : D I SMAUG-T (Unfriendly Ring)
Signed Montgomery 32-bit Modular Multiplication (3cc) Dilithium HAETAE, NCC-Sign
Modular Reduction Kyber NTRU+
Signed Barrett - S719| packed 16-bit dataOfl Cist ZH4t (6cc) o .
- 32-bit Tt datalf CH3F ZHAF (3cc) Dilithium HAETAE, NCC-Sign

Matrix-Vector Mul N giele KpqC M & (7I5)

Streaming A and e Module 7t &9| M| 22| %X 3} 4ot glliﬁrium SMAUG-T, HAETAE
Asymmetric Multiplication Incomplete NTT2| PointMul 7t} 2ok Kyber SMAUG-T (incomplete NTT)
Better Accumulation Matrix-Vector Mul2| 7}&3} 50t (2 =X Zh gﬁ’t‘;ﬁum SMAUG-T, HAETAE
NIST PQC KpgC M & (7I'5)
. . - - Kyber, SMAUG-T, NTRU+

ISIE=E X ~ HFO} /S ] /
Merged NTT/iINTT NTT/INTT o8 22| 22 2=t a2 Dilithium HAETAE, NCC-Sign
Small NTT 22 A =0 CH$t half-word NTT (FNT, small NTT)  Dilithium HAETAE
NTT for Unfriendly Ring NTT Unfriendly RingOll CHoF NTT &8 240t Saber SMAUG-T
{ MY KOOKMIN UNIVERSITY 8/52
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<« [ XXt YHE 2%

> Classic McEliece2} BikeOfl Ci$t Cortex-M4 &1 x| X351 L =X
> HQC= 79 Z| At A+t §lg - (=mU) &= Ao AL A
{/’ _____ Classic-McEliece \l
I Classic McEliece Implementation with | 0pt'mlz'anngdBAfu%ro?t‘:x":cﬁ: skl
| H | - »
| Low Memory Footprint, CARDIS 2020 I TCHES 2021
| - i R
I
| Classic McEliece on the ARM Cortex-M, | Carry-less to bike faster
I\ TCHES 2021 /l ACNS 2022
N s

— e — o — — — — — — — — — — — —

A M HHEL2 Appendix B
| NISTPQC |  KpqC € (7}H5)

Streaming pk LU 281E &5t 3717| Streaming 7| & :
gp Eo g “/le Classic PALOMA

Storing pk in Flash Memory  Streaming pkS Flash MemoryOl| HiX|&t= 7|8  McEliece

O| ZIH| 0| A{ C}EHAI | NISTPQC |  KpqC H& (7}5)
Bernstein 5-Way Intel Haswell & EfZ 22 HEE recursive &1 BIKE
Frobenius AFFT Cortex-M45 EfZle 2 HEEl Addtive FFT &4
( MY KOOKMIN UNIVERSITY 9/52
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& 2| Cortex-M4 718t A ol X XMet AL S
»RainbowO]| L3t Cortex-M4 T+ %| &
O &2 Look-up table 7|HF £

- —
v Bitslicing B S 5ot T4 2|H3 Wy 20| Hote

Performance Analysis of Rainbow on
ARM Cortex—M4 - Evalgatlon of a Post- efilbeny G G,
Quantum Multivariate Signature Scheme ,
: . TCHES ‘21
on a Resource-Constrained Device,
Univ Politecnica de Catalunya 2019

- Karatsuba-Ofman =4 &/ &3} - Bitsliced Representation

- GF Look-up Table - Tower field Arithmetic Optimization
- Constant-time Field Inversion
- Bitsliced Matrix Inversion

i o
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TAZ K ST - VOV & CSE&mases™

< "“Performance Analysis of Rainbow on ARM Cortex-M4", 2019
> Karatsuba-Ofman &40]| CH3t Look-up table ‘4’
v GF(16), GF(256)01| Cigt & H|OlE = o
> GF(256) &40lIM 412 GF(16) &l &
v 37|17t 2 GF(256) HIO| &2 CH= GF(16) 48 & X2 13 Jts

Algorithm 4 G F°(16)Look-up Table Generation
Input: G F'(4) look-up table gf4_tab

Output: GF(16) look-up table ¢ f16_tab

108 10 size «+— 1 << 4

2: fori < size do

3: for j < size do

== Optimized
1 Reference

Slg n 7 4 apbp +— gf4_mul_lookupTable(xq, yo, gf4_tab);
107 .
5: a1by < gf4_mul_lookupTable(x;,y;, gf4_tab);
r 6: aby < gf4_mul_lookupTable(xo P x1, yo P y1. 9f4_tab) P apbo €D a1by;
H H H H H H l_“_l HH I_IJ—l 7: arbi_2 <+ gf4_mul_lookupTable(aibi, 2, gf4_tab);
106 8: gf16_tab[16i + j] + (aby P arby) << 2) P aobo + a1by_2;
Og O1 02 Ofast Og 01 02 Ofast Og 01 02 Ofast 9: return (gf16_tab)
la Ic la_Classic _ —
P
== Optimized Algorithm 5 Look-up GF(256) Table Generation
= Reference Input: GF'(16) look-up table g f16_tab
o Output: GF(256) look-up table g f256_tab
10° ¢

1: size +— 1 << 8
2: fori < size do
3t for j < size do

Verify

—_
=
]

F 4: apbg < gf16_mul_lookupTable(z, yo, gf16_tab);
F 5: a1by < gf16_mul_lookupTable(z1,y1, gf16_tab);
| 6: aby < gf16_mul_lookupTable(zo D x1,yo D y1,9f16_tab) @ aobo P a1b:;
106 E HH I_IH HH HH i a1b)_8 < gf16_mul_lookupTable(aibi, 8, gf16_tab);
8: gf256_tab[256i + j] < (aby + a1b1) << 4) P apbo P a1b1_8;
Og O1 02 Ofast Og O1 02 Ofast Og 01 02 Ofast i
la Ic la_Classic 9: return (g f256_tab)
.,
{ MY KOOKMIN UNIVERSITY 11/52
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* “Rainbow on Cortex-M4", TCHES 2021

> Fig = Faly]/(y* +y +2) 2 7etHl AitE , = Folz]/(2® + 2+ 1)=
v Tower field representation2 2 3719| F, 522 F, &4 7t
> Bitsliced representation Al
v 32-bit 2| X|AH 0| 87H2] Fig A2 packing 7=
v dLF HX|AH 4700 32702| HAE packingdt= AO| O #E 54 7t
o Lo Lo LOTOY + | ol » | » [l > | Lo + | » il > | LSl o Lo [lhail - |+ Lol
v+ (o [ T8 > [ T o o OB v [ =z 2] = i < [ [l [ el

r2 [16]16]16]6] 1717 [a7 i) 18] 18] 18 [i8] 1o [ 1919 ]8] 20 [20 [20]20] 21 [21 [21 21 22 [ 22 [22 ]33] 23 [ 23] 23] 23]
vy [24]2a]24]28)] 25 25]25]28] 20| 26| 26][26] 27 | 27 | 27 |24 26| 25 [ 28][28] 29 29] 2828 30| 30 [0 [B0 ] 31 31 B[]

\

8 [16]24] 1 | o [17[25] 2 [10]|18]26 3 |11[19]27] 4 [12]20[28] 5 [13]21]20] 6 |14[22]30] 7 | 15]23]31]

b
rot

(=]

(=}

8 [16]24] 1 | o [17]25] 2 [10|18]26 3 [11[19]27] 4 [12]20[28] 5 [13]21]29] 6 |14[22]30] 7 | 15]23]a1]

rz 8 [16]24] 1 [ o [17]25] 2 [10]18]26] 3 [11]10]27] 4 [12]20] 28] 5 [13]21]20] 6 [14[22]30] 7 [ 15]23]31]
> Constant-time Field Inversion

v 16*4-bit H0|Z2| constant-time HXZ T3

v Fpsll 8% SEAl 220 HOlE XME3HioF & (HolE 27(7t §)

o

{ “""}. KOOKMINUNIVERSITY 12/52
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*+ “Rainbow on Cortex-M4"”, TCHES 2021

> Matrix Inversion

v Adld S & [ bitsliced B2 { X510 =S
. T|O[E X=0| 217 Huto|ot kAl CVaded T T bidiead 77"
Jil 0 .0 1 0 ... Olboo bor --- boo|
= B3 bitslicedto] e IfTH /X o L 0} [0 SRR G e G
0 I R b
> M5 &M A1} (EFM32GG11B, 16MHz) —
v pgm4 Z2f| A0 7[E5t0 45 F57E
Rainbow | Key Gen Sign Verify T
417 316k 5 433k 3 529k ref
classic 134 354k 1 815k 1 619k [MR19]
98 431k 957k 239k This Work
) ] 462 322k 5422k 27 965k ref
circumzenithal ]
107 639k 955k 12 903k This Work
7He| m2tO|E{of| CHot Cortex-M4 7+ clock cycle 5 Z 1t

Rainbow 12| &
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kpgm4 - 7l &

Release Code: https://github.com/COALA-5/kpgm4

<+ kpgm4 S &
> pqm4 Z|YY3A0]| KpqC Round 2 €¥112|F %M I E S
v £ Sl 22 #HXOE 75 MHs
v pgm42| 7|2 HAE 7|5 M&

» hash clock cycles

» A02|E S HAE (B 5%, Canary Check, Negative Test)

x|
v clean/m4/maf S W X7t M-St kpgC ZAFAE ET

Algorithm Z| 4l Ccode Update pgmd S& kpgma =S¢t
NTRU+ 24.10.10. - \
PALOMA 24.10.21. - \
KEM
REDOG Round 2 - X
SMAUG-T 24.10.14. - \
AlMer 24.10.11 N \
HAETAE 24.07.18. N \
DSA
MQ-Sign 24.07.17. - \
NCC-Sign 24.07.17. - v

=
o/

':}. KOOKMINUNIVERSITY
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kpgm4 - 748 [EBEE R

< pgm4 Z|AL30f| KpqC Round 2 ¥12|F X4 ZE ET
< pqm4e}l S5t Kpqcol tiet HiX|of3/dS =217 X5 4’4

>HIX|0rE CHa: AEH AFE T, clock cycle, SHAl clock cycle

] 23 mupq ME2 &
I _QE 2tolE 32| o| =M M A > .github
R Cortex-M40| A S&} 7153t & =78 > common
T | e B S AR G T EMO| A 24
ma - Reference iEgl _;El&!é-_l'E._l @%ﬂ —_rL_él__:l > blke|1
(Cortex-M4 CH &)
maf Reference ZEO| X|Mgl=l {ME 2| +&H > bikel3
(Cortex-M4 Ll &}, Floating Point Register AH&) C hashing.c 8l Al clock cycle
pqm42| 47}X| ¢ 2| C M 2%
speed.c s=
Vv crypto_kem P 35 5%
> bikell NISTPQC - KEM C stack.c AEH ALRES
> bikel3  — Kybers12 -3 C test.c AN7|= 13| S
| kyber512 |
e 2 Ms x|™ 16 C testvectors-host.c Canary, Negative Test
> méfspeed e ImT=
> méfstack H22 XX td C testvectors.c Shared secret Z1 A}

e

( MY KOOKMIN UNIVERSITY 16/52
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kpgm4 — NUCLEO-L4R5ZI & CSE sy

< kpgm4 E}Z!l NUCLEO-144 7|2 E (STM32F429Z1 MCU)
> ARM Cortex-M4 W& (Z[Ci 5% 2 &: 180 MHz)
v ARMV7E-M O}7|Ell K
A0 2= Fuls 120MHz, HIX|0}Z Fols= 20MHz AL
> H2E| 37|
v Flash Mem: 2 Mbytes, SRAM: 640 Kbytes
v Flash: 4KB2| MIOAHEZ} 51274 &Y

0x08000000 4KB
0x08001000 4KB
MEMORY
0x08002000 4KB | I
. RAM (xrw) : ORIGIN = ©x20000000, LENGTH = 648K
’ RAM2 (xrw) . ORIGIN = ©x16000008, LENGTH = 64K
RAM3 (xrw) . ORIGIN = ©x20040000, LENGTH = 384K
Ox081FDO0O0OO 4KB FLASH (rx) : ORIGIN = ©x8000000, LENGTH = 2048K
Ox081FEOOO AKB
Ox081FFO00 4KB STM32F429zi2| 22| HY &
STM32F429712| EcfA| 2| A o2t x= HEE| AFHE 7ts Ol F
( MYy KOOKMIN UNIVERSITY 17/52
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CRYPTO & SECURITY
ENGINEERING Lab

mem - 52 | 22| footprint
notport : 2 HE|X| A2 FLE
dyn mem : S8 | 2 2| 2= Aoy

pk, sk, LUT in Flash Memory

. Kpgm4 reason(s) for exclusion
Algorithm
m4f (mem) params pk mem not port dyn mem
NTRU+ v - 4/4
PALOMA A - 1/3}e X X X
KEM
REDOG - - 0/3 X
SMAUG-T v - 3/3
AlMer A v (mem) 5/6 x (refs)
DSA HAETAE \ v (m4f) 6/6
MQ-Sign A - 1/3]¢ X X
NCC-Sign \ \ (m4f) 6/6

—

(% KOOKMIN UNIVERSITY

>/
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N o
- SMAUG-T
Q|8 2fo|E 22| |- OpenssL & T3 XA ~ NCC-Sign, MQ.Sign
SEMHAH | -pgmal ¥ LNB|TAE . NTRU+
oy L - SMAUG-T
=SS RAH | 0 22| oHEet R 2 7ts - MQ-Sign
STiEo _EXEE AT TS A g
—MQ-SigatT)
x| AFO o1 | -Pam42f APl & &
XML AP L Eo| 2Bt AO [ A2 —PALOMA-T
- SMAUG-T
CIHZ 3 E XA | -stdio.hl| Y= &= A7 —PALOMAATH

{ M".:" KOOKMIN UNIVERSITY 19/52




kpqm4 - 710|E E A S CSEgmeass™

< Cortex-M4 &Z0|M PQC ¥112|F oS fict 710|E A S
> Cortex-M4 2HZ0|AM 2| pgc 7|&= S 8 710|E X&
> GitHub 2| ZX|E2|0f & XS

Cortex-M40| A PQC Z1E2|F #H 710|E

PQC Algorithm Implementation Guide
on Cortex-M4

=

H 1 e

H 2 & Cortex-M4 9 7Het g 1=
H 21 E Cortex-M4
M 22 H CUBE-IDE 7HZzry = o
H 23 % kpgm4 HE 9 X032 %

'3

g

H 3 Z pogmao] HBE FH 7|2 24 U 7t0|=
20Ucietn Ato|t 2 okstat H 31 % keccak-f1600

otz 9 HOH ZE URA M 3.2 E Modular Arithmetic and Butterfly
M 33 % streaming coefficient strategy

H 34 E Better Accumulation

H 35 E Asymmetric Multiplication

H 36 %E Merging Strategy

H 37 E Binary Field Multiplication

Moz H 4 % Cortex-M4 78 Z|& Tip % 710|=
FIC- H 41 E FOs A Cycles

A8 d H 42 2 malloc
H 43 E flash-memory Writing and Read

{ “"':}. KOOKMINUNIVERSITY 20/52




CRYPTO & SECURITY
ENGINEERING Lab

kpgm4 - 7}0|E A

< Cortex-M4 2tZ40|A PQC €11 %
> Cortex-M4 2t 30| A2 pgc 7|= & H31 7t0]

> G|tHub EﬂitXIEEI ofl °F771| IS (R

wwwwww

>/

( MY KOOKMIN UNIVERSITY

- Keccak f1600 permutation

- Multiplication Methods
- Streaming coefficients
- NTT Merging

- etc.

- Flash memory write/read

FAVEY:



kpqm4 - 7}0|= & [EBEECh

> CubelDE % kpgm4 23 A S flet 2= / ZO AL 7t
v CubelDE : ZZ2ZHME MM & UART AH 4! # 0|5 4 gt
AE HbH

v kpgm4 : 7|20 2E 2§ 3 ||

leTypeDef UartHandle;

e
=
(@)
c

(on
©
O
m
=
X
Rl
00
rot
Ko
r|>
40

CubelDE UART A8 A E(ZHE

| st-flash write bin/<binary_file_name>.bin 0x8000000

m 0|8 50|, SMAUG-T12| X028 A58 HP st-flash write bin/crypto_kem_smaugtl_m4_t
est.bin.bin 0x80000008 H&FHCt

ST HYHOIE HASIA (17 5)9F 20| Ho|H2| mo| SefA|EC

kpgma HHO| L 2| SefA| BB O{(ZhE &AM HO[ 20N 2Tt 25(F)

{ ’*""';. KOOKMIN UNIVERSITY



kpgm4 - 7[0|= £ A O CSEsyuss

< Cortex-M4 HE0| &AM 5 Modular Multiplication M8 3L H|Z

o
Cortex-M4 B 0| M|E AH 32-bit ModMul O X|

%%]0] ,g.g O 32-bit Modular Multiplication (252 Z4)
mov 10, r1 0 «— rl m 32-bit 2E3 ZHE YUAOZ Montgomery AhEE ALSSTHCL 32-bit Improved Plantard SHE
Y| M 64- b\t APE A xbgtol Bastch metd Montgomery &4 S AFE3HE Z10] [
05, 32-bit 2712l YXAHS 2o Corter-MAIAE StLte] HAAH siLtel A3 H2lBr)
mov 10, #7 0« 7 942 . mowwrs 32| 16-bit, movte= & # 16-bit
® Cortex-M40il Al 32-bit Montgomery =401 th3t A& 2020000 Hetel ol=of A 23 Ze
add 10, r1, r2 0« rl + 2, SYAZ : adds (sets flags), adc (with carry), adcs oth Bty gaElZe BE =200Me T 2GS butterfyol EHJ Cortex-M4 REO0|Ch CT
butterfly2| Line 4-6#0| Montgomery 4 =¥ 2g0|Ch
ror 10, r1, r2 10 « r1 >> r2 (rotate right by r2) LA . Id, lsr, asr * CTle. &)= 2~ Monclh- w). a—Montlh - w)
.macro CT_butterfly p0, p1, twiddle .macro GS_butterfly p0, p1, twiddle
I - ; q=8380417, qinv=4236238847 ; q=8380417, qinv=4236238847
mul 10, r1, r2 10— (r1 x r2) mod 2°° ; Input: p0, p1, twiddle ; Input: p0, p1, twiddle
; Cutput: p0, pl ; Qutput: p0, p1
mla 0, r1, 12 r0 — 0 + (r1 x r2) mod 932 smull  tmp0, tmp1, p1, twiddle sub tmp0, p0, p1
mul pl, tmp0, ginv add p0, po, p1
a0 smlal  tmp0, tmp1, p1, smull  tmp1, p1, tmp0, twiddle
mls 10, r1, r2 0« r0 - (r1 x r2) mod 2% PO, el Pl @ PP e
sub pl, p0, tmpl mul tmp0, tmp1, ginv
add p0, p0, tmp1 smlal  tmp1, p1, tmp0, q
smull 0, 11, 12, 13 (r1 1 r@) < r1 x r2, smull for signed, umull for unsigned .endm .endm
[& 5] (D) : Dilithium2| CT Butterfly, (%) Dilithium2] GS Butterfly
smial 0, r1, r2, 13 (r1 1 r@) « (1 1 r0) + (r1 x r2), smlal for signed, umlal for unsigned (https://github.com/mupa/pgm4/blob/master/crypto_sign/dilithium2/mé4f/macros.i)
smulbb 10, r1, r2 . o‘ *|-$_| 16- bit) X (r2°| *Pgl 16- bit O 32-bit Modular Reduction (288 ZH4h
Y SYAE : smulbt, smultb, smultt (t= 2l XIAES| A2 16-bitS 2|0
10 — ((r12l 312 16-bit) x (r22] oI 16-bit) ® 32-bit Modular Reduction2 3 F 74X H 422 JHSCL Dilthium ML Barett ZHAH2| #iH
smuad 10, r1, r2 N o "
+((r1el &2l 16-bit) x (r22] A% 16-bit)) 2 Argstol, 32-bit2 BN /840 2o CishA l——q —@ Ho|L|Z Zbate dsth HE
smulwb 0, 1, r2 0« ((r1 = (r22l okl 16-bit)2l &l 32-bit), SLAEZ : smulwt HOZ (0.o) BUZ EEsD o8 0 A9 YA wE BATI (B TR B o
= - 5 - 7| Dilithium2| ref c3Le 4 Asm EHO0|CH
abb 0. 11 12 10— 10 + (19 8F9 16-bit) x (28] 89l 16-bit)), [m reerene pam” e
smia , T, Dilithium reference C code pgqm4 Asm code
S AL : smlabt, smlath, smlatt = 2|X[AF2| 22| 16-bitE 2[0]) int32_t reduce32(int32_t )
i . . {
smlawb 10, r1, r2 0« r0 + (11 x (r22 k2| 16-bit)el &2l 32-bit) SLAL : smlawt 2t .macro redq a, tmp, g
- add Wtmp, Wa, #4194304
ol Abo ki _ . asrs Wwimp, Wtmp, #23
pkhtb 10,r1r2, asr #n | r0 < ((r12] & 16-bit) << 16)) | (2 >> n) I— ;aft%« 2) »> 23; m  Wa, Wimp, Wa, Wa
0 « (((r1e] A9 16-bit) + (28] A2l 16-bit) return t; -endm
uadd16 10, r1, r2 " " v = O] | O
I qrel 32l 16-bit) + (22l 3t2l 16-bit))), SLAZ : usub16 }
ol h

( MY KOOKMIN UNIVERSITY 23/52




kpqm4 - 7}0|E F A

CS

ENGINEERING Lab

» NTT 182 23

ojH ZE HZ

Kyber Refrence NTT code (3 Layer)

Kyber NTT Merging 3 Layer code

pgm4 Kyber speed version code

// 3 Layer®ll CHE NTT A4
void ntt (int16_t r[256])
{
unsigned int len, start, j, k;
int16_t t, zeta;

k=1,

/7 0 Layer : len = 128
/f 1 Layer : len = 64

/f 2 Layer : len = 32

// O Layer A4k A] Dl2E] FH20] Y
for (len = 128; len >= 32; len »>>= 1) {
for (start = 0; start < 256; start = j + len) {
zeta = zetas[k++];
for (j = start; j < start + len; j++) {
t = fgmul(zeta, r[j + len]);
tj + len] = rfj]
Ml =] + t

ref NTTIZE &AM

void butfly(int16_t *a, int16_t *b, int16_t zeta)
{

int16_t t = fgmul(*b, zeta);

*b=*a-t

*a = ta + t;

// 3 Layer merging 7|'"40| HEE NTT 2E
void merge3_ntt{int16_t r[256])
{
int16_t __m_zetas[8] =
int16_t v[8] = { 0}

// Twiddle Factor Load
for (int i = 0; i < & i++) _m zetas[i] = m_zetas[i];

for (int i = 0; i < 32 i++)
{
/f 872] ChEd A== Load
for (intj = 0;j < 8 j#+) w[jl = r[32 *j + I};

// Load¥ 870 A|==0fl ChEt 3 Layer butterflyE +¥
butfly(Bv{0], &v[4], _m_zetas[1]);
butfly(&v[1], &v[5], _m_zetas[1]);
butfly(&v[2], &v{6], _m_zetas[1]);
butfly(&v[3], &v[7], _m_zetas[1]);

butfly(8v[0], &v(2], _m_zetas[2]);
butfly(8v(1], &v[3], _m_zetas[?]
butfly(8w[4], &v[6], _m_zetas[3]
butfly(8v[5], &v[7], _m_zetas[3]);

J

(i )
(i )
it b
(i )

butfly(Bv{0], &v[1], _m_zetas[4]);
butfly(Bv{2], &v[3], _m_zetas[5]);
butfly(Bv{d], &v[5], _m_zetas[6]);

3 Layer Merging
od 2= M3

// 32-bit X AE 27H(a0, a)0fl MEE F 4742] A0l CHEt Butterfly, 5 doublebutterflys H&HE 742
A5 gol thE Butterdfy® 2]0]
.macro doublebutterfly_plant a0, a1, twiddle, tmp, g, ga
smulwb #tmp, Wtwiddle, wal
smulwt Wal, Wiwiddle, #al
smiabt Wtmp, #tmp, Wq %ga
smiabt Wal, Wal, Wq, %qa
pkhtb ¥Wtmp, Wal, Wtmp, asr#16
usub16 Wal, Wal, #¥tmp
uaddi16 Wa0, Wa0, Wtrmp
-endm

/4902 BFAE &, £ 8702l H$0f CHE Butterfly

macro two_doublebutterfly plant a0, a1, a2, a3, twiddle0, twiddlel, tmp, g ga
doublebutterfly_plant #al, #al, #twiddle0, Wtmp, #q ¥ga
doublebutterfly_plant ¥a2, Wa3, Wtwiddlel, Wtmp, #q, ¥ga

.endm

// 3 Layer MergingS $I8iME 2°7H2] HX|AE(7L HRE (0, 1, ~, cT)
.macro _3_layer_double_CT_16_plant <0, c1, 2, ¢3, ¢4, ¢5, cb, <7, twiddlel, twiddle2, twiddle_ptr, g, ga, tmp
 HHA HO|ME CT{ (0, €1, c2, c3), (c4, 5, c6, 7). t1 )0l CHEH A4S =W, twiddle factor(tl)2 B 2R
matM, JEEHo2 SUH twiddlet]| CHE] CT(cO.cd, t1), CTcl,c5, t1), CT(c2,c6, t1), CT(c3,c7, t1)E H &t
ldr.w Wtwiddle1, [Wtwiddle_ptr], #4
two_doublebutterfly_plant #c0, #cd, Wcl, Wc5, Wowiddlel, Wiwiddlel, Wtmp, Wq, ¥aoa
two_doublebutterfly_plant #c2, #Wcb, Wc3, Wci, Wiwiddlel, Wiwiddlel, Wtmp, Wq, Waa

SR 0|02 twiddle factore F7H7F B2 (82, t3).

CT{ (<0, c1), (2, €3), 2} & CT{ (c4, <5), (c6, 7), B3),00 CHEH H|LhS =3,

matd, M2EHo2 ZIH2| twiddle®l CHEH CT(c0, c2, t2), CT(c1, €3. 12), CT(cd, c6, 13), CT(c5, 7, t3)8 A&
ldrd W¥twiddle1, Wiwiddle2, [Wtwiddle_ptr], #8
two_doublebutterfly_plant #c0, #Wc2, Wcl, Wc3, Wiwiddle1, Wiwiddlel, ¥tmp, Wq, Woga
two_doublebutterfly_plant #cd, #Wc6, Wc5, Wc7, Wiwiddle2, Wiwiddle2, Wimp, Wq, Waa

N FHA HO|H 2 twiddle factors 4707t B2 (t4, t5, 16, t7).
4712] twiddle®ll CHSH CT(cO, c1, t4), CT(c2, c3. t5), CT(c4, <5, t6), CT(ch, 7, tNE AL
Idrd Wtwiddle1, Wtwiddle2, [Wtwiddle_ptr] #8
two_doublebutterfly_plant ¥c0, W1, Wc2, #c3, Wiwiddlel, Wtwiddle2, ¥tmp, #q, #ga
Idrd ¥Wtwiddle1, Wtwiddle2, [thddle ptr] #a8
two_doublebut

pam4 NTTRE 24

1/ Merging HYE MB¥ s— e mma t e Moo uTE TriE masive tiovivre

( ) KOOKMIN UNIVERSITY
N :
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ENGINEERING Lab

kpq m4 —_ 7|‘0|E —E—A‘I @ CRYPTO & SECURITY

< Flash Memory Read/Write 2HE H| &

> CubelDEO||A{ Flash I\/IemoryOﬂ CHSH AF2 M
» KpgC &12|F0 Chet & Example M|l

M 43 & flash-memory Writing and Read

[] Flash-memory0| 911 M7|

I 2 5 Atk EYA oiz2ls fze B9
YRZ, Z2OYO0| SET7| Ho| M E HolEo|H, 20| dAEUA MYE HOHE %'
L sie SO0 CRAl & 20| 7HsSto).

B STM HEOM= E2iAl H=Z2| Il HoHE o &

m CubelDEOA & Z2HA| H22]0f HIO|HE 22|7| flelA siT B0 CHSat 22 attributeS F0{3HC
- O|& S0, unsigned char2 M01E a HIES ZeiA| Hz22(of 22|7| ?leiME CHSar Zo|
MotCh: _ attribute_ ((section(”.text"))) unsigned char a[] = { /* G[O[E */ };

’__attribute__((section(

_,_

))) <type> <variable name>

m O] attribute?t £ 0{E === CubelDEOIM Z2HMEE UCSy Hobe O MH text FYO| HO|H
7b EAl BT text Fo2 EciAl Hl22|e] YEZ, ZnpHoz ZoA| 0=2(0)| HIo|HE t‘ Z0|Lt.

m KpgC Z12FE St OAIE 2Bt e
SRAM 37|
of 7| &

= MQ-Sign2 &, STM32429I-EVAL1 EE9|
8 ABots 7| % 37|18 J4ACL J2iut oY HEO B2 K2als 2mBol7| THE
= 3% =

u MQ Sign2| S747|2t 727 E *f"‘oﬂ X

TSl EmlAl Sl Al = A S Al

ro}

o

H:f. OI.‘: PCOIM = ddstm, 7| iy

ALl AL3d Laas =

~Ma- SignOj| Clj st FIash Memory *|'9' Hp E

! M".:" KOOKMINUNIVERSITY
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kpgm4 - 88 25 GHE & CSETIwL
HEI-

ZRIOH RAYS HEY + Y= 238E 7
W= A
HA

>H}0| L4 2] (.bin)2] HMAC-SHA-256 Z2 A4S0 Flash memory0fl X%
v XI& T4 0x081FF000 (Z2HA| M2 2[2] OFX|gr MIE)
>YZ KpgC €12|50| =22 E0f BXE 4% KCMVP B30 & 75

VASAZFHMAC ¢t Bz =20l 229 43

0x08000000 AKB .-. .-
™ | 0x08001000 4KB | oo mm o
N —— | 0x08002000 AKE | —
e G : Binary
= ..l;ﬂls',”,?,s_.:_.“;i: °
o | — | 0x081FD000 4KB |
. Ox081FE0QQ0 AKB
Ox081FF000 ARy I‘
—— i HMAC
o060 HMAC- i
‘XN K] SHA-256 I
— i
Binary I

Vender HMAC in flash

HMAC

i o

( MYy KOOKMIN UNIVERSITY
X



C s E CRYPTO & SECURITY
ENGINEERING Lab

[ — |
»>HFO|LH 2| Z2)A| = flash hmac.sh A3 2 E AlsH | sTM32CubeProgrammer CLI 2 X| €8
>H AARE MY = ZAIB Hio|1H2|9f T

|
MO BEE @y 71= 188)
7 O

Open file
Address | Ox081FF00I | = | Size @ 0x400 Data wi... | 32-bit ~ | Find Data | Ox
Address 0 a4 8 C
0x081FF000 CAEBB21F 0679618C 92AEBF56 7DEADB1F .ebayV.®. @&}
0x081FF010 EDF76884 58922145 0AFE7EC1 EES0AF71 h+{ELXA~p.q"Pi
0x081FF020 FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FY I Y

STM32CubeProgrammer® 2H0IoH Z2f A| Z 1}

= hmac_crypto_kem_smaugti_m4_test.txt X

k gtldttb
kem_sm gn 4t st.

£ hmac_crypto_kem_smaugt1_m4_test.txt
1 1f82e8caBc617906568fae921fd8ea7d8468T7ed45219258c17efePa7laf50ee

AN 2 M=l HMAC 4f

g download operation: ©0:00:00.095

Endian I 20]| 4-byte Tt2| 2 HHHE|{ M S A|E

( KMy KOOKMIN UNIVERSITY
X



kpgm4 HIX|OS-LHE & CSERGREEE"

< Cortex-M4 Speed 855% WHE (pqm4)
> System Control Space2| SysTicke HOH A ZX clock cyclesE 7
v hal_get_time &2 750 ALE

uint32_t CTRL;

uint32 t LOAD;

uint32_t VAL;

uint32_t CALIB;
} SysTick_Type;

uint64_t hal_get_time()
{
while (1) {
before overflowcnt;
result before + 1) * 1677721611lu -

hal get time();

if (overflowcnt == before
return result; ct, key_a, pk);
hal get time();
"encaps cy S : t1-t@);
hal_get_time 22| 4+
! kMY KOOKMIN UNIVERSITY 28/52
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& CSE Sieiveis™

< Cortex-M4 Stack 8578 WHE (pgm4)
>Stacke EM o2 BE H HE &9l (canary 0| 8)

\/Canary7f HH" HER20E Stack=2 AtESH A
(o)

FILL_STACK() CHECK_STACK()
uint8_t canary = 0x42;
pdefine 0 0x42 0x42 0x42
b= & 0x42 0x42 0x42
while (p > &a - canary_size) 0x42 0Ox42 0x42
*(p--) = canary
#define ()
c = canary_size » )
— 3 . o0
p = & - canary_size + 1 ©
while (*p == canary && p < &a) { O0x42 3
p++ O0x42 =
0x42 s
0x42

pgm42| Stack 5 #H A E

pgm42| Stack

! “"';3. KOOKMINUNIVERSITY



kpgm4 HIX|0f3 Z3} - KEM & CSE s

E0| At
< (NUCLEO) KEM A= #HiX|0}3 CH4t * SMAUG-T: clean

> KpqgC Algorithm: SMAUG-T, NTRU+, PALOMA, REDOG | = NTRU+ : clean
* ML-KEM : clean, m4f (speed)

» Comparison Algorithm: ML-KEM, Classic McEliece * McEliece: m4 (pk streaming)
* PALOMA: clean (pk FLASH)

Category Step (high speed) (low speed)
ML-KEM NTRU+ ML-KEM SMAUG-T McEliece
KeyGen [---------=---q--------------f -l oo—mmmoodemmmmmo—mmm-o o
m4f clean clean clean m4
Speed Encap | MUKEM | NTRU+ | McEliece | PALOMA _ | __] MULKEM | __SMAUGT
(Security Level 1) m4f clean m4 clean clean clean
ML-KEM NTRU+ ML-KEM SMAUG-T McEliece PALOMA
[DI=To=T'o BN il bted sttt el dld ettt nil e dedd il
m4f clean clean clean clean
Category
ML-KEM ML-KEM NTRU+ SMAUG-T McEliece
KeyGen [-------------q-==----------“"|["------------f-----oo—----do—-----—------
maf clean clean clean méa
Stack Usage £ McEliece ML-KEM ML-KEM NTRU+ SMAUG-T PALOMA
. L o0 | o e e e el I I
(Security Level 1) m4 maf clean clean clean clean
ML-KEM ML-KEM SMAUG-T NTRU+ PALOMA McEliece
[D1=Tof=T'o N il kidl ettt ittt il il nil it tidl ittt
maf clean clean clean clean m4

{ ‘*‘*“'}. KOOKMINUNIVERSITY 30/52




kpqm4 HIX|Ot3 Za} - KEM & CSESsRis™

SMAUG'T / NTRU"’—O—I I:Illl_l xI u -a(':wl kilo clock cycles)

1.2

5 o
0.8 @

_

2,880 0.6 -
|
) 9 0.4 -

Keygen Enc Dec Keygen Enc Dec



kpgm4 HIX|0f3 Z3} - KEM & CSE s

SMAUG-T’ NTRU+’ PALOMA’ -9-| HIilxl uI-E-('F_"-‘l’-l:kiIocIockcycIes]
ML-KEM, Classic McEliece

1,289,567
10° -
wn
(gl
o
-
10® - = Classic McEli = EII'K_EI-A 16MH 0-"k| 2 =l
] 7 assic lviceliecetT— ?._—|'I_: T r4 T oT
< PALOMAE keygen S E5HX| %S
e
>
=h 21,260
Q
5
107 A 3
| 3
e
q
<
2,409
1,915
1,419
1,162
10° 888
i cos 700 671 649
581 520 i3 e
388 392
. clean m4fs
meslece” 1] KCEN SMAUGNTRU Mctliece” BT -KEN SMAUGNTRU Patowa  McBliece’ypy yeppy SMAUG NTRU Patowa

Keygen Enc Dec



kpgm4 $HIX|0F3 Z3} - KEM & CSE&sias™

SMAUG-T / NTRU+2| HIX| OF 3 et byees)
25000 A 24316

22,844

20000 A

18,412

20,148
20000 1

15,028 15000 4

15000 4
@

13,356

12,588
10,940

10000

10000 -

5000 1 5000 1

Keygen Enc Dec Keygen Enc Dec



kpgm4 HIX|OF3 Z1t - KEM & CSE&ess™

SMAUG-T, NTRU+, PALOMA, o] B X O3 et oyee
ML-KEM, Classic McEliece

170,880
105 m
wn
[l
(o]
=it
0% Classic McEliece= SEHF IOl 16MH0 A &
- PALOMAE keygen & & } | &5
A~
S 18,500 17,308
-t 15,700 15,880
QT 12,588 13,356
g— 10,940
104 ] 3 9,444 6784 9,220 9,560
()
3 6,152
(o] 5,436 5,412
q
< 4,372
1,420 clean m4fs
McEIleceCIelcrL |?1E4|{;| SMAUG NTRU McEIleceCIele;l“L |?E4|{7| SMAUG NTRU PALOMA McEliece " a) KEM SMAUG NTRU PALomA

Keygen Enc Dec



kpgm4 HIX|Ot3 Z3} - DSA & CSESgiss™

Eo[ALg
<+ DSA *01% H.ilxlul'ﬂ EHQ * AlMer : méspeed, m4stack
. ) ) * HAETAE : clean, m4f
> KpqC Algorithm : AIMer, HAETAE, NCC-Sign, MQ-Sign | * ncc-Sign : clean, maf

> Comparison Algorithm : Falcon, CRYSTALS-Dilithium * Dilithium: clean, maf (speed)
* Falcon : clean, m4-ct

* MQ-Sign : clean (pk FLASH)

caegory  step  (high speed) (low speed)

Key AIMER NCC-Sign Dilithium NCC-Sign HAETAE Dilithium HAETAE Falcon Falcon
Gen mdspd/stk maf maf clean maf clean clean m4-ct clean
Spee.d NCC-Sign Dilithium HAETAE NCC-Sign Dilithium MQ-Sign AIMER Falcon HAETAE AIMER Falcon
(Security YT 1 T il aiated el e e e e e e e et
Level 1) maf maf maf clean clean clean mdspeed m4-ct clean mdstack clean
Falcon Falcon HAETAE HAETAE NCC-Sign Dilithium Dilithium NCC-Sign MQ-Sign AIMER
verify [~~~ """ ~"~""""""9"""""""1""“""{~"~"~"°¥["~"~"“>""f[~"""%9" """"9°"""~""°"""{~"~"~""°~°"°-
y m4-ct clean maf clean maf maf clean clean clean mdspd/stk
Category
Key Falcon AIMER Falcon HAETAE HAETAE NCC-Sign NCC-Sign Dilithium Dilithium
Gen mA4-ct mdspd/stk clean maf clean clean maf maf clean
Stack
Falcon AIMER MQ-Sign Falcon Dilithium NCC-Sign NCC-Sign Dilithium HAETAE HAETAE AIMER
Usage | gign bomoomoofoiooo oo Z20 L EN L L TR L L LT
(Security md4-ct mdstack clean clean maf clean maf clean maf clean mdspeed
Level 1)
Falcon MQ-Sign Falcon Dilithium AIMER HAETAE HAETAE NCC-Sign Dilithium NCC-Sign
Verify f-----=-=--|==-====--=====---q-="-"----f-- - e e e e e mm
m4-ct clean clean maf mdspd/stk maf clean clean clean maf

{ ‘*‘*“'}. KOOKMINUNIVERSITY 35/52




kpqm4 HiX|0f3 Za} - DSA & CSESgRssss™

HAETAE / MQ-Sign / NCC-Sign2| Hl X| 03

(ZH: kilo clock cycles)

111111

888888

0.2

Atowdw ysey} ul )s “id 8uli031s

0 : y 0.0 p T T T Key'gen Si Verify
K¢ eygen . . ign eri
evaen Sign Verify Sign Verify



kpqm4 HiX|0f3 Za} - DSA & CSESgRssss™

HAETAE / NCC'Sign Q.I H|.I_Ix| uI-E-('.:_l‘-‘l’-hkiIocIockcycIes)

' gen ) _
Sign Verify Sign Verify



kpqm4 HiX|0f3 Za} - DSA & CSESgRssss™

2222222

1111111

108 -

888888

444444

222222

AlMer2| H X|Of3
(EHI: kilo clock cycles)

107 1

106 -

Keygen Sign Verify



kpqm4 HiX|0f3 Za} - DSA & CSESgRssss™

Falcon / Dilithium of T
HAETAE / NCC'Sign / MQ-Sign_ — (EH: kilo clock cycles)

229,742
108 4
62,255
44,973
14,340
10,883 2
107 T 9,815 9‘
7,493 ﬂ 5'
S @
5 o
5,257 oa ‘z
3 7
= =
7 S
2 ==
5 )
2,359 (%)
;,_h 2,062 >
1,874 2 3
= o
1,448 3 3
o o
3 1,100 .-<‘
106 4 3
] ~2 834
SR Olith. JERIEE NeC Falcon Dilith. HAETAE Ncc ~ MQ Falcon Dilith. HAETAE NcC = MQ
Keygen

Sign Verify



kpgm4 #HIX|0I3 AQf - DSA &

Falcon / Dilithium / AlMer o|

108 -

107 m

106 -

HAETAE / NCC-Sign

Y CS

CRYPTO & SECURITY
ENGINEERING Lab

HI.I_I xl ul'ﬂ(qol kilo clock cycles)

146,357

1,549
1,425

1,002

46,396
40,191

28,509

4,829

3,835

2,644

26,686 26,679

1,421

1,259

976

490 490
Speed Stack Speed Stack o2 » Speed Stack
FalconDilith. AlMer HAETAE NCC FalconDilith. AlMer HAETAE NCC FalconDilith. AlMer HAETAE NCC
Keygen Siogn Verifv



kpgm4 #HiX|0t3 &1} - DSA & CS

HAETAE / MQ-Sign / NCC-Sign 2

CRYPTO & SECURITY
ENGINEERING Lab

Hlil xI ul-ﬂ('.:_l'-?-h bytes)

100000

80000

60000

40000

20000

222222

555555

444444

888888

2222222

5555555

444444

Key'gen

Sign

Verify

Key'gen

Sign

Verify

25000 4

000000

150001

10000+

5000

Ke . en I
v Sign Verify



kpqm4 HiX|0f3 Za} - DSA & CSESgRssss™

HAETAE / NCC-Sign 2] Bl X] OF 2 crotnyees

102958 100000 4 100,072

100000

mee 80000
80000

73,480
67,000
62,888

60000 -

60000
55,576
50,464 1954
42,104
40000 1
40000 .
34,196
31,712
31,776
29,484
23,296
20000 19,772 20000 1
0 : . |
Keygen Sign Verify Keygen sign vertsy



kpqm4 HiX|0f3 Za} - DSA & CSESgRssss™

600000 1

5555555

500000 A

400000 4

AlMer2] Hl X| 03
(ZH2: bytes)

300000 4

200000 1

100000

Keygen



kpqm4 HiX|0f3 Za} - DSA & CSESgRssss™

Falcon / Dilithium o il %
- n ﬂ Ck2|: bytes
HAETAE / NCC-Sign / MQ-Sign | AL K| OF 3 251 e

83,068

80000 +

70000 ~

60000 -

50000 A 49,768

40000 4

38,304

36,192
34,584

30000 4 29,024 29,696

27,364

24,036

20000 +

10000 A

4,680

Falcon Dilith. HAETAE NCC Falcon Dilith. HAETAE NCC MQ Falcon Dilith. HAETAE NCC mMQ
808

Keygen Sign Verify



kpgm4 #HiX|0t3 &1} - DSA & CS

CRYPTO & SECURITY
ENGINEERING Lab

Falcon / Dilithium / AlMer o|

HAETAE / NCC-Sign

HI.I_I xI ul-ﬂ('.:_"-?-h bytes)

120000 A

100000 A

80000 A

60000 A

40000

20000 A

38,296

31,712

19,772

8,752 8,752

Falcon Speed Stack
1156 Dilith.  AlMer HAETAE NCC

123,384

55,576

49,416 30,464

13,880

Falcon Speed Stack
2508 Dilith. AlMer HAETAE NCC

Falcon pilith.

37,272

23,296

15,464 15,456

Speed Stack
AlMer HAETAE NCC

Keylg en

Sign

Verify



IS BE s

NTRU+

< NTRU+
> KpgC Round 2 KEM Z12|& & 7} S/t W21, M2 Stack AHE

> ML-KEM1} H|m3slo] AXH0| 9IS
v' Cortex-M40| A Reference 7+312 NTRU+7} O Hi}

v Cortex-M4& XMzt FE L0l HQ

iflf

= X H37 2ZE|H, ML-KEM2| m4f 71811 20| QS HoZ 7|y

> SHA oI4h ChAl S48 (NTT)Ol CHet 3 x| ™SV} 7S

Trinomial NTT (radix-3, radix-2)0ll CH2t Merging 7| M-& 7ts

v’ Cortex-M4 AssemblyE &8¢ 22 % 2l Modular Arithmetic &&7ts

Improved Plantard Arithmetic for Lattice-based Cryptography, TCHES 2022

oF

» Faster Kyber and Dilithium on the Cortex-M4, ACNS 2022
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Q CRYPTO & SECURITY
K E M \\ CS ENGINEERING Lab
& SMAUG-T SMAUG-T
!'! VE’/'\( A ’N. g Defense Counterinteligence
> ML-KEM %! Saber2} =& st

=
> SaberQ| 71 x| M3t HHE

o

Module LWE/LWRTZ&
2 oY BE MEEX %S

> __I_L"‘;| x|x—|9+ 7|.'—A-|o| _7F_xH

v Ref THOA NTTE A2 ofjofet
= (TC4 + Kara)7} Tt CtatAl

24 SHM = HE = AL dE SH 2EH M= NTT7H A
= x86/64(i7-13700K)0| M ST WRHE HE T S-S 20l
SMAUG-T 1 SMAUG-T 3 SMAUG-T 5
(TC4 > NTT) (TC4 > NTT) (TC4 > NTT)
Keypair 56,163 = 53,612 109,267 = 99,121 187,642 - 151,171
Encaps 52,920 - 48,965

110,780 - 89,725
132,623 - 116,376

175,636 - 139,113
217,519 - 173,478
i17-13700K + Hyper-Threading + Furbo-(2022~)

» Median of 10,000 trying

Decaps 74,466 - 68,703

> Intel® Core™

{ MY KOOKMIN UNIVERSITY
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\V\ CS ENGINEERING Lab

1Y g
!:'! VE”A( )Al N g, gg::r:“sg nCé)untennlelllgence

< SMAUG-T
dule LWE/LWR =

> ML-KEM % Saber?} S35t Mo
> ML-KEM ! SaberQ| ++od Z[& 3zt HHHER2 OF2] HEE|X| YAS

» 7o N2} 7t g0 EX

2 B4 BHO A E NTTZ 24

i
12 4 0
4

= TC47t THY Ty S0 =

" x86/64(i7-13700K)0f| A S| & EIHE

v M40 M ML-KEM 3! Saber?t AtE¢H 718l x| X3z YHES X E dlofed
= Better Accumulation : Faster Kyber and Dilithium on the Cortex-M4, ACNS 2022

= Asymmetric Multiplication : Neon NTT: Faster Dilithium, Kyber, and Saber
on Cortex-A72 and Apple M1, TCHES 2022

» multimodule NTT, MatrixMul Strategy : Multi-moduli NTTs for Saber
on Cortex-M3 and Cortex-M4, TCHES 2022

48/52

{ ’*""';. KOOKMIN UNIVERSITY



B ICSE o

% PALOMA \r
> pk in Flash Memory 3 KeyGen Process 7+43} =

v' Classic McEliece Implementation with Low Memory Footprint, CARDIS 2020
v' Classic McEliece on the ARM Cortex-M4, TCHES 2021

v LU 29, & YEE s H87ts

)

F

I
rr

> 24 HO|ISS AE9HX]| &
v FAE 245 A2o5t], LUTE A

= https://qithub.com/pgcryptotw/mceliece-arm-m4

0|

YHES 1o ofjopet
=

- e | —
EolX| = udl HEE HE0| 282

—_—

21,260
 ~ | =~ = = —
Fust 3= A0S 5 > SHY LA Bo| EX(M4 T A| HH7
> gaict 3E HOO|E T > sz &F0| EXj(M4 2 A HAH7| ER)
Table 4.5: Comparison between PALOMA and Classic McEliece in Plat. 2 (in milliseconds(cycles))
| -
GenKeyPair Encap Decap 7| EH Ao-l o
27.81 0.042 1.75 2408
128-bit PALOMA-128 (L()‘il.l}(l(i) (1,014) (404;4)&) 1,915
: 28.24 0.038 15.0: K
mceliece348864f (651,804) (940) (3533 12) 1419
- 5 7 —
PALOMA-192 119.77 0.051 8.97 7| EH A= 888
_bi 2,939,786) 27 212,087
f S Al -
mceliece460896f (L{):Z‘é.:iil.\') “-M‘);) ((\:”"\,:_mf‘) 520 483 20
- 392
@ 150.03 0.060 9.43 . | 4fs
‘ I8 256-bit FARGRADS (3,665,877) (1,368) (225,231) McEIiececlm?__KrER;f SMAUG NTRU PALOMA MecEliece’ I:;[-KEM SMAUGNTRU PALOMA
L T

H 3 139.61 0.124 71.94 r
mceliece6688128f (:s.:s:n.[;sn) (2,920) ( 1.1721;.97\\') Enc Dec



https://github.com/pqcryptotw/mceliece-arm-m4

A
BIUE|FE < CSE SR

< HAETAE Feret

vvvvvvvvvv

» HAETAE: Shorter Lattice-Based Fiat-Shamir Signatures, TCHES 2024
> Cortex-M42| o] X|M3} 20| EXY
v pgm40f| E8HE > kpgma= A Z 0|

v B2 MY 45 71 37

VA Qe M5
v 28 T3 1E0| glo] X7} Y THs Y =X
s AlMer

> Oj % ttE keygen
> X2 Cortex-M4 Assembly X[X 3}

rot
©
Otm
ot
full
$Q
|:||0
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OEI-J_l_ EI % I:IE=I @ C s CRYPTO & SECURITY

“ NCC-Sign
> Cortex-M42| 0| x| X3} Lsi0| =x|
v’ https://github.com/NIMS-Cryptography/NCC-Sign-MQ-Sign
v 2= Hot O M ML-DSA ECt =2 d&
> Stack 74 X MHt7F T Q
v Clean 2E &= ML-DSAECLCI M2 stack= AtE
v ML-DSA stack Z|& 3} =7} NCC-Sign maf ZEEHLCE O M2 stackS AtE

< MQ-Sign
> S NUCLEO EE0|M keygen 27t
v kpgm4 = flash-memoryOll pk,skE A&t Sign, VerifyE +H
> Sign, VerifyOl M &2 stack AME &

{ “""}. KOOKMINUNIVERSITY 51/52
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Zid 2 @ C S E SRIPTOg SECURTY

= T ENGINEERING Lab

<+ ARM Cortex-M4 7|8 QH|C|E A|ARE HIX|0I3 =T 70E
> KpgqC Round 2 ¥112|& o 2= ZAAE HGHOIE
> NUCELO-L4R5Z| EEQA o] HIX|OtY B E N&

Release Code: https://github.com/COALA-5/kpgm4

+8% YHjo|E 7|
2AHO|E &= KpgC Round 2 €1 2|&E A= £[M3}
S Mot #iXjopd A1 ®S

v E|CH/%|A Gl Obgloje 37| S

{ “""}. KOOKMINUNIVERSITY 52/52




-
{ Y KOOKMIN UNIVERSITY
o/

Q&A

(scseo;darania) @kookmin.ac.kr

ENGINEERING Lab

@ C S CRYPTO & SECURITY



-
{ MY KOOKMIN UNIVERSITY
>/

Appendix

1 : Lattice/Code S
2 : pgm4 project
3: kpgmé ZE 0| #AE 82 ot

S CSESasssia™



C s CRYPTO & SECURITY
ENGINEERING Lab

Appendix - Lattice &

< (4= Mod_Mul) ZHih 2 X M5} (32-bit Montgomery & 4)
> 32-bit Cortex-M42| Assembly HHOE & &

> DilithiumOfl& 3}7|2F Z2 Montgomery &4 734 0]| Cf ]

v HAETAE 3! NCC-Sign2| m4f +2i0f sl x| X3} gt Skl

v SMAUG-TZ} NTTE M 80l= 4% 32-bit Montgomery Z| X2}

o
P>
>

\J

M2
00 30 oo

-|§|.

kS
S

o| &

or 2

M

5 et
rQ
ojo o

p

7

—p—

=
o

int32_t montgomery_reduce(inte4_t a) {

32-bit Signed Montgomery multiplication (R = 232) intan ¢t

smull a0, a1, a, b  // &4

mul tmp, a0, Qinv ) t = (int64_t)(int32_t)a*QINV; t = (inte4_t)(int32_t)a*QINV;
t = (a - (inted4_t)t*Q) >> 32;

smilal a0, a1,tmp, Q =3 t = (a - (intea_t)t*Q) »> 32; return t;

(Result in a1) } aR1 mod Q

Cortex-M4 optimizations for {R, M}LWE schemes, TCHES 2020
Compact Dilithium Implementation on Cortex-M4 and Cortex-M4, TCHES 2021
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@ (5 : Mod_Mul) Zb2H B X X3} (16-bit Montgomery =4)

\7%
<
O
@
10
o
@
rr
<
O
>
~—
(@]
@)
3
@
<
id
0z
< o J
>
o0

IH
0x
=2
fm)
<t
1
ok
bt
1A
ot
N
A
ot
il

> 27|10 M40 A Kyber2| Montgomery
> S 3/ 5 B0 =E 79 Jts

16-bit Signed Montgomery multiplication (R = 21°)

intl6e_t montgomery reduce(int32_t a)

smulbb t,a, b /] =2 {
SmUIbb tmp, t, QinV 9 t = (intl6_t)a*QINV; inti6e_t t;
Smlabb tmp, tr-np:| Q, t - t = (a - (int32_t)t*KYBER Q) t = (int16_t)a*OINV;

(a - (int32_t)t*KYBER_Q) >> 16; t = (a - (int32_t)t*KYBER_Q) >> 16;

asr tmp, tmp, #16 2>t e
(asr can be eliminated by merging with packing pkhbt) , ’
Cortex-M4 optimizations for {R, M}LWE schemes, TCHES 2020

Compact Dilithium Implementation on Cortex-M4 and Cortex-M4, TCHES 2021
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& (5 - Mod Mul) ZH4E HHH X X3} (16-bit Plantard &4)
> 2021 TCHESO|A{ 16-bit Mod_MulOf| CH2H 3 %[X 3} &oto| &| Q=
v Montgomery &4 3 cycles = Plantard = 2 cycles (Kyber0f &-& &)
= 2/ = BEO UL EE st dR0|T He (0f: 16x32 &= A4
v NTRU+2| Cortex-M4 T2 0| A Plantard 58S H&87ls
v SMAUG-T?Z} Multi-moduli NTTE AI83tH Plantard &4 M &7ts

Algorithm The 2-cycle improved Plantard multiplication by a constant on Cortex-M4

Input: An [-bit signed integer @ € [—2!71,2/=1), a precomputed 2I-bit integer bg’ where b
is a constant and ¢’ = ¢~ ! mod™ 2%

Outputs rioy = ab(~2 %) mod™ g, 710y € [~ 4)

1: bq' < bg! mod™ 22 > precomputed
2: [smulwb r, b6¢", a > 74— [[abql]%]l
3: [smlabb r,r, q, ¢2¢ > Trop < [q[r]; + q2°]'

4: return ry,,

A
Algorithm|  The 3-cycle signed Montgomery multiplication on Cortex-M4 [ABCG20]
Input: Twd [-bit signed integers a,b such that ab € [—¢2!~1, ¢2!71)

Output: 7, = ab2~' mod® ¢, Ttop € (—¢. q)

1: [mul ¢, a, b Improved Plantard Arithmetic

2: [smulbb r,¢, —¢™! > T[ [T]l : gl—q_[l]l for Lattice-based

3: lsmlabb r 7, g, c > rop < ||7]1 - q]" + [

1+ Feturn T P Cryptography, TCHES 2021
! ““'}. KOOKMINUNIVERSITY 57/52




B ICSE e

o (ds OhEA S4) NTT HE 3 23|
> NTT Unfriendly®t Ctat& R, Of EH6+O4 NTTE HEZ =+ U YEE
v 7|& Z12[F2| Matrix- CH

v q' = q.q, > m§ OF=8H= NTT friendly q4, q201| CHSEY modulus g4, g, Ol A
O NTT/ANTT & HE8Y = U2 > SMAUG-T, NCC-Sign(NC)0l H&7}s

X =

modulus q,: NTT/iNTT N
) {modulus Z; NTT;iNTT - CRTE &°N modulus q,q; — modulus q

NTT Unfriendly Ring2| = F 21 E (ToomCook, Karatsuba, etc ..)

l R, 01|A1 NTT 7|8t &=

CRT —ABERq,
A,BER .

Ry, Ol M NTT 7]t 544

NTT Multiplication for NTT-unfriendly Rings, TCHES 2021
Multi-moduli NTTs for Saber on Cortex-M3 and Cortex-M4, TCHES 2022

58/52
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= 2EH2E 0|&017] ?Iof NTT i 752 S
> At o[ =82 2= HEolY, old FE== HXILH 2E

» HAETAE, NCC-Sign2| m4fo]| sieh S 20| 28E|0f U S
» NTRU+, SMAUG-T(NTT Al25t= d%) Cortex-M4 80| H 8 7t

Standard Implementation Merging Method
A Load Instructions (LD1 X 16) 256 Degree N\ Toall Instructions (LD1 X 32) 256 Degree
Depth 0 \ Store Instructions (ST1 X 16) Depth 0 :
o ey
I I | I
| | | |
I, o I J
R H H L___'_.'_il {
X Load Instructions (LD1 X 8) A Load Instructions (LD1 X 8) 128 Degree g 128 Degree
\ Store Instructions (ST1 X 8) \ Store Instructions (ST1 X 8) - Depth 1 :
N, N : N : 7=
Depth 1 ! \ | | ¢ I I i : '
| | I I : |W| i | |
19 ! 19 ol 19 o ! 1 o
SRR | B sl i B i) i [ |
\ Load Instructions (LD1 X 8) \ Load Instructions (LD1 X 8) 64 Degree f : 64 Degree
I | E— — ] | [ = O
\ Store Instructions (ST1 X 8) \ Store Instructions (ST1 X 8) \Storelnstructlons(STlX32) ----------------------------------------------------------------------------------------- :
Depth 2 Depth 2

( ) KOOKMIN UNIVERSITY
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< (Hs . dE Z4) Asymmetric Multiplication
> Kyber®| 4,s 2+ PointMul Al At Of Al = T
v for any element in Z,[x]/< X?— ¢#*1> t A S 0
(ag + a1x) - (sg + 51%) = (agso + a15:5%°"1) + (apsy + a;80)x
H| Q! BIE| g= 3H2] T AIQ|A HIEXO 2 AIRE
v 3152”1 = 0|2 A4t void basemul
(intl6_t r[2], intl6_t a[2], intl6_t s[2], intl6 _t zeta)
v (k-1 xkx128 H {
= T Ml & OE r[@] = montgomery reduce(s[1] * zeta); // M=l
O_I_D-” El =0 =T r[@] = montgomery reduce(r[0] * a[1]);
v kx16x 128 /8 r[@] += montgomery reduce(a[@] * s[0]);
— r[1] = montgomery reduce(a[@] * s[1]);
—j|<—7|'ﬁE—l1 J'él-g— r[1] += montgomery reduce(a[l] * s[@]);
¥

v SMAUG-T7} incomplete NTTE At25t= A0 ME7ts

—
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il

S (ds A= Z4) Better Accumulation
> KyberOM 4 -s AAt Al SO0 2] M-S AFESHK| 410 32-bitE F£X
v (k-1 x(k-1) x256 He| 3102 54 H
v'Et 32 x 256/8 bytes2| =7 AEH ZQ
v HAETAE, SMAUG-TO|| X &7}s

[Reference]

te += Aee x se : montmul(16-bit x 16-bit) = 16-bit acc — . +
te += Ae1 x s1 : montmul(16-bit x 16-bit) = 16-bit acc

te += Ae2 x s2 : montmul(16-bit x 16-bit) = 16-bit acc

barrett_reduce(t0) t A S e
// Aij : Rejection Sampling

[Better Accumulation] for 3 in (@, 2)

to += Aee x se : 16-bit x 16-bit = 32-bit acc for k in (@0, 256/2)

to += Ae1 X S1 : 16—b%t X 16—b%t = 32—b%t acc 2 coeffs of A;

to += Ae2 X s2 : 16-bit x 16-bit = 32-bit acc —+ -
montgomery_ reduce (t0) X -
barrett_reduce(t0) 2 coeffs of s

Fig : Better Accumulation presented in Kyber

{ ““':}. KOOKMINUNIVERSITY 61/52
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< (M| 22]) stack .’F.I’E'.' 2} ot

o
> Kyber2| S7HAE A4 & H[2HH s, e0 Ciot 22| footprint &4
> S/MAE A4S fﬁoﬂﬁ MM = s =NTT(s)2 & & &4

> HAETAE, SMAUG-TC| t3i0|| M & 7}

Reference use k x (3+k) polynomials

// Declaration // A : Rejection Sampling
polyvec a[KYBER_K], t, s, e // s : NTT with CBD Sampling // t : t=~As +e
// e : NTT with CBD Sampling
» N} - . +
t A S e
t A S e A S e
PQM4 use k + 1 polynomials /f_c’" iin (0, 2) <« ~
Aij : Rejection Samplin L.
// Declaration // s : NTT with /7 J_ - J mp~1ng //t5 : invNTT
polyvec s // CBD Sampling for j in (e, 2) .
poly ¢ for k in (@, 256/2)
| 2 coeffs of 4; | J/ti t Aij+ej ¥ //tj : NTT
> — X =+ . e . . _
[ 2 coeffs of 5 | + — g ”
t S t S \ & t; /

! M".:" KOOKMINUNIVERSITY
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& o2| Cortex-M4 Code 7|t 25 3
» Classic McEliece2} Biked| CHSt Cortex-M4
> HQC= +¢d XAzt A4t glg — (=L) &

Optimizing BIKE for the Intel Haswell
and ARM Cortex-M4,

|
Classic McEliece Implementation with I
|
| TCHES 2021
|
I
|
|

Low Memory Footprint, CARDIS 2020

Carry-less to bike faster

, ACNS 2022
Code-based Cryptography
Algorithm (KEM) Classic-McEliece (KEM) BIKE (KEM) HQC
=2 A2 KpqC PALOMA - ;
5 XA} Optimized FIPS202 (Keccak, SHA-3, SHAKE) (pgm4 present)
Ms x| ™39} Bernstein 5-way, )
(Cheh&] =) Frobenius AFFT
M3 2| | X 3} | | Streaming pk ] ]
Storing pk in flash memory

{ ’*"";}. KOOKMIN UNIVERSITY 63/52
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Appendix — Code &

% 2| Cortex-M4 Code 7|8t 25 71od x|™g} AL S
» Classic McEliece®} BikeOf| CH3t Cortex-M4 3 X A3 A3 =X
> HQC= + (A3t 4 gla

Classic McEliece 2 X|X3} =& Bike 82 X|H2} =&

Optimizing BIKE for the
Intel Haswell and ARM

Classic McéEliece

Implementation with Low Classic McEliece on the
i » ARM Cortex-M,

Memory Footprint, Cortex-M4,
TCHES 2021
CARDIS 2020 TCHES 2021
. . MshsE A np| = sk
Classic-McEliece2| =X ™ e EAEls Ee
- O[T EHE oM of At x[ Mg}

A

- pk size(255/512/1326 KB) = Cortex-M4 2 =7}

(O =2 2]) =X 2t &ret
Carry-less to bike faster
ACNS 2022

- Radix-16 Representation 1 =2}

ol &1 HI=F 1 : Storing pk in Flash-Memory
& T=f 2 : streaming pk

JOl'

N
g
oX
2

i o

( MY KOOKMIN UNIVERSITY
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|'0I-

< (H22]) Cortex-M4 Classic-McEliece +¢1 %| X3} A3 &
> 7| A gig|S2 HA H2E k=2 HE AE Hd
v H — (M | T) = an—k)xn O—| _—c',l: H = (Il T) = F(zn—k)xn % gtl.

7
VT2 7I2A-TH AHEHE A2 TS pk

> Reference Implementation
v IRA-ZE AHES AFESHY AL
v H=M|T) e F "8 Hm2|of |X| sjorgt (A4 2 335 KB)
v =2 M 22| footprint If-Z0]| Cortex-M40||A F+340| 0{2{=

k=n—mt m n t | level || public key | secret key | ciphertext
mceliece348864x* || 12 | 3488 64 1 261120 6492 128
mcelieced460896x* || 13 | 4608 96 3 524160 13608 188
mceliece6688128%* || 13 | 6688 | 128 5) 1044 992 13932 240
mceliece6960119% || 13 | 6960 | 119 5t 1047 319 13948 226
mceliece8192128* || 13 | 8192 | 128 5) 1357 824 14120 240

( MY KOOKMIN UNIVERSITY
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Appendix - Code S SE &Raeis™
% (H=22]) Cortex-M4 Classic-McEliece 79 Z| X3} 3 S

> Optimization(H| 2 2[) Method
vH=M|T)WHM 7I2A-=G HAO| Ot M~1E Ad

Al
v IUESHE 0|8 H=(|M 1T MM

// U, L™ : in-place manner (2 /=228 L X])

v pk; = M1 T, £ streamingO| 7t's (flash memoryOf X%
» € [0, k), T; (row — representation of T)
vM Ol LS UE MY Its
v ref fl22] 2 &
" (n—k)xn 348864 3,488 2,720 334,848 bytes 75,264 bytes

v M3 422l 27E
A= H=e 253 460896 4,608 3,360 718,848 bytes 197,184 bytes
= (n—k)x (n—k)

6688128 6,688 5,024 1,391,104 bytes 349,440 bytes

( MY KOOKMIN UNIVERSITY 66/52
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Appendix — Code 5 BEE =
?.

< (H22]) Cortex-M4 Classic-McEliece T+8 %*| X3} &
> Classic-McEliece
v’ binary Goppa ZEE H2|E| {|AHE H = BCE A
v’ Berlekamp-Massey decoding & X 0| QAL
> Paloma =i
v binary Goppa ZEE If2|E| X
v extended Patterson decoding &
of &4

v’ Classic-McEliece2| M| 22| x|
= Streaming pk

—~

= H=ABCE A&

= Storing pk in flash memory

g1 g2 r ad ol al_, 9((18)_ ( 0)_1 g
. glo
A = g2 93 0 B - |: and C := ]
B T R
g 0 0 af ™t bt o ol g(an_1

PALOMA: Binary Separable Goppa-based KEM, KpqC Round2 Proposal
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__I.I.

< (H 22|) Cortex-M4 Classic-McEliece 7+¢1 Z| X3} AH
> Optimization(H| .2 2]) Method

mceliece348864f 1,289,567 k (80.60sec) 520k 2,409 k
mceliece460896f 4,216,263 k (263.52sec) 919k 5,787 k
mceliece6688128f 7,435,609 k (464.73sec) 2,123k 6,696 k
mceliece8192128f 8,473,271 k (529.58sec) 3,445k 6,762 k
CPU Clock : 120MHz | keypair cycles | keypair (real time) | encaps cycles | decaps cycles
mceliece348864f 1,298,845 k (10.82sec) 627 k 4,213 k
mceliece460896f 5,109,945 k (42.58sec) 1,484 k 10,315 k
mceliece6688128f 9,210,630 k (76.765sec) 2,931k 11,327 k
mceliece8192128f 10,773,637 k (89.78sec) 4,545 k 11,400 k

(% KOOKMIN UNIVERSITY
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% (*45) Cortex-M4 BIKE 78 %| X3} o 5
» Optimizing Bike for the Intel Haswell and ARM Cortex-M4 (TCHES 2021)
BIKE }.I’S*.ﬂ*—'.'él HE

S+Z off &gt shifter A |
. .. —_ b7 bM
- Intel Haswell : Matrix transpositions Zt-& b bs by brz

- ARM Cortex-M4 : Barrel shifter =&
- XA ALHO|| TSt Full adders &

- Boyar-Peralta ¥ 12| &L

S rn
. 2N 3y NE

PRV Y

Sl

3

[Boyar-Peralta &1 2|F B2A X

- Intel Haswell : Bernstein 5-way recursive &1 2| &

- ARM Cortex-M4 : Frobenius addtive FFT °E"_T'_ S

FO(s1(8)) s D s £(8) Cotex-M4

/ sy 09414337 4824059 114592442  Reference
3 \ | 24,935,033 3,253,379 49,911,673 X3} +H

(1) / Bikgy 212999628 15041356 374,777,003  Reference
Ff Y (s1(0)) ) > B » f(B+1) | D s576912 139234176 EHEoE

[FAFFT Butterfly P14t A ] [Cortex-M4 2§ 0] A 2| Reference Ll H| &5 H| 1! (CC)]
— . ] 1 ,

{ MYy KOOKMIN UNIVERSITY 69/52
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™

< (d3) Cortex-M4 HQC ++¢ x| X} A 52
> ST NX| Cortex-M4 &0 A{2] HQC A+ Zat &Y
> PQM4 9A| PQCleans &%t 7|2XQ HAERS
v HQCQ| Hh Q14 R KH e °
7

(@)
—
v HQC Reference?| 42 &4 XH3E

40
ot
=z
_|
—
)
<
)
o
.
rlo
o
HIT
u
=
T
iz
i
>
oo

> (%LH) Cortex-M4 QO'“A'IQ.I _7.:_'_7& HQC Qlﬂﬁ‘ %'J—'lﬁkc;' 6HI'" 3:' }_Iﬁﬁl- 'E_Aél(NTL) I_-Il'g'

= U HQC128 HQC192 HQC256

PQClean 51.50 M 158.25 M 289.32 M
NTL 4.67 M 14.13 M 27.39 M
d4s g4 x11.02 x11.20 x10.56

[Cotex-M4 &0 A 2] HQc EQtef|lE O| 7 ZE ZAlo| M& H|1 (cc)]
> 7|& BIKE X2} 54 A YAH(FAFFT) HQC HE
ANI= PQClean NTL FAFFT

HQC128 51,505,609 4,676,551 4,206,319
[Cotex-M4 20| M 2| HQc128 &4 & H| 1 ()]
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< NIST PQC 3278 9| “Evaluation Criteria”
» Security : Against BOTH classical and quantum attacks

» Performance : Measured on a variety of classical platforms
v x86/x64, AVX2 : 1’45 HE CPU TX|

= E3t2to|28 2| : (1) PQClean (https:/github.com/PQClean/PQClean)
= HEE 3 E(ref AVX2)7} PQClean Z2HEf| £
v Cortex-M4 : X AtY Embedded(QH|CIE) &K
= SfEtolEg 2| D pgm4 (https//github.com/mupg/pqma4)
= TCHES, IEEE/ACM & MY at3|/X oM Q| X| Xzt +HEE0| pgmd ZE2HME| S

» Other properties : Drop-in replacements, Side-channel-attack , etc ...

2017 2019 2020 2022 - 2024
ler Round 4/
National Institute of Round 1 Round 2 Round 3 Additional

Standards and Technology

NIST 2325 (Sl) PQClean, pqm4 m2HE U ML-KEM/DSA #H 2
Mot F I oM Ha EZERME A %12|5 YH0E  Roundd/Additional 12| iEfjo|=
—
(MY KOOKMIN UNIVERSITY 71/52
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<+ ARM Cortex-M4 7|8l QUH|C|E A|AEHE HX|OI3 A
> 2019HEE NISTPQC 22™ &1nz2|5 E

o
> X|Al Round4 KEM / Additional DSA &1 2|5 E¢
s ZF AZ10]| CSt HiX|0l3 /A4S T2 X5 MA

MMM)))
() pgm4 > () pama »(_) pqm4

EY I EE] TH 2|H3 I = £3 t =Isizxsiac 3
- Round1 ZE £ - Round 2 ZE &% - Round 3 2E &%
(2 refHEE 8| - A HHARESY - U HES IAE Y 4 Rounda
o
- ARM Cortex-M4 S - TN 2E AL HA  + Additional DSA
HX[or3 - mupqs ot¢l ZE2 E¢
> mupg Pas o
. = A= I} AH
32-bit M AL SEHF LO mupq i »() pgm3
EStH N
ewee s SU  WNOMZERE L pqice
- C A0 ref MZE= 7|8 =3 v
Round 3 ZTE =& ) _
- PQClean Z2HE ¢t O pgriscv-vexriscv
(% KOOKMIN UNIVERSITY 72/52
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< ARM Cortex-M4 7|4t QH|C|E A|ARIE HIX|OIT =AY
» 28 20 cfet MiX|oI3/84S =23 XS 48
>HIX|0rY CHa: 2B AP EE, clock cycle, SHAl clock cycle

—

| -QE 2lojE g o= XA > .github
cean  _Cortex-MaOM SE IH58E 2 4

v mupq mupq M ER =

> common

opt -Reference 2 =2| Z[Hot&l ¢ ¢ KEM2| H|AE gt
- Reference 2 EO| Z| X2t E O] S| +3 bikel1
(Cortex-M4 CH &%)

bikel3

- Reference T E2| x| Mzt E OS2 o
(Cortex-M4 CH 4, Floating Point Register AFE) hashing.c S Al clock cycle
speed.c ds=%d

stack.c AEH AL

m4

m4f

paqma2| 47}X| 719 2|
Vv crypto_kem

S bikel NIST PQC - KEM

> bikel3

| [ Kyber512 T

M= XIA™ (= |
> méfspeed gs#H 74
> mdfstack Hz2| XX fa

e

( MY KOOKMIN UNIVERSITY 73/52

test.c o185 18| 5%

testvectors-host.c Canary, Negative Test

OO]O]O]O O] v v

testvectors.c Shared secret Z A}
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CRYPTO & SECURITY
ENGINEERING Lab

& cs

< Additional DSA £t
> 5400 ME2 LN ZE ET AL

=
> 15702 7 Elof Clist S 2=

< 257H2| #10j CH et S 0|7+ EXH

> SO 2 AT FHAN
v shake2560] CHSH 22 & &5 == dlAl

v oHH g Of3

ojn

> RAM 37| (640KB)O0| At O] 274 7|

> 0|4 S7tsotAE

v __int128 AR

v Bl ST ALS

=M SHCE AL

= O

> B2 E5d E0|E8e| ME

! ’*‘*“':}. KOOKMINUNIVERSITY

pamé4 reason(s) for exclusion

issue | PR [ref|mdf|vuln|pk|mem|not port|ext lib|dyn mem|params
CROSS [BBB " 23b] |#265|#309| v/ 12/24
Enhanced pgsigRM [CNL 23]  |#270 X X 0/1
FulLecca [RBK™23] |#272 X 0/3
LESS [BBB™23a] |#278 X X 0/7
MEDS [CNP 23] |#280[#324| v 2/6
Wave BCC*t23a] |#298 X X 0/3
SQlsign CSSFT23]  |#293 X X 0/3
EagleSign SHDS23]  |#267 X 0/4
EHTv3 and EHTv4 [SF23] #268 X X 0/5
HAETAE [CCDT23b] |#273|#313|v | « 3/3
HAWK [BBD123]  [#274|#305| v 3/3
HuFu [YIL"23] #276 X X 0/3
Raccoon [dPEK'23] [#288 X 0/18
SQUIRRELS [ENST23] |#294 X X 0/5
Biscuit [BKPV23] |#264|#314| v 3/6
MIRA [ABB™23c¢] |#281 X 0/6
MiRitH [ARZV 23] |#282|#315|v | v 16/32
MQOM [FR23] #283|#322| v (*) 2/12
PERK [ABB™23a] |#284|#318|v | v 12/12
RYDE [ABBT23b] |#289 X 0/6
SDitH [MEFGT23] |#290 X X 0/12
3WISE [Rod23a] #260 X X 0/3
DME-Sign [LA23] #266 X 0/3
HPPC [Rod23b] #275 X 0/3
MAYO [BCCT23b] [#279|#302| v | « 3/4
PROV [GCFT23] |#286 X X 0/3
QR-UOV [FIH 23] #287 X X 0/12
SNOVA [WCD™23] (#291|#311| v/ 7/18
TUOV [DGG'23]  |#295|#327| v X X 0/12
vov [BCD*23]  [#296|#300| v | v 3/12
VOX PCFT23] |#297 X X 0/3
AlIMer KCCT23]  |#261]#323| v (x) 3/12
Ascon-Sign [SGJIT23] #263|#308| v 8/8
FAEST [BBASG*23]|#271 X 0/12
SPHINCS-alpha YCZ23] #292(4312| v 6/24
ALTEQ BDN7T23] |#262 X X 0/6
cMLE-Sig 2.0 [LZ23] #269 X X 0/3
KAZ-SIGN [AACT 23] |#277 X X X 0/3
Preon [CCCT23]  |#285 X X 0/9
Xifrat1-Sign.I [NP23] #299 X 0/1

| | [15/5[0of4[ 7] 1 [ 5 [ 20 [83/325
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< 0 m4 3 YIE|F OJALE
>UE A2 F 2 pqm4e} CHE HA 9| AES, SHA2, Keccak B ALE
>& 2t

13l pgm42| 4= MEAL, MZ22 & S2lsiof =

° 5y
£
(o]
3
=

-0

#define SHA2_NAMESPACE (
sha256( out[32],

#define SHA2_NAMESPACE (
sha512( out[64],

aes256ctr_prf( *out, outlen,
key[32], nonce[12]) {

sk_exp[120];
sha256_inc_init(sha256ctx *state);

br_aes_ct64_ctr_init(sk_exp, key);

sha256_inc_ctx_clone(sha256ctx *stateout, sha256ctx *statein); ) \
br_aes_ct64_ctr_run(sk_exp, nonce, ©, out, outlen);
sha256_inc_blocks(sha256ctx *state, in, inblocks); }
sha256_inc_finalize( out, sha256ctx *state, in, 3 pqm40‘”A‘| Al‘—g—-(l)_'-Xl CL)'SI-E
— —
sha256_inc_ctx_release(sha256ctx *state); AES %I-—)Ik—% Al"g' Ol‘E 7C:)|_?_
= SEA = = O /0
pqm4(O0F2l)2t CHE sHA2 &+ & AIE St B2 (%)
.,
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< 0|7 off 24 IOl 1 : pgm4 23 L NE|= OJAIE
»>NTRU+
vpam4O| Al X|SHK| %= aes256¢tr_prf &+E ALE

aes256c¢ctr_prf( out, outlen,

key[32], nonce[12]) {
aes256¢ctx ctx;

aes256ctr_prf( s outlen,
key[32], nonce[12]) {
sk_exp[120];

br_aes_ct64_ctr_init(sk_exp, key); aes256_ctr_keyexp(&ctx, key);
br_aes_ct64_ctr_run(sk_exp, nonce, @, out, outlen); pqm49| AES _|_EO" aes256_ctr(out, outlen, nonce, &ctx);
} ol O A
NHEEIES S

»NCC-Sign
v'Keccak &H4= LOHO| CIE

{ shake256_init(keccak_state *state);
s[25]; shake256_absorb(keccak_state *state, in, inlen);
shake256_finalize(keccak_state *state);
shake256_squeezeblocks( out, nblocks, keccak_state *state);

shake256_squeeze( out, outlen, keccak_state *state); pqn14fﬂ Ezgﬂoﬂ
et =3

pos;
} keccak_state;

{ shakel28 squeezeblocks( output, nblocks, shakel28ctx *state);

'ctx[26]; shakel28 ctx_release(shakel28ctx *state);
} shake256incctx; shake128 ctx_clone(shakel28ctx *dest, shakel28ctx *src);
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>pam4 HIAE A3l A api.h9| S IESIH AR
>api.hOf| A XS 7t < Oi2F0[H o2y &

o2 Lot

Ot N
El

crypto_kem_keypair( : crypto_kem_keypair(
pk,
crypto_kem_enc( sk,
gf2m_tab* gf2m_tables);

crypto_kem_dec(

keypalr

t® = hal_get_time(); t0 = hal_get_time();
MUPQ_crypto_kem_keypair(pk, sk); MUPQ_crypto_kem_keypair([pk, sk);

tl = hal_get_time(); tl = hal_get_time();
printcycles("keypair cycles:", t1-t@); printcycles("keypair cycles:", t1-t@);

! ’*‘*“':}. KOOKMINUNIVERSITY
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< Ol S Z 9ot 2 : pgm4 APIQ} CIE APIE A5t A2
»SMAUG-T
v'DecapW|M S717|& QA2 &=
v'SMAUG-T2| api.h0f| KPQM4 J2| Z ifdefZ =7
vSMAUG-TZ} A8 [ MHot o= OI2I0|HE &2 = UA &

crypto _kem dec(uint8 t *ss, uint8 t *sk, #elif defined

uint8 t *pk, uint8 t *ctxt);
#else

crypto_kem_dec(

key_a, sendb, sk_a

#tendif
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AL = . )
« Ol7 3 M o Q. SHE HE
> AHCIE EE80M 2 Y 22 EESE 22 + AUS

vAlloc/Free @& IHUAM 2F Zd 715 (Memory Fragmentation)
vpogmdOME SHEE S 5 NS stackL 22 1o
> Argol= Z[Cf 37|UF EH =

{

uint8_t* sx; uint8_t sx[97];
uint8_t neg_start; uint8_t neg_start;
Internal Fragmentation uint 8_t cnt; uint 8_t cnt;
10KB/ \15KB 100 KB } Sppol}’; } EDpOl}"_;
50KB
r ( i HE! 3+ |
40KB 25 KB r[i].cnt = cnt_arr[i];
r[i].sx = (uint8_t *)malloc(cnt_arr[i] * (uint8_t));
r[i].neg_start = r[i].sx, r[i].cnt, res + (1 *
I N }
Allocated Wasted Main
Memory Space Memory Space Memory Space

Memory Fragmentation2| 24! &

r[i].cnt = cnt_arr[i];
r[i].neg_start = r[i].sx, r[i].cnt, res + (i *

SHEZ N A= O A (SMAUG-T)

79/52
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2 7| A7|E 71%! PALOMA, MQ-Sign2 7| 42 SefA| o220 %
>keypa|r =2 A Adot 71§ SeiA| 220 MEH
v'NUCLEO-L4R5ZI2| Z2fA| 22| 27| : 2MB

>7| & A MMSIEZ sign, verify / encap, decapZtE =&

ot

M= =X
oo | o

Security Algorithm Public key Secret key Ciphertext Key
hqc-128 2,249 40 4,481 64
128 BIKE 1,541 281 1,573 32
mceliece348864 261,120 6,492 96 32
PALOMA-128 319,488 94,528 136 32
hqc-192 4,522 40 9,026 64
192 _BIKE 3,083 419 3115 32 Scheme Security Level 1 3 5
mceliece460896 524,160 13,608 156 32 Public K(}y 328505 1,238,825 2,893,025
PALOMA-192 812,032 357,568 240 32 MQ-Sign-RR  |Secret Key 276,649 1,044,385 | 2,436,769
hqc-256 7,245 40 14,469 64 Signature 150 216 276
256 BIKE 5,122 580 9,154 32 Public Key 328,441 1,238,761 | 2,892,961
mceliece6688128 1,044,992 13,932 208 32 MQ-Sign-LR Secret Key 160,881 601,249 1,400,113
PALOMA-256 1,025,024 359,616 240 32 Signature 150 216 276
PALOMAZ| O|O|E] A 7|(byte) MQ-Sign2| C|O|E] 3 7|(byte)
—
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"'I.I 7E=| @ C s CRYPTO & SECURITY

Appendix — kpqm4 O| 75

EH)\I H 22| o M

‘ts

%2 7| 27|12 7} PALOMA, MQ-Sign2 7| &g
> attribute_ ((section(”.text”)))E ZcHA| HZ2|0f &
vEUA HEZl= 2203 AW F write”} 01E1—C.’—':'E 7| £ O8] MM

°* m|r|

>E‘”¢E ——T—'—EO“A-IE k yh7f o= [[HI:I|- pk sk= jco_|9|0|'E§ ~

vkeyh7t S BF(EHAIL 8F) key.h= include

__attribute__ ((section(".text"))) unsigned char pk[PK_BYTES] = {@x34, key.c

key.h

3 test.c

#endif
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< REDOGS| 4<% 3 E7} ofxl Ojekd
> ISt C Reference ZEZF AUG|0|E E|X| e
>F20| 2 E AUHO|E 0]20f| kpgm4 Z2HE0f =& 0fd
vioetd 3 =8 Al Aoe 7tsd U=
A}

O O AN
vREDOG El0A = E7 Meto|A Hifjg 7t57d0

ot

o o orzl
O =

Ol
YN = O

0

D. J. Bernstein 2|

* REDOG: My understanding is that the submission team is still KpaC Bulletin Board

working on their initial C code.

2 ol
AA= 28
REDOG
April 3, 2024
=1
. . | . REDOG T+i =2

The implementation package may fail to run under certain circumstances. _
We are still working on implementation and will post the updated version on the REDOG webpage soon. README J.Ll'OEI
https://sites.google.com/view/code-redog

—
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