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Security Level 1
MQ-Sign-RR(s) 9,454,708
MQ-Sign-RR(m) 8,291,246
MQ-Sign-RR(o) 6,633,743
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10,250,626 102,775,550

36,168,836 91,201,653

30,024,722 77,684,841
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= M3 HH0M HA[X[O S| ESHX| = BF&2 A ALt Ihs
> Intel Xeon(R) Gold 6234 CPU, 3.3GHz
> 7°4-d:1,0008H B, AF ld/4S:10,000H S7F 4k
> AFM A MOl @l B CHH| QFEE 1, 3, 50 A 22} 4.6HH, 5.2, 6.3} WS

Scheme Security Level 1 3

5]
- - Sign < 10532 49,256 84,405 >
MQ-Sign-RR (MQ-Sign-LR) Memory 2,266 0. 400 9,492
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= MQ-Sign v2.1 S747| 7= B Y
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Security Level MQ-Sign-RR 2.0 | MQ-Sign-RR 2.1 MQ-Sign-LR 2.0 MQ-Sign-LR 2.1

328,505 323,031 328,441 322,967
3 1,238,825 1,225,505 1,238,761 1,225,441
5 2,893,025 2,869,505 2,892,961 2,869,441
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> Intel® Core i7-1360P, 1002| +3 & =7t 4k, clock cycles
> 25 ot =KX= 2000H /M E HE

Keygen (s) 9,454,708 40,250,626 102,775,550
Keygen (m) 8,291,246 36,168,836 91,291,653
Keygen (o) 6,633,743 30,024,722 77,684,841
Shasgriran | S
Keygen (s) 8,574,372(9.77%) 34,464,908(15.49%)  99,201,093(3.54%)
Keygen (m) 7,595,005(8.77%) 31,538,016(13.68%)  90,031,140(1.39%)

Keygen (o) 5,718,159(14.82%) 25,427,415(16.58%) 75,055,554(3.44%)
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> QIS A7] |23t 7ts: CA TAME Ot 3, AFEXA} MALME QHHE 1 HE
« (CA, M EXH)=(MQ-Sign, Falcon)2| A%, 215 A 37]: 1,116 bytes
« (CA, AH8Xh=(Falcon, Falcon)2| B, 215 A 3 7|: 2,177 bytes

« (CA, Ar&Xh)=(RSA, RSA)2| 8%, 2IEM A7]: 1,344 bytes
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- [EEE0 XHS %= A UEE 2252 4X 7|8 &= power-of-2 cyclotomic
polynomial
> dONez B2 7[£0|, MB &0, &2t d=
> S49| Q0| &l= FIMY =, FX YA F
= [QHE A2l E[ZE2| non-cyclotomic/trinomial AAF 7|8 XM Y L2 |E
> Intermediate Security Guarantee, T+Z=2| %[22} non-cyclotomic

> E4HOI OHA QX[ BA S84 ZCH: Trinomial

» [E=H0Ql njajo|E| MEH]
> Core-SVP EXHE 128, 192, 2560 LM SIAHL} =1}
X 74

» Dilithium 2L} O &2 S8HE M HetEs 54
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= NCC-Sign trinomial version
> B0l Iat|E M

v QIHE Ol =2

v NTT friendly ring

Z,|X]/ (X" — X"/2 1)

Ol M| NTT AFR

Parameter /Security Level 1 3 i 5
n ﬂ 1536 2048 230
q 537 8397313
d [dropped bits from t] (297 < p) 12 12 = 13
7 [# of +1’s in d 25 29 32 32
challenge entropy [log (?) + 7] 195 232 265 271
m [y coefficient range] 218 pld BB 219
~2 [low-order rounding range] 131274 131208 262656
n [secret key range] 1 ¥ 1 1
B8 50 58 64 64
w [max # of 1’s in hint] 80 80 80 80
Exp. reps. [ e"P1/m+1/72)| 1.93 2.76 [149] 2.32
Key/Signature Size
pk size 1760 2336 3104 3200
sk size 2400 3168 3936 4992
sig size 2912 3872 5152 6080
SIS Hardness (Core-SVP)
BKZ block-size b to break SIS 462 671 963 1005
Best Known Classical bit-cost 135 196 281 293
Best Known QQuantum bit-cost 122 177 255 266
LWE Hardness (Core-SVP)
BKZ block-size b to break LWE 451 652 934 1078
Best Known Classical bit-cost 131 190 273 315
Best Known Quantum bit-cost 119 172 247 285
Lattice estimator (Core-SVP)
BKZ block-size b to break LWE 452 652 930 1072
Classical bit-cost 132 190.7 STLT 313.3

(method)

(usvp) (dual hybrid) (dual hybrid) (dual hybrid)




€& ncc-sign vs. Dilithium

Scheme Core-SVP/Size 1 3 b (5")
SIS 1 186 265
n %EI'E, A"OlE Hlﬂ LWE @ @
Dilithium Repetitions 425 5.1 .
> Dilithium CEiH| QFH & 1,3,501 A Public key size 1312 1052 2502
Signature size 2420 3293 4595
|2 8HIE Z| EH 41H[E SIS 135 194 %61
- Non-Cyclototmic Repetitions 2.27 2.7 3.43
(n = 2) Public key size 1984 2443 3091
Signature size 3186 4251 5385
SIS 135 194 261
NCC-5Sign LWE 131 191 258
Non-Cyclototmic Repetitions 1.58 1.74 1.98
(1 =) Public key size 1984 2443 3091
Signature size 3936 5255 6659
SIS 135 96 (293 ) 281
NCC-Sign LWE @ 315 @
Trinomial Repetitions 1.93 271 2.32 (4.49)

Public key size 1760 2336 3200 (3104)
Signature size 2912 3872 6080 (5152)
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» Ring-LWE vs. mod-LWE
v NCC-Sign-T 77| d-d= fIe A2l 7i==7} Dilithium 72| 1/2-1/3 &£
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v Dilithium®| 42 MLWE 2=} 02 80|, SHAKE O 2 F2 XX
v SHAKE B &3tz d& ¢
= Avx2 E[& Fo
> D= ot HE3 ASM EES
> NTT 7+ %A 3} Signed Montgomery AF&2 &%t 8 packing # 23}

» Merging 0| &
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» Intel® Core i7-1360P
> 10,0002| gt=3t St 4k, clock cycles

(22 22 2.0 HTE I 2.1 HES| d5 At0))

Keygen 141,483 177,386 276,296
NCC-Sign(2.0)R Sign 317,367 591,754 877,231

Verify 177,142 207,295 339,468

Keygen 127,415(10.46%) 162,315(8.87%) 259,499(6.27%)
NCC-Sign(2.1)R Sign 250,128(23.70%) 421,926(33.51%) 704,288(21.87%)

Verify 128,538(31.80%) 155,346(28.65%) 252,686(29.31%)
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> Intel® Core i7-13700K, 10,0002 Bt= &7t 4k, clock cycles
(E= ot 2,14 B 1} DilithiumA2| d& A0))

> Qt™ & 30| M= Dilithium CHH| H&0| O =51, 2™ E 1, 50(A= EE2H2E 24

I

| Scheme | _Algorithm | 1 | 3 | 5

Keygen 118,092 147,909 224,222
NCC-Sign(2.0)A Sign 205,023 379,847 570,625
Verify 115,383 138,513 223,968
Keygen 54,902(-13.88%) 67,432(20.47%) 109,402(17.86%)
NCC-Sign(2.1)A Sign 89,207(20.13%) 165,766(8.38%) 261,423(-9.32%)
Verify 65,626(-29.95%) 79,388(1.83%) 128,612(0.23%)

Keygen 47,773 82,810 130,863
DilithiumA Sign 109,176 180,271 238,143
Verify 48,533 80,851 128,920
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&) Cortex-M4 -3

= Cortex-M4 &
> NUCLEO-L4R5ZI, 1003 Hl

> D= m2t0|E{ 0| A Dilithium EEP 45 7
(2 Qt2 2.1 HF It DilithiumAS| H& X0

@

2t 2, clock cycles, pgm4

2= 35%~74% O HHE

| scheme | Agorithm | 1 | 3 | 5

Keygen

NCC-Sign(2.1)R Sign
Verify
Keygen

NCC-Sign(2.1)» Sign
Verify
Keygen

Dilithium?® Sign
Verify
Keygen

DilithiumA Sign
Verify

2,140k
7,000k
3,110k
1,005k(34.64%)
2,544Kk(39.97%)
1,263k(11.49%)
2,995k
10,034k
3,143k
1,426k
3,815k
1,418k

2,795k
11,015k
3,944k
1,308k(63.18%)
4,032k(45.01%)
1,588k(41.16%)
5,229k
16,005k
5,252k
2,516k
6,374k
2,411k

4,236k
16,875k
6,159k
1,972k(73.77%)
5,647k(40.03%)
2,453K(52.18%)
8,810k
20,969k
8,935k
4,277k
8,473k
4,185k
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= Dilithium 2L} A2| iR =0 M stack usage 2= Z[Cf 30%
. 1 3 5
Seheme Vi : e atack or stack o stack
K 2140k 310k 2,795k 41.1k 4230k 614k
NCC-Sign-T  ref S 7,000k 493k 11,015k 65.4k 16875k 97.7k
V 3,110k 364k 3944k 483k 6,150k
N OE GionT K 1005k /310N 1308k /41.1N\ 1972k /614K
{Tm; E?L} speed  § 2544k [ 493k \ 4.032k [ 65.4k\ 5647k [ 97.7k
Vo 1.263k[ 364k | 1.588k | 48.3k | 2.453k [ T1.8k
S K 1430k| 374k | 2.521k| 504k | 4279k | 95.4k
KKPY24 mdf S 3877k \ 48.2k [ 6.754k \ 67.2k / 8865k \ 113.2k
Vo 1418k \35.3k/ 2413k \56. 4,187k \90.6k
N~ "
» 13 AP
> pgm42| SHAKEE B H(XKCP 31 &) Keccak1600.S Z &

> NTT merging A&

r arithmetic, point-wise multiplication |2}




@ =X Hybrid Dual attackOfl CHEF QA 24
®

= Bi, Lu, Luo, Wang and Zhang: LWE &X|0f| TSt hybrid dual attack X[ QF
> 7| & sparse, small secret-> any secret distribution
» Dilithium 7| CHH| 2-4 HIE S& = #4
» NCC-Sign-T2 Dilithium CHH| 7-56 H|E =2 S8 & M=

Scheme  Security Level Dual Hybrid Dual [BLLT22

2 124 122

Dilithium 3 182 179

5 251 247

1 132 129

NCC-Sign-T 3 190.7 186
5(5') 313.3(271.7) 06(265)
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