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amd64, titan0O, crypto_sign, key size, signature size https://bench.cr.yp.to
Horizontal axis: Space (bytes) for a public key (crypto_sign_PUBLICKEYBYTES). 20241021
Vertical axis: Space overhead (bytes) for signing a long message (at most crypto_sign_BYTES).

‘I’ means that the SUPERCOP database does not list constant time as a goal for this implementation.
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amd64, cezanne, crypto_sign, key size, signature size
Horizontal axis: Space (bytes) for a public key (crypto_sign_PUBLICKEYBYTES).
Vertical axis: Space overhead (bytes) for signing a long message (at most crypto_sign_BYTES).

‘I’ means that the SUPERCOP database does not list constant time as a goal for this implementation.
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amd64, titan0, crypto_sign, keypair time, key size
Horizontal axis: Time (cycles) to generate a public key (crypto_sign_keypair).
Vertical axis: Space (bytes) for a public key (crypto_sign_PUBLICKEYBYTES).

https://bench.cr.yp.to
20241021

‘B’ means that the SUPERCOP database does not list constant time as a

goal for this implementation.
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amd64, cezanne, crypto_sign, keypair time, key size

Horizontal axis: Time (cycles) to generate a public key (crypto_sign_keypair).

Vertical axis: Space (bytes) for a public key (crypto_sign_PUBLICKEYBYTES).
‘I’ means that the SUPERCOP database does not list constant time as a goal for this implementation.
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amd64, titan0O, crypto_sign, sign time, signature size
Horizontal axis: Time (cycles) to generate a signed message given a message (crypto_sign).

Vertical axis: Space overhead (bytes) for signing a long message (at most crypto_sign_BYTES).
means that the SUPERCOP database does not list constant time as a goal for this implementation.
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amd64, cezanne, crypto_sign, sign time, signature size https://bench.cr.yp.to
Horizontal axis: Time (cycles) to generate a signed message given a message (crypto_sign). 20241021
Vertical axis: Space overhead (bytes) for signing a long message (at most crypto_sign_BYTES).

“BM’ means that the SUPERCOP database does not list constant time as a goal for this implementation.
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amd64, titan0O, crypto_sign, open time, signature size

Horizontal axis: Time (cycles) to generate a message given a signed message (crypto_sign_open).

Vertical axis: Space overhead (bytes) for signing a long message (at most crypto_sign_BYTES).
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means that the SUPERCOP database does not list constant time as a goal for this implementation.
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amd64, cezanne, crypto_sign, open time, signature size https://bench.cr.yp.to

Horizontal axis: Time (cycles) to generate a message given a signed message (crypto_sign_open).
Vertical axis: Space overhead (bytes) for signing a long message (at most crypto_sign_BYTES).
“BM’ means that the SUPERCOP database does not list constant time as a goal for this implementation.
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amd64, titanO, crypto_sign, open time, key size https://bench.cr.yp.to

Horizontal axis: Time (cycles) to generate a message given a signed message (crypto_sign_open).
Vertical axis: Space (bytes) for a public key (crypto_sign_PUBLICKEYBYTES).
“BM’ means that the SUPERCOP database does not list constant time as a goal for this implementation.

223
922 ; ; o Mlngsignlr25611272
921 . . Mlingsignrr25611272— _ :
2 mqsignlr25611272 T~ —Eingsignlr25614896
2 ) nqsignlra5614896
219 , , Mllugsignlr2567246— _ O>mgsignrr25614896
18 == ~Mllngsignrr25614896
2 /\\ qsignrr25611272
217 ngsignlr2567246 ! \\\
16 ! “mqsignrr2567246
2 G5 i gnrr2567246/
215 dilithiumSae:
214 B ilithiumb
nccsigniaes nccsignbaes
13 dilithium i gns
2 W:a1coniOoddyne mecsigs
212 dilithium3aes &8
o1l Mlfalcon1024tree— — — _ . nccsign3
~———haetaeb
210 dilithium2aes— ncesigni
9 - haetae3
2 Mlfa1con5T2dyn” aimer192f
8 . . EEtalcon512tree~ i ~aimer256f
2 dilithium? A Simera56s
o7 : : haetae2 o ; _MBlspiincst256shake256simple
5 Mlled448goldilocks— _ aimer192s
2 ed25519 T
25 . . L B . o————————aimer128s
aimer128f
24

20241021

22 23 24 25 26 27 28 29 210211 212 213 214 215 216 217 218 219 220 221 222 223 224 225 225 227 228 229 230 231 232 233 234 235 236 237 238 239 240



amd64, cezanne, crypto_sign, open time, key size

Horizontal axis: Time (cycles) to generate a message given a signed message (crypto_sign_open).
Vertical axis: Space (bytes) for a public key (crypto_sign_PUBLICKEYBYTES).
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KEMs



amd64, titan0O, crypto_kem, key size, ciphertext size

Horizontal axis: Space (bytes) for a public key (crypto_kem_PUBLICKEYBYTES).
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
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amd64, cezanne, crypto_kem, key size, ciphertext size
Horizontal axis: Space (bytes) for a public key (crypto_kem_PUBLICKEYBYTES).
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).

212
atrupl 65ntrup1277
211 - —ntruplus1152 i
. kyber (,90s) 1024
510 _sntrup953 ——smaugth
T —ntruplus864
ntruhps4096821
29
mceliece6688128f:
sntrup857
28 .
mceliece4608961
smaugtl
sntrup653 truhrss701
27 kyber(,905)512 nceliece348864f
ntruhps2048509 \
26

28 29 210 211 212 213 214 215 216 217 218 219

https://bench.cr.yp.to
20241021



amd64, titanO, crypto_kem, keypair time, key size
Horizontal axis: Time (cycles) to generate a public key (crypto_kem_keypair).
Vertical axis: Space (bytes) for a public key (crypto_kem_PUBLICKEYBYTES).
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amd64, cezanne, crypto_kem, keypair time, key size
Horizontal axis: Time (cycles) to generate a public key (crypto_kem_keypair).
Vertical axis: Space (bytes) for a public key (crypto_kem_PUBLICKEYBYTES).
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amd64, titan0O, crypto_kem, enc time, ciphertext size
Horizontal axis: Time (cycles) to generate a ciphertext given a public key (crypto_kem_enc).
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
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amd64, cezanne, crypto_kem, enc time, ciphertext size

https://bench.cr.yp.to

Horizontal axis: Time (cycles) to generate a ciphertext given a public key (crypto_kem_enc). 20241021
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
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amd64, titan0O, crypto_kem, dec time, ciphertext size https://bench.cr.yp.to

Horizontal axis: Time (cycles) to generate a session key given a ciphertext (crypto_kem_dec).
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
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amd64, cezanne, crypto_kem, dec time, ciphertext size

https://bench.cr.yp.to

Horizontal axis: Time (cycles) to generate a session key given a ciphertext (crypto_kem_dec). 20241021
Vertical axis: Space (bytes) for a ciphertext (crypto_kem_CIPHERTEXTBYTES).
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