2| Yo 2E H5EY

2025.7.15.

SIHEO | S HAA



n
—
Z
LL]
—
Z
@
O




1017 |
U DEHSXA|E



H|O] OF! SYH HS0| HEE YSTE AR
OFHA AB(EE) + T 2F + 7IE F10M




|USOE QAARS

QT DE HOIRTAR
(KS X ISO/IEC 19790/24759)

A 4

P
<

4 ™ =g
i A q )
SEED :
SHA-256 | KSRk
HMAC 8 ks
HaSh_DRBG SW/FW Ks vv\%—i@’i;ggig
RSAES ot e
_/

SSP JE3  H[=Q
=C CHS

Lt 2%}
23| A




HEots ARIA, SEED, LEA, HIGHT, AES(" 26)
SHA |t SHA-2, SHA-3, LSH
HA|X|Q1Z3E HMAC, GCM, CCM, CMAC
LEZ-HEART | Hash_DRBG, HMAC_DRBG, CTR_DRBG
H3|2US RSAES
KA RSA-PSS, KCDSA, ECDSA, EC-KCDSA, PQ-DSA(?)
I| M DH, ECDH, PQ-KEM(?)
| /R KBKDF, PBKDF

N - / 1

SANE|S MA A

a0 - O

’c‘!. 2, 4= 284 § 1




5 391l AlEe=

HOIQ SIS A[EBH7| SI3H AIEAL/ WAL QAMSHTE/VE) 7l

53 = Vs 5

U= TN 32 H|EE HOoF
U2 = QIEHO|A 22 42 SR HOMIPHH 22| 37 59
et AMH|A Bl 21F 59 67 INZINEE 55 79
AT EQ0{/HS|0] Ot 21 16 HERI| ES 39 46
Ea X 29 51 J|EF Z240| CHSHCHS 4 5
22| 5ot 86 81 r T ms 391 5040

2 =2 RS0 HEEl= A= 8 2e((HIe] 25 2H ER)

N /. / 21



o
oI
+ 2 ol
_E| ﬂo_u % z
© 2 =0 —
< s_ﬁ% " od| 1| KO m_m oo & W|= ol mu_.
M p = o2 ol & = B
" 3 B0 3| = = Ml — ] 10
= ELOE Y 70| Ro| 3| 30 @l 32 e
- ) b (AN e oo s 23 2 gy o
gl ol o < | Rl 30 T < Qo O ol
el Saul ol oo| oF| OH| oK | x| & ROOE| &
Sy M < o WK iy = o 5
¥ ol ~ () H | uo = |m.Au 8| =E
oin uol Ko R ~sl
i = Il MEIA ol o o
snrol DHE Ad = K U=H = i
o B of! 5z g <l
w Ih K M (= ufu s <|
= I 1_m H <
_A_o m_u .._.a-v_
R0 R of
m
ol
_| 3|t 7 )
x| 21]° .
o G 5l al sl & =
100 u oF | R ofl = Ko ' i
ol n__u._= ol | Xl EO) ol ._“_m._ H| I ol I =
= ioi 121 = oy <] Rl E_u = = N =
k) X = oh ™ xo B N KF | &
o L= oh obul = o ®| B R
50 | 3r| H 2|
2 [}
g Kio ~
ifd I
i jl
s
|







[ ICMC 7R

1. ICMC(international Cryptographic Module Conference) 2I3] Special Conference Edition  ®
- N S22 E HASME(CMVP)2| HS2|3, Ao, Al Sol Racingg@gRinst the Clghal
- g Quantum Deadline, a Call to Action
Hofsts 22
e ™
- CMVP B3 4. 215 Alg 3 5% ¢ @ icmc25
(keynote + talk + panel + exhibition)
April 7-10, 2025 | Toronto, Canada

2.ICMC 2025 9 3 H&

- eHd: 2025.4.7 ~ 4.10(4Y)
¥ PQ Cyber Day(1¥: 2025.4.7) PQ CYBER DAY

- 2NN EEE

3.ICMC 2026 & % ®HaA
- ¥ 2026.4.20 ~ 4.23(4%)
- &4 0|2 YglE(Renaissance Arlington Capital View)
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NIST Post-Quantum Cryptography (PQC)

© Launched in 2016 with an international call for proposals
» Inparaliel, stateful hash-based signatures: XMSS and LMS were standardized in
Oetober 2020 {SP.E00-208)
© Candidates were nasrowed down through multiple “rounds”
o uuluum % 1o teak the candidates at the beginning of each
roun

© Primary selections made in July 2022 with first set of standards
finalized August 13, 2024
o ML-KEM for key establishment
» ML-DSA for digital signatures
» SLH-DSA for special-purpose digital signatures

Pannel Discussion Exhib
xhibition
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SEX}: 341H(19%1=1)
0= 1778 (51.9%), 7HLICF 80H (23.4%), TH= 17H(4.9%) H| S X} X|

Sweden

SERMA Safety Security
ltaly

Brazil

Estonia

Finland

United States |
Canada

South Korea |
France

Spain |
Germany |

India

Australia |
United Kingdom
Japan |
Netherlands |
Czech Republic |
Poland

Taiwan

ICMC25 Registrants by Country (Unique Individuals)

51.91%
23.46%
4.99%
2.93%
2.64%
2.35%
2.05%
2.05%
1.76%
1.17%
0.88%
0.88%
0.59%
0.59%
F0.29%
F0.29%
F0.29%
F0.29%
F0.29%

F0.29%

75 100 125 150 175

Number of Registrants

0 25 50
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NIST BUELE A45%

Oracle EeENE 3.64%

Utimaco NG es] 2.73%

atsec information security | =iE=le (el el Bl 2.73%

PQShield EORIEL 2.73%

Google [EelNls]E 1.82%
UL Solutions BRUEGINdahE 1.82%
Red Hat BEsR3ELS 1.82%

Quantinuum EONENII] 1.82%
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k"ﬁ: 307|'| k"ﬁ(keynote(Z) + talk(80) + panel discussion(7))

13:00-15:00 TRACK SESSIONS

Salon CD

PQ Technology (Q12)

Updates, Verification & Validation

Salon AB

Certification (C12)

. Standards & Policy

Crush Space

Crypto Tech (G12)

Formalities

Moderator: ~«

ta Faux, Head of Cryptography
and Field CTO, Argit, United States

& 1300 Titbits: Latest Updates on PQC
Deployments (Ql12a) Nils Cerhardt, CTO,

Utimaco, Cermany

& 1330 PQSecure Formality: Formal
Verification and Assurance in Hardware for

Post-Quantum Cryptography (Q12b) Reza

Azarderakhsh, Professor and CEO, PQSecure and

Florida Atlantic University, United States

& 14:00 Overview of Validating Falcon (FIPS
206 FN-DSA) (Q12c) Pierre Ciadoux, NIST

Foreign Guest Researcher, National Institute of

Standards and Technology (NIST), United States

& 14:30 The Big Picture of Lattice Signature
Thresholdization (Q12d) Thomas Espitau,
Lead Crpytographic Researcher, PQShield, France

Meoderator: ~iona St

art, Security Assurance

Consultant, Assurgo, United States

& 1300 Mind the Gap: Navigating the Gray
Areas of 19790:2025 (Cl2a) Carolyn French,

Manager — Product Assurance and Standards,
Canadian Centre for CyberSecurity (CCCS),

Canada

& 13:30 The Technical Guideline BSI-TR 02102

(Cryptographic Mechanisms:
Recommendations and Key Lengths) and Its
Impact (C12b) Werner Schindler, Section Head,
Bundesamt fur Sicherheit in der

Informationstechnik (BSl), Germany

14:00 NIAP Policy 5 Updates (C12c) Edward
Morris, CST Lab Manager, Gossamer Security
Solutions, United States

& 14:330 Cloud Management and Security

Standard for Financial Services (Cl2d)
Smita Mahapatra, Senior Security Industry
Specialist, AWS, United States

Moderator: Srian d, Program Manager,

Google, United States

& 13:00 Formal Methods within Certification
Programs: Status Update (G12a) MNicky

Mouha, Researcher, FedWriters, United States

& 13:30 Ensuring Correctness and Security in
High-Speed Post-Quantum Cryptography:
Leveraging Formal Verification Tools (G12b)

=

Yves Strub, Lead Formal Verification

Researcher, PQShield, France

& 14:00 Public ledger integration with HSMs
(C12c) Moah Bourna, Technical Product
Manager, Crypto4A Technelogies, Canada

& 1430 Secure HSM Auditing at a Distance:
Enabling Remote Oversight (G12d) Jean
Pierre Fiset, Principal System Architect, Crypto4A ,

Canada

N 0 / 21
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MM =x||: 87 A2 (2444 6314 -> 254 81)

ICMC 2025 Topics Overview

OS Crypto PQ Technology
C
Embedded/loT Certification
N =
= =
Vol
8

Implementations Crypto Tech

RBGs PQ Preparedness
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Embedded/loT 2k B

Embedded Topics

loT Topics )

PQ Cyber Day .

|
Current Threat | |

\
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*
--------------------------------------

ﬁ'@ Implementations

0l =
. OpenSSL Roadmap
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arannd

OCEAN

hird-Party Conforménce Testing

2 e SO a3 W January 2002
H > o ;

Scaie 1:134,000,000 Boundary representanion &
Fctmacn Proection —~— \2o ) = '{,A':' —— 80 12 G o
standard paraliels 38'N and 33'S —

BO2B04AI (R00352) 12-01

Communications Centre de la sécurité

Security Establishment des télécommunications




|F=RLIE(2): PQC

Reminder (Aug 13, 2024):
¢ FIPS 203 (ML-KEM), FIPS 204 (ML-DSA), and FIPS 205 (SLH-DSA)
were published.
— Same day support for both the CMVP and CAVP!

What’s new:
e PQC FAQ, posted on the FIPS 203/204/205 webpages .
— FIPS 203/204: Using seeds as a default key format.
— FIPS 204: Computing mu external to the module.
e IG

—~ ll?ﬁaising IG 10.3.A to address self-tests consistent with above PQC

¢ FIPS 206 (FN-DSA) Draft coming soon — CAVP tests underway.

— Related ICMC talk today (Q12c - 13:00): “Overview of Validating
Falcon (FIPS 206 FN-DSA)”

Communications Centre de la sécurité
Security Establishment  des télécommunications




NIST Timeline (draft IR 8547)

NIST SP800-208
Draft IR 8547

FIPS 203 ML-KEM
- FIPS 204 ML-DSA
FIPS 205 SLH-DSA

NCSC:
Inventory/Goals/
initial plan

18 EU Member states:

- pq-hybrid for

confidentiality
Disallowed

ECC
ASD Not approved: RSA
ECC/RSA/FF FF
Allowed:
CNSA 2.0

Deprecated (112-bits)
ECC P224
RSA 2048

FF (112) NSM-10

NCSC: NCSC:
High-priority migration, Complete migration
Refine plan to complete to PQC algorithms
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AUTOMATED CRYPTOGRAPHIC MODULE @%g\g\&umw
VALIDATION PROJECT (ACMVP) =2, CENTEROF EXCELLENCE

ACMVP Team Panelists

Chris Celi Yi Mao

ACMVP Project Lead, National Institute of Standards and

Technology (NIST) ACMVP TE WS Co-lead, CEO of atsec US

Stephan Mueller

ACMVP Developer & Principal Consultant, atsec Egm;gssel“ & Princioal Enai CISCO Syst
information security eveloper & Principal Engineer, ystems

Raoul Gabiam

Infrastructure Team, Principal Cloud and Cybersecurity
Engineer, MITRE

Moderator

WHAT IS THE NCCOE ACMVP?

The Automated Cryptographic Module Validation Project (ACMVP) was undertaken by the NCCOE to support improvement in the efficiency
and timeliness of CMVP operations and processes.

Courtney Maatta
ACMVP Program Management, AWS

BENEFITS OF CMVP AUTOMATION

»" Faster certification process — Reducing the time needed for approval.
@, Increased reliability — Minimizing human errors in validation.

‘1l Scalable and efficient — Making cryptographic validation more accessible to vendors.

Standardized compliance framework — Ensuring industry-wide adoption and security.

N | G / 21
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Cryptographic Algorithm Validation Program cavr

f X in &

Search By ® Validation © Implementation

Validation Number Prefix v || Number

Includes Algorithm(s) MLDSA v;{e'yGen =
ML-DSA SigGen '
ML-DSA SigVer
ML-KEM EncapDecap v

Validation Date

Items Per Page 100 v

Showing 80 matching records.

Vendor Implementation Validation Number 42| Validation Date
atsec corp. leancrypto (C) A5615 8/13/2024
atsec corp. leancrypto (AVX2) A5616 8/13/2024
atsec corp. leancrypto (ARM_ASM) A5619 8/13/2024
atsec corp. leancrypto (Kernel C) A5621 8/13/2024
atsec corp. leancrypto (Kernel AVX2) A5625 8/13/2024
atsec corp. leancrypto (C) A5627 8/13/2024
atsec corp. leancrypto (ARM_ASM) A5628 8/13/2024
Crypto4A Technologies, Inc. QASM Cryptographic Module A5631 8/14/2024

Note. FIPS 203 %|5=, 2024 88 24% |
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[T Report Metadata
[ 1. Report Infermation
Report ID
Report Title
Creation Date
Version
3 2 TestAgency Information
Agency Name
Agency Contact
3 Tester Information
Tester Name
Tester Position
7 3. Validation Agency Information
Validation Agency Name
[3 Validator Information
Validator Name
Validator Position
[T 4 Test Management Information
Test Period
7 Test Environment
Hardware Info
Software Info
[T 5. Document Management Information
File Type
Generation Tool
Created Date
Medified Date
Keywards

AH {123}

"ABC-12345",
"2025-01-17",

ABC AME7|&",

: "gHES"

"testPeriod": "2025-01-01 ~
2025-01-15"

|

"CryptoModuleX",
g 28 1t
"Software",

': "Data

e EXYZ Corp™

onment": {
Intel i7, 16GB

: "Ubuntu 22.04",
tware": "OpenSSL 3.0"

[ EF H| O E{ (O], JSON)

= ‘,, ¢ ‘,‘ ¢
DOCUMENTATION

A o
(Word, PDF)
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Crypto Validation Crew Workshop
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