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IBM Quantum

CONDOR
1121 QUBITS
SCALE | YIELD

Google 72-qubit chip IBM 20-qubit quantum computer IBM 65-qubit chip IBM 1121-qubit chip
"Bristlecone” “Q System One” “Hummingbird” "Condor”
March 2018 January 2019 August 2020 December 2023

(53-qubit, September 2019)
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Grover’s Algorithm

* Quantum algorithm that finds specific member in unstructured dataset

 Classical computation : O(N) operation

* Grover’s algorithm : O(N'/?) evaluation
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Shor’s Algorithm

* Quantum algorithm for integer factorization
* Complexity
* GNFS: exp((i/6T/9 + 0(1)) (In n)g(ln In n)§
« Shor:0((logN)?(loglog N)(logloglogN))
« FIERELTNZESZRSA, DSA ECCH ML Tts
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* Impact on cryptography
* NIST plans for the future
* Reports on Post-Quantum Cryptography” —NISTIR 8105, April 2016
o OHEZ|/HAI > 7| AO|= S =L St
- 377 > pPacEo TetEHA

Type Cryptographic Algorithm Purpose Impact
AES Encryption Larger key size needed
Symmetric Key
SHA2 SHA3 Hash function Larger output needed
Signature/
RSA Key establishment
Public Key ECDSA, ECDH Signature/ NO LONGER SECURE
Key exchange
DSA Signature/
Key exchange
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* NIST PQC Standardization project

January 2019:

second-round candidates announced. NISTIR
8240, Status Report on the First Round of the NIST
Post-Quantum Cryptography Standardization
Process, released. The public comment period on

October 2021:

the second-round candidates began

2019

2021

NCCOE Final NCCoE project description
"Migration to Post-Quantum Cryptography”
and the Federal Register Notice soliciting
Industry collaborators

December 2023:

NIST Special Publication
1800-38B, Quantum Readiness

2023

2016

December 2018:

Federal Register Notice - Announcing Request
for Nominations for Public-Key Post-Quaontum
Cryptographic Algorithms

2020

October 2020:

MIST heosts Virtual Workshop on Considerations
in Migrating to PQC Algorithms at the NCCoE

2022

July 2022:

Candidate clgorithms to be standardized are
announced, along with alternate candidates
advancing to the fourth round. NIST-IR
8413-updl, Status Report on the Third Round of
the NIST Post Quantum Cryptography
Standardization Process, released.

2024

July 2024:

Publication of Final first
three PQC FIPS

September 2024:

Continued inclusion of
completed FIPS in national and
international Standards Bodies

2024
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- PQCE2| M2t
e Post-quantum cryptography timeline

Attackers collect Large quantum Time

the ancripted data cﬁmputeri are built

Store-Now-Decrypt-Later Attack Attacks against RSA and ECC

Planning transition Transition to PQC in crypto industry

Post Quantum Cryptography Standardization

2022 four algarithms August 13, 2024 MIST 2025 or later high-
were selected during published first PQC level PQ protocols
MISTs PQ algorithm standards are defined by MIST

competition

https://www.intel.com/content/www/us/en/developer/articles/technical/post-quantum-cryptography.html|
S
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* Quantum Computing Cybersecurity Preparedness ACT H.R. 7535
« 2022'A Of= SHOF 20| A X} £ OHOf| T ot M A A CHS= ?|5H & A =t
- SN AAEFC HE V= At & SR AF YO F e 24 metstil Of & QI
E2[3tstd X[E£H o 2 Zte[s{ofehs EA|

(a) Findings.--Conaress finds the fol lowing:
(1) Crvptography is essential for the national security of

the United States and the functioning of the economy of the {a) Inventory,—-
United States, (1) Establishment, «<MOTE: Deadline. Guidelines. == —-Mot
(21 The most widespread encryption protocols today rely on later than 180 davs after the date of enactment of this Act, the
rommitaticnal limite af claccei;cal commotare +0 Aecoida Mirortnr nf MR in ronrdinatinn with tho Hﬂfinn:‘“ I:'_'."tlEr
— [ >* e O T b~ . . —~ L il
SAERE 7|t G20l 50| Foget EEI|EE TSt migration St X|H HE [ [ <l
e ke A A r
- |FANE F oot HEY|E S5 +H £ a mininum—
x o . ©O A O S oy ment for each
- KM FIL A 2 M=2| OHA, X|Cjot XS5 2= ﬁt entony of
(43 The rapid progress of guantum compoting sugaests the LB LU technnlng$ i W g wals) a2 U 19
tantial f q . f the United States to steal vilnerable to decrvption by gquantum computers,
R E? !a or adversaries o = .nl = ? =5 10 stea prioritized using the criteria described in subparagraph
sensitive encrypted data today using classical computers, and (B):
wait until sufficiently powerful quantum swstems are available (B} <<NOTE: Criteria.>» criteria to allow agencies
to decrypt it to prioritize their inventory efforts: and

(C) a description of the information required to be
reported pursuant to subsection (b,

(&) ddditional content in guidance.—-In the guidance
established by paragraph (13, the Director of OMB shall include,
inaddition to the requirements described in that paragraph——

(4 a description of information technology to be
prioritized for migration to post-quantum cryptography.
and
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* NIST NCCoE (National Cybersecurity Center of Excellence)
e NIST AHSHY| A X| =l AFO|HEOF MBS A A

. AR A7 2H S o) Z5t7| SIo A BH0| D 483 IH5 3 ALO|H{Eet S
SHjgg 35oR He

Il

NATIONAL
ler « s CYBERSECURITY SECURITY GUIDANCE ~ OURAPPROACH  NEWS & INSIGHTS  GET INVOLVED
CENTER OF EXCELLENCE

Working Together for
Cybersec

At the NCCoE, we bring together exj
address the real-world needs of secu

Resilient Embedded
Systems Security

Frameworks
Application

Data Protection

Trusted Enterprise

* Mobile Driver's License (mDL) Secure Software Development

(DevSecOps)
5G

Healthcare Cybersecurity * Resources for Applying NIST

* Digital Identity Lab

nation’s critical infrastructure.
* Multifactor Authentication for

@ ACO Public Safety

* Genomics Privacy Enhancing

Frameworks

* Manufacturing Cybersecurity

Cyber Al Profile

Secure Al Dioptra Water Cybersecurity

Ransomware Profile

Data Classification Practices * Manufacturing Training

Technologies (PETs] * Transport Layer Security (TLS * Blockchain for Supply Chain * Transportation and Rail Profile
SUBSCRIBE TO UPDATES .
* Genomics Threat Model 1.3) Smart Inverters Semiconductor Profile
* Privacy Zero Trust Internet of Things (loT) * Positioning, Navigation, and

Timing (PNT) Profile

* Cryptographic Modernization Onboarding

Valldatlon Program ( CMVP,

——————

Genomics Profile

* Migration to Post-Quantum Natural Language Processing

Cryptography

A ————————— — —— -

Py ——
\
N -
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* NIST IR 8547 “Transition to Post-Quantum Cryptography Standards” (2024)

NIST Internal Report
NIST IR 8547 ipd

Transition to Post-Quantum

Cr

1.1. Scope and Purpose

Updating cryptographic technology has occurred many times at different scales, such as
increasing key sizes or phasing out insecure hash functions and block ciphers. While the
transition to PQC is unprecedented in scale, it benefits from a level of awareness and
understanding that previous cryptographic changes did not have. NIST recognizes the
complexity of migrating the vast array of systems that currently rely on public-key cryptography
and acknowledges that this transition will demand substantial effort across diverse applications
and infrastructures with specific requirements and constraints.

This report serves as the initial step in a broader strategy to manage and guide the transition to

' post-quantum cryptography. This transition will involve the adoption of new PQC algorithms as

well as the careful deprecation, controlled legacy use, and eventual removal of quantum-
vulnerable algorithms that are currently widespread in technological infrastructures. Public-
private engagement will be crucial on the path toward PQC. Additionally, this report continues
NIST's ongoing dialogue with industry, standards organizations, and relevant agencies to
develop a clear roadmap and realistic timeline for transitioning to PQC. NIST is committed to
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* NIST IR 8547 “Transition to Post-Quantum Cryptography Standards”
o A UE 2=l [eto| HAstBEES g & HoHE K HA|

—

- EOHEEE HE DEt0E M A

Table 1: Post-Quantum Security Categories

:::;t; Attack Type Example
1 Key search on a block cipher with a 128-bit key | AES-128
2 Collision search on a 256-bit hash function SHA-256
3 Key search on a block cipher with a 192-bit key | AES-192
4 Collision search on a 384-bit hash function SHA3-384
5 Key search on a block cipher with a 256-bit key | AES-256
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* NIST IR 8547 “Transition to Post-Quantum Cryptography Standards”

28 7|E¢nalE |3t o 2 ElE
112 Deprecated after 2030 MLDSA
ECDSA Disallowed after 2035 [FIPS 204]
[FIPS 186] Disallowed after 2035
=128 SLH-DSA
[FIPS 205]
EdDSA
>128 Disallowed after 2035
MR [FIPS 186] oo LMS,HSS
Deprecated after 2030 [SP800208]
112 Disallowed after 2035
RSA XMSS,XMSS MT
[FIPS 186] [SP800208]

>128 Disallowed after 2035
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* NIST SP 1800-30B : Approach, Architecture, and Security Characteristics of
Public Key Application Discovery Tools
o ZXSO0| XAl T A|AE LYo M LR} | 242 71 O{C| 0], o BA| A K| =X
S22 BX[5t0 MetA2l S 3 = AEE ol = UHES Aot
. B M
. A AA

. 4t mo| = atol
« DEAAHE (AT
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* NIST SP 1800-38C : Testing Draft Standards for Interoperability and Performance
- YALE Yae[E e 2t A AlE
+ 2t ZE{0| X[A| Pac M2 I8l FAIS 43 284 H|AE ot X ot
« PQC UM T F50[|L z2hd AT LA A
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* CISA (Cybersecurity & Infrastructure Security Agency)
- AU ERz 2o Mets Rl HI YA EAS = Xf ﬁl H 3= Automated
Cryptography Discovery and Inventory (ACDI) tool 7if'& Z
« CISA/NSA/NIST 2 2t & timeline M| A| (~2035E 2tF)

America’s Cyber Defense Agency search

NATIONAL COORDINATOR FOR CRITICAL INFRASTRUCTURE SECURITY AND RESILIENCE

Topics ¥ Spotlight Resources & Tools ¥ News & Events v Careers ¥ About ¥

Home | Resources&Tools |/ Resources [ Strategy for Migrating to Automated Post-Quantum Cryptography Discovery and Inventory Tools

PUBLICATION

Strategy for Migrating to Automated Post-Quantum
Cryptography Discovery and Inventory Tools
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 C-DOT (Center for Development of Telematics/2! &)
- Ats X 7|2 ME =2EHE £ (2025/02/27 H4=0tH)

Automated tool to discover Quantum-vulnerable Crypto Algorithms

1 |Problem Development of Automated Tool (combination of black box tester and
Statement security scanner agent on the target device itself) to scan target device for
discovery of generic security vulnerabilities and Quantum-vulnerable
cryptographic algorithms.

2 |Technology Area | Post Quantum Cryptography (PQC), Vulnerability Assessment

3 |Project With the advents of quantum computers, classical public-key cryptosystems
Introduction such as RSA, ECDH, and ECDSA shall no longer be secure as the underlying
mathematical hard problems shall be efficiently solved using Shor’s quantum
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 |IBM Quantum Safe
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18M Guardium

Quantum Safe - Summary

Edit filters

* |IBM Quantum Safe
. PQC YT 2 FBHS

Cipher suite strength

Crypto Agility

Cryptographic posture

Add card

Protocol versions Cryptographic libraries Endpoints

N

452,835 |

Instances

Cryptographic protocals

Policy compliance

p

Cryptographic inventory - Endpoints

Total rows: 84200

Scan ID d  Country

Host Port Protocol type
72.16.1 3: 44
72.16.1 3
172.16.104.32 3389 T
172.16.104.32 3389 TLS

m c
Protocol version Cipher suite name Cipher suite strength
E 2 1-SHA25¢ MEDIUM
p 12§ ) MEDIUM
| ES256-CCh {IGH
i 1 DHE-RSA-AES256-CCM HIGH
| ECDHE )8 ES2 aC 84 {IGH

R
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e A Toolchain for Assisting Migration of Software Executables Towards Post-
quantum Cryptography
* |EEE Access, 2024
- FXAFE 2E0 tSot7/| e H AL S &= 8| 7= #EHs =5
« QED (Quantum-vulnerable Executable Detection) toolchain Xi| 2F
* APl level Of| M H|Z XL = B K|
* Real-world dataset AF&

e 200 7H 9| software executables
o AlHN 240 A= 90% O| & 2| EtX| &
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e A Toolchain for Assisting Migration of Software Executables Towards Post-
quantum Cryptography
* Target
- 2|52 2N A
¢ C, C++ 2 M Xl software
* Linux executable, Linkable Format (ELF)
- A SHA 20| E 2| E Dynamic linking 2 2 AtE3SH= 2H4 8 18 (.s0)
« XA 2fojEe{g| FeiOo|L FH e = Aot HHIU2 Ne{dStX| Z (a)

* Implementation
* Python
* Pyelftools library 2 ELF It =2tO|
« QEDS| d2f == NetworkX Z}O|EE{2| AtE
. AL ZJY

4 — O

. FHHQILEO 9|2 S Ol 20| H2{R|S I E HEYE RYYSn AN E A
5 SXE 1TSS Sof 24
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e A Toolchain for Assisting Migration of Software Executables Towards Post-
quantum Cryptography
. 7 ey
e Phasel: L} =& F5H —'?'-5!
o AHMAUO| AHESH= 2= shared library EF A4

+ 0| & HIEXILHG = (Quantum Vulnerable, QV)E E &5t 2t0[ 222
(OpensSSL, wolfSSL, MbedTLS) 29!

* libcrypto.so

e Phase2:API T &AM
=]

. ge:xﬂ DEEE L

o HIZXLHEAZE ATE 2 =56HX| b= 82 M7 > false positive 22

APl Z=EALSHO] HIZ ALY S 2 & ALEStE APIALE O & =t

—

3 X—IX—I 7<X-| =S|

* Phase T8 =5

« Main &2 H HSXLLH A2 AP M| 2 E5Z 27 AKX EXYSt=X| 4
- AN =2E s 8S H2E YUS
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e A Toolchain for Assisting Migration of Software Executables Towards Post-
quantum Cryptography
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e A Toolchain for Assisting Migration of Software Executables Towards Post-
quantum Cryptography

* Example of report

YEV 1" [ "EV 2" | mEV_ 3" |
{ { !

"path": | "path": | "static-trace"™: |
"fusr/bin/sftp", "/usr/bin/nmap", [
"/fusr/lib/libcrypto.so.1.1" "fusr/lib/libssl.s0.1.1", "fusr/bin/nmap",

"fasr/lib/liberyvpto.so.1.1" "main"
] 1+ 1,
, 1|Q.v_ap-i ofs |
1 "DSA do =sign", *fusr/bin/nmap",
"path": | "DSA do verify®, "zub 3I£340"
"fusr/bin/dig", "EVP_PKEY_getl DSA",
"fusr/lib/libdns.so", C
"fusr/lib/liberypto.so.1.1" "BSA_wverify"
] ] "fusr/bin/nmap"™,
] b "S5L_CTXE _new"

fpath®: | *path": | "fusr/lib/libssl.s0.1.1",
"/usr/bin/nmap", "fusr/bin/curl™, "S5L_CTX new"
"fusr/likb/libssl.s0.1.1", "/usr/lib/libcurl .so.4", ]
"fusr/lib/liberypto.so.1.1" "fausr/1lib/liberypto.so.1.1"

] I

] "OWV_apis™: [ "fusr/lib/libssl.so.1.1",
.. "DH_get 0_key", "EVPE_PKEY_get(_RSA"
{ "DSA_get(_key", 1,

"path": | "D3A_get0_pgg", [

"fusr/bin/curl", "EVP_PKEY_get(0_DH", "fusr/lik/libecrypto.sc.1.1",

"fusr/lib/libcurl.sc.4", e
"fusr/lib/liberypto.so.1.1" "RSA_getQ_key"

"EVP_PEEY_get(_RSA"
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e A Toolchain for Assisting Migration of Software Executables Towards Post-
quantum Cryptography

. MY D

* Synthetic Dataset (4071 Lt )

* Direct Dependency Set

2y 2r0| = 2{ 2| OfCt 571 2| Off M| =2 1 &Y
ZZ20H250F 2r0[ 222 APIE

* Indirect Dependency Set

=t shared library 435

OpenSSLv1.1.1 OpenSSLv3.3.1, MbedTLS v2.28.9, wolfSSIv5.7.2
SHA-512, AES-256 (Non QV), DH, RSA, ECDSA (QV)

YNPS|
Al

Xl
2

o
= <
H=2E

o AFE St =S 27

. ALY 2 Of wrapper 2t0|EB|2|E &2 = 23
QED’s Phases (—) P1 P1+P2 P1 +P2 +P3
Synthetic Dataset () || TP/FEN(TPR) TN/FP(TNR) | TP/FN(TPR) TN/FP(TNR) | TP/FN (TPR) TN/FP (TNR)
Direct Dependency 12/0 (100%) 0/8 (0%) [2/0 (100%) 8/0 (100%) [2/0 (100%) 8/0 (100%)
Indirect Dependency 12/0 (100%) 0/8 (0%) 12/0 (100%) O/8 (0%) 12/0 (100%) 8/0 (100%)
" Total | 24/0 (100%) 0/16 (0%) | 24/0 (100%) 8/8 (50%) | 24/0 (100%) 16/0 (100%)
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e A Toolchain for Assisting Migration of Software Executables Towards Post-
quantum Cryptography
. My A
* Real-World Dataset (2267} & o} &)

 Coreutils, UnixBench, curl/ssh & HIEQ A =7, TPm E7 =3
. BREAMAIZ 4%/ AUTY

* Dataset
* Coreutils, UnixBench
. BN T2 10| ofd
o M| B 2 non-QVE ZF | 0{OF T
* Network

* Curl, ssh, sftp, sshd, telnet, tracepath, wget, ping, scp
o 7ZZ1ZWO| OpensL| vill. AtE

Phases (—) P1 P1 +P2 P1+P2 +P3

Set (1) TP/FN (TPR) TN/FP (TNR) | TP/FN (TPR) TN/FP(TNR) | TP/FN (TPR) TN/FP (TNR)
Coreutils 0/0 (100%) 109/0 (100%) n/a n/a n/a n/a
UnixBench 0/0 (100%) 18/0 (100%) n/a n/a n/a n/a
Network 7/0 (100%) 412 (67%) 7/0 (100%) 6/0 (100%) 6/1 (86%) 6/0 (100%)
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suhrikim@ex-desk:~/geds 1s
dataset-make.s mbedtls-install.sh _ pycache  test.txt

datasets openssl-install.sh ged.py tpm-install.sh

FileDepend ' '
dataset-install.sh install.sh
suhrikim@ex-desk:~/qeds |

#openssl_APIs = list dynsym("/usrflib/x86 e4-linux-gnu/libcrypto.so.l.1", openss
opensslll APIs = ['DH_security bits", 'i2d RSAPublicKey', 'PEM_read_RSAPublickey
'"EC_KEY_OpenssL', "RSa_primt', °"RSA_padding_check_PKCS1_OAEP_mof

'DH_getd g', 'DHparams_print_fp°, "d2i_RSAPublickey', 'DH_get@ p

%l_xl g_ API %E EI'OI EE-'I E-I HE:l xo-lg-l :ECTPCI”TTCDF}I 'y 'IfE_PDIr-JT_I-'r*n?E '_: 'izd?%Sr‘-.lf'r*i-.-a'tlek:E'_-:-" s EC_KEY M
B 54 padding add PKCS1_PsSs', 'Dsaparams_print fp', 'OH_check_par

'DH_compute_key padded', 'DH_get default method®, "d2i EC PUBKEY
'DHparams_print®, "PKCS7_RECIP_INFO getd@ alg', "EC_KEY getd priv
'RSA_size', "RSA X931 generate_key _ex', "PEM_read DA PUBKEY', I
'PEM_read bio DHparams', 'RSA meth_set sign', "EC_POINT oct2poin
'RSA_gete multi prime crt params®, "RSA_meth_get wverify', "RSA_E
'‘DH_get_ 2845 224", "DH_meth_new', "EVP_PKEY_getl RSA', 'DSA_new'
"EC_KEY wp ref", "dzi ECParameters®, 'DH_get 2848 256', "RSA_met
'"PEM_read_bio DSaparams', 'RSA_padding check ¥931°, 'ECDSA sign_
'DH_set_flags", "DH_generate key", "EN_RECP (T set', 'd2i DSA_S
'PEM_read ECPKParameters', 'd2i_RSA PUBEEY', 'DSA_meth_pet mod_e
"EC_KEY_privzbuf®, 'DsA_meth_get finish', "EC_GFp_simple_method®

LRI T TR P ISP [ [ Ey— L T | W T TR e I T - i
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uhrlklmﬁe- de k:~/qeds 1'

mbedtls-install.sh _ pycache  test.ixt

BdhEHﬂdl_ openssl-install.sh qged.py _ tpm-install.sh

crypto_desc.py FllEDEPEﬂdEH[“HHdl“ 15.py  out-rw
dataset-install.sh install.sh
suhrikim@ex-desk:~/qeds |

out-syn

generate ec_key( *out) {
EC_KEY *ec_key = ;
EC_POINT *pub ke~ =
*pub_key hex = ;
key size:

E_"A E.Q. E"OI E_I M| AH g 7}% ec_key = EC_KEY_new_by_curve_name(NID_XS_62_prime256vl);

if (ec_key = |
fprintf{out, );
ERR print_errors_fplout):

if (EC_KEY generate key(ec_key) !=
fprintflout,

ERR print_errors_fplout);
EC_KEY freel{ec key);
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SA_generate
"RSA_getl_ Crtjdrd [
"RSA_getd_ Tdctnr:", "elf": "./datasets/
"RSA_getd_key" "shortest path":
"RSA_get_ default _method"”, 2
"RSA_get_ex_data"”
"RSA_meth_dup”,
"RSA meth_setl name",
"RSA meth_set priv dec”,
"RSA meth_set priv _enc", [
"RSA _new", malfr. .
"RSA public decrypt", "shortest path
"RSA setd _crt_params”, ", /datas
" B factors”, !

_key",

ex_data",

t_method”,

s/real-world/networ
6 64-1inux-gnu/libcry

[ t}"pE‘“ : [ 1E'Ef "
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« Example : SHA| &= ALE B &

suhrikim@ex-desk:~/qed/fibsout$ cat api.txt
"metadata”: {
"num_apps_before": 5,
"num_total _before": 6,
"num_apps_after": 0,
"num_total after”: 1

"elf": "/lib/x86 64-linux-gnu/libcrypto.so.1.1"
"api”: [,

"path": [
"/11b/x86 64-1inux-gnu/libcrypto.so.1.1"

]

m .t,:'l.pE.II : 1 rl] I].t L1}
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. MY AT}
e OpenSSLAIESt=E 8% =2 =2 B
o KM FRStALE X|HE AP O|2|2| API AHESH= B2 BX| O3 =
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