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NIST

National Institute of
Standards and Technology
® U.S. Department of Commerce

<The Time Window for Upgrading Cryptographic Infrastructure>

Remaining transition period: 7-9 years
®

NIST launched NIST PQC standard

NIST PQC standard

Public key PQC Competition defined implemented
Cryptography |_|_|
Development?!

2020 2022 2024 2

Quantum
Computing
Development

& &
2016 I

Google declares
“quantum supremacy”

QC breaks RSA-2048
Aggressive view

QC breaks RSA-2048
Conservative view

Encryption relying on current public key cryptography
susceptible to “store now, break later” attacks

- Public Key Crypto? vulnerable to QC

- Public Key Crypto augmented with PQC

<Sources: NIST PQC timeline, BCG analysis>

<2022>

- T BT LS 4T EH

v Public-Key Encryption / Key Encapsulation
Mechanism 1& (CRYSTALS-KYBER)

v' Digital Signature 3% (CRYSTALS-Dilithium,
FALCON, SPHINCS+)

<2025>

« FILKEM €22|F 15 M7

v Public-Key Encryption / Key Encapsulation

Mechanism 1& (HQQC)

€ suoxem



[ PQCS X|&5t= = 2l0|EE{2]
« quantum-safe cryptographic algorithm= supportot= libogs project
« OpenSSL1.1.1 & BoringSSLE| fork0i| integration

- TLS protocol LHOA{ 2| prototype post-quantum key exchange, authentication, 3 ciphersuites X| &

- O{E2AHO|M S Tt CHES programming language wrapper API&= X|-¥: C++, Python, Go, Rust

Ur‘b. . ﬂ ﬂ
- A hted VPN

OpenSSL 3 L SDKs
Provider e ;"ﬂff‘li Java,

libssh forks
S/MIME, TLS 1.3, X.509 Python, Rust

key exchange / KEMs signatures

lattice-
based

hash-based
/ symmetric

code-based

* OPEN QUANTUM SAFE, 0OQS, 2023. 11
£ ) aoixiTiern
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[PQC 7|t =23l =2 E

« PQC 7|8t TLS: Al TLS 1.3

benchmarking ¥ XX 3E ot @77t o E”E, &

S Al KEM % DSAE PQC 7|EtS

2 NS
s NS 9l

- E.g., KEM: ECDH/DH (legacy) = Kyber-crystal (PQC)
- E.g., DSA: ECDSA/RSA (legacy) = Kyber-Dilithium/Falcon (PQC)

Table 2: Time, Power and Energy consumption of Traditional and PQ TLS 1.3 Handshake.

Time (ms) Power (mW) Energy (m])
Notation Client (mut) Server (mut) Client (uni) | Client (mut) Server (mut) Client (uni) | Client (mut) Server (mut) Clieni (uni)
Dil1+Kyb1 96.318 91.062 69.639 155.800 161.300 176.300 15.006 14.688 12.277
Falc1+Kyb1 288.305 285.951 44.548 139.500 136.800 165.500 40.219 39.118 7.373
Dil3+Kyb3 157.126 153.492 98.481 161.600 164.200 178.400 25.392 25.203 17.569
Falc5+Kyb3 594.495 589.058 66.254 137.100 133.900 168.900 81.505 78.875 11.190
Dil3+Kyb5 165.590 152.537 105.865 161.200 162.900 180.100 26.693 24.848 19.066
Falc5+Kyb5 601.827 592.302 73.967 138.000 133.700 172.500 83.052 79.191 12.759
Sphis+Kyb1 66977.000 66 776.000 911.000 175.700 175.500 163.400 11767.859 11719.188 148.857
Dil2+Bikel 878.818 143.28 768.000 154.200 160.900 175.200 135.514 23.054 134.554
Dil2+Hgcl 198.603 145.989 183.622 156.000 158.800 174.800 30.982 23.183 32.097
Dil2+FrodolAES - - 936.294 - - 180.400 - — 168.907
Dil2+Frodo1SHAKE - - 1252.250 - - 199.700 - — 250.074
RSA+ECDHE 540.220 538.158 77.237 144.500 150.400 168.200 78.062 80.939 12.991
ECDSA+ECDHE 109.171 106.927 102.109 167.100 175.500 181.500 18.242 18.766 18.533

*Tasopoulos, George, et al. "Energy consumption evaluation of post-quantum TLS 1.3 for resource-constrained embedded devices.”

Proceedings of the 20th ACM International Conference on Computing Frontiers. 2023.
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[PQC 7|2 &=

=35k

o

JER2EE SiE]
« TLS 1.3 2|0 = WireGuard, IPSec, DNSSECO|| PQCE HE35HLt PQC+B|HA| MARAHES Z

O|§A‘| |:|o:| HiAl =

o 71 O

Of M2t AS

2850 Ar8ot=

D2ES ALg S %45 A7 T4 PQC AHS iE ¢n2|E
IPSec OSI 3 layer 7| E?E?f%%;f}_(ggg ¥ Kyber, NTRU, Saber [1] Elli_ls/,E((Z:Eal_éh:SZlg
DNSSEC OSI 7 layer HXIME (DSA) FALCOSNISHDI:thHlU[Q/]'Z'AES’ ECDSA, RSA
WireGuard o-srrgr:(ji[;%er 7! E?j?%%*§;}_(gsl<§; * Classic McEliece, Saber [3] E;;fﬁ:;;%éﬁ;?o?

[1]1 BAE, Seungyeon, et al. A performance evaluation of ipsec with post-quantum cryptography. In: International Conference on Information Security and
Cryptology. Cham: Springer Nature Switzerland, 2022. p. 249-266.
[2] PAN, Syed W. Shah, et al. Double-Signed Fragmented DNSSEC for Countering Quantum Threat. arXiv preprint arXiv:2411.07535, 2024.
[3] HULSING, Andreas, et al. Post-quantum wireguard. In: 2021 IEEE Symposium on Security and Privacy (SP). IEEE, 2021. p. 304-321.
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[ PQC 7|%t TLS connection: end-to-end workflow ]

X. 509 Root

Certlflcate

DNS Servers Certificate chain
XX XN
XN [ oo ] Trust chain validation with
D ST Protocol (L7) quantum-resistant signature X.509 ICA @

Certificate
DNS resolution to DMNSSEC signed
I — .
DNSSEC protected A zones using ML-DSA
pgc-secure.com e

ML-DSA

X.509TLSEnd

ML-DSA Entity Certificate
Root CA, self-signing and
Server signing the ICA certificate
Client E ._l using ML-DSA

v Apache web
Chromium Web Browser ML-KEM server hosting

T ,_’ pgc-secure.com
.1 _ Issuing CA signing End Entity
L(/\\_. certificate using ML-DSA
Cr tographic API
TLS 1.3 connection with ‘_I l L. yp g p

ML-KEM encryption

ML-DSA

Internet

OpenSSL library
Protocol (L4) used by Apache assured HSM

PKCS#11 APl to

Cryptographic Library  accesstsm HSM

FIPS 140-3 level 3

HW appliance

€ suoxem

*Appviewx, https://www.appviewx.com/blogs/practical-advice-for-pqc-migration-for-tls-1-3/
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[ BSI Definition ]

« A cryptosystem is considered crypto-agile if its components, for example cryptographic algorithms, key
lengths, key generation schemes or technical implementation, can be replaced by other components
without having to make significant changes to the rest of the overall system

v’ Real-time/Deployment £7E 0| M| 112f AFatO| ot X| QI “H2|

v Algorithm/Protocol-centric agilityOfl 7t7H2 7HE

[ NIST Definition ]

« The ability 1) for machines to select their security algorithms in real time and based on their combined
security functions; 2) to add new cryptographic features or algorithms to existing hardware or software,
resulting in new, stronger security features; 3) to easily retire cryptographic systems that have become either
vulnerable or obsolete.

v Runtime adoption/Deployment Z42| H9|

v’ Platform Operator/Developer-centric agility®ll Zt7t&




BSI

NIST

=/ S8

2I/HHE S8

CH At T2EZ2, AAE, HE A MIZ (Product)0ll &=
PINES| 2E AWMLY 2D2els A 2014 BHEZ £ 212|lS SU0IE Jisd
== SAHotd BE=aot= O € X M& WAl 80| KAl Jis

[ Protocol(Algorithm)-centric agility ]
- Cryptographic primitive 3! O|& 7|8to 2 3t
~friendlyStAH| &4

- N Eo|d0f B (22 =H Al CHAl)

% n2|F0| YUY Y

« Functional consistency vs. Interoperability

'Io"_:|x|.| (I):II-§ I:I|*-Ikl 7HL=IO| Io-IQIE

| M
—t

notion ™do|9| R &

[ Developer(Operator)-centric agility ]

- Candidate cryptographic primitives & A|AH O]
StA & 7tsotes 24
=2-&d(interoperability) 0| &

» Functional consistency vs. Interoperability

Uz UG AL2HS Foigo A
‘d U design spaceZl =Y
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A3 DI A|AHL: Design goal

<Primary Goal>

0o

11

« Security, Policy-awareness: 2242 EEHOF & (e.g, £ L= primitive?t compromised=|= 24 818)
T

« Heterogeneity, interoperability: 0| Z2| &= primitive=

But also need to provide

»  Backward-compatibility: 2| Al ZE2EEZ/L0e[F 78] 2t0|E8{2|/HZ2[AH 0|0 =& Si0| H& 7Is5HoF &

- Effectiveness, performance: 8 282 E&06l0f &

- Extendibility, flexibility, upgradeability: 2= T2 EZ/2

125 F/otAL A, = 7hsoiofF &
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A4S TIEME AAHE: Design goal

A2 0FHE S 2t T2 57d: Security, Policy-awareness ]

HFAH =

« Option1: Security problem Z™ Al crypto-primitiveE H W KX|St=F A (BSI definition)
« A= scheme WM R 7| dd, 8= 7|2 ciphertext H%t
* Key bootstrapping & handshake dI8= DO|2|StX| S22 QIS consistency SHO| A2 X[AH AlZt
« Option2: Security problem 2’ Al alternativeE & automaticStA MEHSIEE HM J[HIO 2 HH (NIST definition)

« Handshake A| ¥EHHO|AM ALE 7HS 8 primitiveOf| CHH O] 2| setup2 operational consistency &-d

- X|EHAHQl storage space AHE A metadata #2| S22 2Bt runtime overhead

| TLS (legacy)

Hybrid PQ-TLS
Client Server

Revoke TLS channel - Hybrid PQ-TLS handshake & Session establishment
or
TLS/Hybrid PQ-TLS handshake & maintain sessions - Revoke TLS channel

premaster secret = ECDHE_KEY
seed = "master secret"

|| C€ClientHello.random
|| ServerHellec.random

master secret = HMAC (premaster_ secret, seed)

premaster_ secret = ECDHE_KEY || PQ KEY

seed = “hybrid master secret"”
|| ClientHello.random
| | ServerHello.random
| | ClientKeyExchange

master secret = HMAC (premaster secret, seed)




%45 DM A|AHL: Design goal

Heterogeneity, interoperability: 0|5 2| crypto primitives

Application

Crypto Consumer/Caller

Crypto Library

13

= A &otl, 4228 7rsolofet

o o
Backward-compatibility: ZIAHAl Z2EZ/YT2|F 7|29 2t0|E2{2|/0{E2|AH 0| M0 =F 10| Mg 7tslof

oo

Application

Crypto Consumer/Caller

Crypto Provider

Crypto Crypto
Library A Library B

* System Requirement 1: ®{Z2[A|0| 1} 5 2= 20[2 22| ¢Fo] &9 MA
» System Requirement 2: Crypto-agnosticet O] Z2|A|0[d 1} &f= 2% 7t genericet QIH 0| (API)

» System Requirement 3: ¥1E|E/ZE2EEE F=T0AQ 1

M E= gz 20|22 a2 uHME 7ot B3t
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USNHEE st T2 £/d: Effectiveness, performance ]

o ol ol = ~ KEM NIST Size (byte)
Challenge 1: PQC 7| & M3, 215 AO[= Level | public key | private key | ciphertext
« PQC 7| AfO|=2| A2, conventional cryptographic ECDH-P256 0 32 32 32
| thm CHe| = DH-2048 0 256 256 256
algorithm = (25x ~ 49x) KYBER512 1 800 1,632 768
 Ciphertext AFO|=9| 27| EESH H|X5HA 57t KYBER768 3 1,184 2,400 1,088
. Slgnatureol —?—E 10x ~71x 5-7|7|' |"C'é, KYBER1024 5 1,568 3,168 1,568
NIST Size (byte)
DSA - - -
Level | public key | private key | signature
Challenge 2: Z2EZ HM|X| AtO|=2| Z7} ECDSA-P256 0 32 32 64
PQC 7|8t Ot& 3t T2 EZ0A{Q] DM X| AFO|X tE3t RSA-2048 0 259 256 256
d el P . _|_CL
Q DILITHIUM2 2 1,312 2,528 2,420
dramaticotA 57t (17x ~ 67x) DILITHIUM3 3 1,952 4,000 3,293
Algorithm Size || Algorithm Size DILITHIUMS > 2,592 4,864 4,595
ECDH+ECDSA(P-256) 224 || DH+RSA (2048) 1,280 FALCON512 1 897 1,281 666
KYBER512+DILITHIUM2 | 7,720 || KYBER512+FALCON512 | 3,797 FALCON1024 | 5 1,793 2,305 1,280
KYBER768+DILITHIUM3 10,810 || KYBER1024+FALCON1024 | 7,489
KYBER1024+DILITHIUM5 | 14,918 *KIM, Jane, et al. ExpressPQDelivery: Toward Efficient and Immediately Deployable Post-Quantum Key

Delivery for Web-of-Things. In: Proceedings of the ACM on Web Conference 2025. 2025. p. 2969-2980.

€ suoxem
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HdE2 I8t £ £/d: Effectiveness, performance ]

Challenge 3: M@ U QIZ A ALO|= BIIZ QI8 T2 EF Window AFO|=ECLCE 74X fragmentationO| Y Of &
= (e.g., PQC-TLS handshake)

« Handshake time0f] ¥&S & £+ U2

« O|Z MY} Z2 hybrid approach A&

0.1}

Handshake Duration (sec)
=]
&

TLS13

o] = --- control (10MSS)
- I ~kyb512-sph128

s Po —O—kyb768-dil4

N BN g hrss-sph192

-,‘
.,

10420 30 40 50 60 70 80 90 100110

TCP Initial Window (Segments)

IHH O A maximum message AFO| =& ==

1} (e.g., DNSSECQ)

Table 1: Total Number of Fragments with Various Combinations of Double-Signatures

Digital Signature Fragments in Respons to QTYPE A | Fragments in Respons to QTYPE DNSKEY
FALCON 2 3

FALCON+ECDSA 3 1

FALCOMN+HESA 3 1

DILITHIUM 7 7

DILITHIUM+ECDSA 8 &

DILITHIUM+RESA & &

SPHINCS 23 15
DILITHIUM+ECDSA 23 15

DILITHIUM+RESA 23 15




Systematic Indicators for crypto agility
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IHEE /st 2 £/d: Effectiveness, performance ]
TIHE AAHO 2280 H5 BEE > Y AHA| 2 Z A2 ME2 crypto constraintE= SAl|ot= 40| He

« Synchronization between constraints is important

« Legacy system constraints (e.g., fixed key sizes, formats)
« New crypto constraints (e.g., larger PQC keys)
- leads to overly narrow key slots blocking PQC adoption

256-bit Key Slot

(AEEEEEEEEEEEEEEEEEEEEEEEEEEEEE]
32 Bytes (256 bits)

Hold RSA/ECC keys, but
- Cannot hold ML-KEM(512 bits for seed)
or SLH-DSA (768 bits)

security vs. performance trade-off7} X o= &d: R FX7 Z[40k0
CHENoZ 3% + UAE M Juto 2|7t ER
(e.g., TLS ciphersuite, X509 certificateO| A 2|71 A| KEM/DSAL PQC 7|HtES hybridStA| ArE)

Recommendation and demand of enterprises: NIST should offer clear guidance on safe configurations

o| 7|&=Z X|7|&= MO|M security-level=
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T8 M2k gl @ JALSE: Overview

[ Cryptographic Hierarchy ]

« From HW-based root key to applications

» Cryptographic primitive: most basic mathematical operations, Cryptographic Hierarchy

foundation layer (e.g., hash function, symmetric/asymmetric cipher) Crypto-related
* Cryptographic schemes: how to use primitives to perform a procedures (manual)
i i i interface KEM-based
cryptographic task (e.g., signature, encryption, KEM) Legacy TLS t . | AT
« Cryptographic protocols: multi-step processes between parties to Cryptograp“ Ic protoco ('IYLS v1.3)
achieve secure communication, authentication, or digital identity S e e = -
/ interface \
ECDSA ! Cryptographic scheme | | Kyber
> These layers would be candidates for implementing and supporting | f 1
crypto-agility in a modular manner ECC primitive : Cryptographic primitive : Lattice math
| A 1
1 state !
N |t /S !
.ps g |
: Certificate |
L Cryptographic key ,'

*https://csrc.nist.gov/events/2025/crypto-agility-workshop

€ suoxem
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+ol MeF 8l 9 1 ALS: Common

[ Application-centric interface ]

Recommendation1: Separate app logic from the crypto layer
«  HSM< application-centric interface® 2F 2 L Ed}jof &t
« Low-level implementation detailO|L} complexity of crypto
operationsO Ciot £& 52 abstract away
« Cryptographic hierarchy W 578 layer?} modularstA| -2,

MiddlewareZt event 24l A| &2 WX

> Enables agility by allowing cryptographic primitives to
evolve (e.g. RSA > PQC) without rewriting application code

[
1 Cryptographic scheme )

-{ Cryptographic primitive }

Middleware | Interface |

’i Cryptographic protocol )- t

’ I Cryptographic key object

Application |

\

No crypto
dependencies in

this

area

S W W W W — e w— w— w—w— w— w—— —

T o e e ——— — — — -



[ Centralized Policy Control ]

x| 2k

- —1

78

Recommandation2: Introducing a centralized a policy-driven crypto layer (crypto provider)

H 2FAtg: Common

19

« OIS 2[A0]4 1t crypto logics ZE|oH7| oAM= &4 =0 tiet HES 22|ots S 2780tE layerZt 2R

« Crypto provider/administrator2t= middleware

. Centraltt Y3} A MYS S5 FTHRLE

= E

=
&

« Aligned with the application-centric interface

o
— ] A
25 o > ZE 73 ¢

<VMWare At2| Crypto agility framework design>

Application

Crypto Consumer/Caller

Crypto Library

Figure 1: (a) Conventional crypto library usage. (b) Application-

independent Crypto Provider framework.

Crypto
Library A

Application

Crypto Consumer/Caller

Crypto Provider

Crypto
Library B

~ Crypto Provider
=i
1
£
[ [T}
L ‘-I E
0] SIS
S N by O
Tl c
I~ N S
T T
[
& S
Application (@ - '
5 _I
(9]
E Configuration
% Instructions
&}

Management Interface

S|, configuration(?| Z£0|, Z2E= HT 5) X A S &2

Of 22 &= 2t0|E3{2| uK 7t=

Crypto

~ou B
I Policy

Config

[ SecOps-admin

System Services Interface

Interpreter
Crypto Lib A

Interpreter
Crypto Lib B

Interpreter
Crypto Lib C

]

Figure 2: Generic Cryptographic Provider Functional Diagram

* ELCA: Introducing Enterprise-level Cryptographic Agility for a Post-Quantum Era, VMWare

Monitoring

J




ol M2F Ol g A AFS: Common

[ Key-centric design ]

« Recommendation3: Use a key-centric abstraction model
+ Key object?} Tt#=3| raw key material 2t B= Z0| OFl, algorithm, parameter, constraintdl 22 metadatag =&
> Treat it as a first-class object: “Each key should fully define how it behaves”
« Key objectE "self-descriptive"StH H|&tS 2 M, crypto provider?t XIS 2 /S B &2 configure & switch,
Ol Z2[AH 0| 22 L 578 &= G12[50 gt 50| AEt® > making PQC upgrades seamless

«  HW (HSM), cryptographic API (PKCS #11), cryptographic library (libogs) 25 key-centric abstractionOf aware

N
N

S cat pubkey.json| Key metadata as JSON \\
] N
"primaryKeyId": 415969939, CEAMSOhIA4C

q Encryption 2dsZWFwaxM
"keyData": { ~ uyY29tL2dvb

A Y

= nu

N

"typeUrl": N
"type.googleapis.com/google.crypto.tink.EciesAeadHkdfPublicKey", i AN Storage
"value": "...smip...",
"keyMaterialType": "ASYMMETRIC_PUBLIC"
}, .
" Ms M n '
..i;j}:;ﬁ. '41522?&53 ’ - “ Public Key Private;\—@
"outputPrefixType": "TINK" Phd
} e.g., Google s Tink Ilbrary z’ Secret Manager
|
} - Bundling algorithm mfgr«rﬁatmn inside each key

€ suoxem
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M=F ol @ JAFSH: HW-vendor &HE

[ Current root-of-trust: HSM (Hardware Security Module ]

CtFSt Key Management Services (KMS)&

2|3t de facto Root of trust

21

FIPS 140-2 Level3 O| &= security regulations &3, physical security X[ & (e.g., tamper-evident & tamper-resistant)

"HSM is a cryptographic black box around crypto algorithm implementations”

-===- Physical separation ==~

Request
cryptographic operations
1( )
< ; :1sm
Response 1100001

Client

(e.g., Digital signature)

-—-Y

,___l

Physical separation required 1
(U S. and Canadian security standard) |
=)

@ Master keys

v

----------------------

[ S ————

Physical attackswlﬁ H5M

49% of companies use HSMs

Rating of the importance of
HSMs to key management

2019 60%
2020 64%

2021
Anticipated in 2022 [ 77% |

*2021 Global Encryption Trends Study, ENTRUST
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T3 FHek 9 2 AL HW-vendor #7H

[ Current root-of-trust: HSM (Hardware Security Module ]

C S cryptographic functions (e.g., key generation, signing) X 2tMot 7| 22| & x| &

"HSM is a cryptographic black box". Ct2t, HSM event0j Ci®t ZHALE 2|3t logging system2 X| &

Non-security relevant functions outside (e.g., middleware)

PKCS #11 API call
(e.g., GenerateKey)

&  Generated key
3\ (Non-extractable)

_______________ Integrity of log is verifiable

| GenerateKey ! using chain of HMAC e
I — :— &
' (handle=1) | S

__[AMACT . HSM logs HSM appliance

L

\_-————-————-———_—

Standard interface(e.g., PKCS #11 API — cryptographic token interface)& open, APIE &3l O{Z2|#H 0[M0| request
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23

78

[ Current root-of-trust: HSM (Hardware Security Module ]

- —1

« Agility-related features of HSM
« Cryptographic APIE open, SDKE &%t programmability
« FPGAE &%t extensible firmware

«  Multi-tenancy= X| & (for isolating security risks)

Cryptographic
random bit
generator

= [ Hardware Security Module (HSM)
Verified . :
implementation I Crypto Key RNG

: | engines management

Hardware i g Firmware/ unit

acceleration

! - FPGA/ }
I HW

Standard l\

interfaces \

N e e e e e ] e

*https://csrc.nist.gov/events/2025/crypto-agility-workshop

Tamper
Resistant
Boundary

Key never
leaves the
HSM...

Reliable key
lifecycle
management
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T8 M2 5 93 AE: HW-vendor 2+

[ HW requirements for crypto agility ]

« HSM L{ eFPGA Tile(Reconfigurable Fabric)df 22 {8 7SSt d12[EF=2 1L = U= RS SIEHOE =&
« Secure controller (CPU A E A|AH] Promising option: RISC-V2} Z2 Open ISAE 0| &)
- &3 PQC2 legacy primitiveE 25 X|@St= ISAE RISC-VE +%

E RZE2E: M8 2ZH0|M HEZ 2 Al B0 RAMO| ZE HX| H, F2d HA

* Required operational HW primitives: X| 48 2 215 (attestation), =t 24, Secure boot

-
e 4

Security & Manageability
Config Bank 1 Single-Core Processor
CPU Sub-system

Config Bank 2

Config Bank 3

Reconfigurable Config Bank 4

Cryptographic
Algorithm #1 Config Bank 5

64-bit RISC-V Core

Config Bank 6 10 Bridge

Reconfigurable Config Bank 7 Crypto Sub-system
Cryptographic

Algorithm #2
Config Bank 8

Css ]
Reconfigurable Fabric -

*https://csrc.nist.gov/events/2025/crypto-agility-workshop

€ suoxem
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7o H2F Sl 2 FALE: SW-vendor 7

[ API Design ]

o=z ctojEeiz|e] X WM S le AT ojA EA 3 Foo] e
- 53 g2t 20/ 2[0f CHe 9 S2[AH 0| FHd2 X vt ER
API should be high-level and explicit
+  "How you do"0| Ot “What you do"E abstractst?| @It API A7t 22
« “encrypt,” “sign,” “verify"2} Z0| generic®t method YE|E APIZ expose
« hiding the implementation details (e.g., RSA vs. module-lattice-based KEM)

- Allows the underlying cryptographic algorithms to change without affecting the interface exposed to developers
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7o Mek gl 9 AL SW-vendor 2

[ API Design ]

» Potential baseline for agility-aware API design: Sandwich API

- &8¢ cryptographic agilityE T+215t7| ?[ot LE 24 T2 HE

« 1ibOQS, OpenSSL, BoringSSL X| &l
G ® e Go

Misuse prevention CiC++ RUST PYTHON Go

Simpla AP

Minirnal everhead

e.g., keygen()

Default: Use TLS 1.2 ECDHE-RSA-AES256, OpenSSL

If key leaked: conriunation. I EUNIRPIN
Change suite to TLS 1.3 RLWE-BCNS15- ECDHE-
RSA-AES256 T

SANDWICH BACKEND @
Link to & cryptography library at compile-time
Suppart libogs on top of OpenSSL and BoringSSL _“50@5

Easy te extend for other libraries AMOTHER POPULAR

OPENSSL BORINGSSL

CRYPTO LIBRARY

& rork ) auanTum-sare () cLassicaL

€ suoxem
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[ Policy-centric Software-Defined Cryptography]

« DevSecOps with crypto-agility [Samsung SDS, 2025 NIST crypto-agility workshop]
« crypto admins: centrally define cryptographic policies and write them as code (Policy-as-Code, PaC)
« Embedded PaC into infrastructure as code (laC) during the build process

« Integrate it with CI/CD pipeline

WAS Server Web Server Load Balancer Web Browser
S‘rorag 4 ) ¥
OPS (DB/F'Ie) o Launch a new WAS (PQC) e Launch a new Web (PQC) o Update Configuration |:| D
; ! (Old & New) I
Terminate an old WAS o Terminate ab old Web ; User
Operational (non-PQC) (non-PQC) 1
Environment e L O L L L ELETED ‘ _____________________:
SEC e
Development Ty : ' ]
Envir'or?:enf — | i E
Source Code : i :
Reposnory : ' ]
Developer > Bui PaC Code
—-__h\ . uild Server
IaC C_
Code | Infraas Code - Static Analysis _ Crypto
» Repository - Launch IaC Code - Crypto policy for WAS Admin
Operator 7/ - Crypto policy for Web

*https://csrc.nist.gov/events/2025/crypto-agility-workshop
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[ Policy-centric Software-Defined Cryptography]

» DevSecOps with crypto-agility

« Aligned with the concept of policy-driven configurations and centralized policy control

@ The Rego Playground  examples -

0 N O U B WN R

I
U s WNR e WO

package s3encryption
import rego.vl

default allow := false

allow if {
some i
bucket := input.buckets[i]
bucket.encryption.enabled
bucket.encryption.algorithm == "AES-256"
}

*https://play.openpolicyagent.org/, OPA

Options ~ ® Evaluate

1v {

2 v "buckets": [

3y {

4 "name": "bucketl",

5+ "encryption": { ) .

6 "enabled": true, Ma.klng algorlthms
7 "algorithm": "AES-256" “ SWItChabIe to a Pac_
8 } . . .

’ ; based primitive by
0 ] “« .y
1} crypto admins

DATA
OUTPUT

Found 1 result in 102pus.
1 {
2 "allow": true
3 }

€ suoxem
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. Crypto agilityE X| 2ot A|AEC| HAHOl 2 AL

22 primitive Zt switchE {8t centralized & policy-driven configuration
Foundation(FPGA/RISC-V: O|& 2| crypto primitiveE X|&) — Intermediate(Middleware: Engine ZF ulA|) —
Top(Library: Exposing APNZ 74, Z&3} = HEZ application logicl} &2

Key-centric design: Key22E €12[F, 0i2l0|H 55 EZ& ot meta-datas LH5tL O|F WA

£ Sl= data structurel| A4 % O|0f CHot 22| AHL|FO0| 2R

Mot

U

« AXY crypto-providerO| SiEE|= Intermediate layer& €A PoC HENE Foigh A Q70| CHBt

H.

=
design space’| crypto-agility system 220 A0 7t2t unclear?t £&: Research opportunities!

How to abstract the policy and configuration for crypto agility?

How to dynamically adopt cryptographic policies at runtime while guaranteeing backward compatibility?




Thank you
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