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KpqC 11215 HA AGI0IE Az

* NTRU+
- XA ZHIOIE : 20254 6& 262 (HE! 96ff02b)
github : https://qgith m/ntruplus/ntr
+ SMAUG-T
- X4 3E SHHIO0IE : 20254 65& 258 (HEAD)
- KAT 22 0l= SHIOIELIX] &5 > KAT 29| &HI0IE: 20244 8& 212 (HE! cbacb07)
github : https: ZZgi’rhub,ggmzththQ52BZSMAUQ—T public
* AlMer
- X3 SHOI0IE 20244 88 1
github : https://gith
+ HAETAE

* Round 2 HIZ 0l &2] &HIOIE 8IS

github : https://github.com/kpgc-


https://github.com/ntruplus/ntruplus/tree/main
https://github.com/hmchoe0528/SMAUG-T_public
https://github.com/hmchoe0528/SMAUG-T_public
https://github.com/hmchoe0528/SMAUG-T_public
https://github.com/samsungsds-research-papers/AIMer
https://github.com/samsungsds-research-papers/AIMer
https://github.com/samsungsds-research-papers/AIMer
https://github.com/samsungsds-research-papers/AIMer
https://github.com/samsungsds-research-papers/AIMer
https://github.com/kpqc-cryptocraft/KpqClean_ver2
https://github.com/kpqc-cryptocraft/KpqClean_ver2
https://github.com/kpqc-cryptocraft/KpqClean_ver2

KpqC ZLT2IZ & IH2t0IE 37|
I[lEH]IEi 3J|2| &t
- HIESRIZ £6t (i.e, ZEES &9 ST, =2, MBS
- HIZ2[0| CHet &2 &EZ201l [HE 234 S5 X6} (e g. register spill)
* RAM &0l IH2HOIEIE EMIE O 3L FSXHIIE EJts

Scheme PUBLICKEY SECRETKEY CIPHERTEXT Scheme PUBLICKEY SECRETKEY SIGNATURE
NTRU+KEMb576 864 1,760 864 HAETAE? 992 1408 1474
NTRU+KEM768 1,152 2,336 1,152

HAETAE3 1,472 2,112 2,349
NTRU+KEM864 1,296 2,624 1,296
NTRU+KEMT1152 1,728 3,488 1,728 RASLIAES IO elee EE
NTRU+PKE576 864 1,760 864 AlMer128f 32 48 5,888
NTRU+PKE768 1,152 2,336 1,152 AlMer128s 32 48 4,160
NTRU+PKE864 1,296 2,624 1,296 AlMer192f 48 72 13.056
NTRU+PKE1152 1,728 3,488 1,728
AlMer192s 48 72 9.120
SMAUG-TI 672 832 672
SMAUG-T3 1,088 1,312 992 AlMerzset o4 7 25120
SMAUG-T5 1,440 1792 1,376 AlMer256s 64 96 17,056
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KpqC 2LTEIE A HIm (AVX2E JIE0z) &
<> ZMM3 YMM3 | XMM3

ZMM4 YMM4 | XMM4
%%

© &

Q
) AVXZE'? <><> <> ZMM5 YMM5 | XMM5S
CInfelOlA KIS SIMD B0 A L e
» 256-HIE HIE HIKIAEE X

= HH ZMM9 | YMM9 | XMM9
mraps o ZMM10  |YMM10 XMM10
- oo AN XA E %g ZMM11  |YMM11 XMM11

(e.g.. AES, GCM, SHA-3) ZMM12  YMM12 XMM12

ZMM13 YMM13 XMM13
[] mnstructions [ | pata [ ] Resuit ZMM14 YMM14 XMM14
ZMM15 YMM15 XMM15

. - - ’ 4x float ZMM16  |YMM16 XMM16

SSE and AVX-128 types 3y double ZMM17  |YMM17|XMM17
ZMM18  |YMM18|XMM18

_ ZMMZ20 YMM20 XMM20
T oo soubienon ZMM22 _(YMM22 X022

2% 64-bit quadword ZMM24 YMM24 | XMM24

D 1« 128-bit doublequadword ZMM25 (YMM2Z5|XMM25
AVX-256 types ZMM26  |YMM26|XMM26
ZMM27  |YMM27|XMM27
. . . ZMM28  |YMM28|XMM28

! 8x float
- ZMM29  |YMM29|XMM29
4x double ZMM30 YMM30 XMM30
ZMM31  |YMM31|XMM31




KpqC 2T2IE 45 i (AVX2E JIELE) }

* HIAE 2t Ubuntu 23.10.1, i5-8259U @2.30GHz, 16GB RAM, gcc 13.2.0, -O3
[HHI"*OE DSAJI KEMEL} 214t =T =211 HIR22] AF=2EF0] E':é.’

eypair(avg Scheme Enc/Sign(avg)
AlMer256f 182,324 HAETAEDS 4,114,258 HAETAEDS 138,643
HAETAED 320,726 AlMer256f 4,128,866 AlMer256f 3,999,737
NTRU+PKE1152 33,554 NTRU+PKE1152 29,510 NTRU+PKE1152 18,987
NTRU+KEMT1152 36,731 NTRU+KEMT1152 31,394 NTRU+KEMT1152 19,441
SMAUG-T5 kem 51,740 SMAUG-T5 kem 41,453 SMAUG-T5 kem 90s 53,680
SMAUG-T5 kem 90s 53,899 SMAUG-T5 kem 90s 41,822 SMAUG-T5 kem 53,919

: Stack+Heap | Stack Heap Stack+Heap | Stack Heap
AT (bytes) (bytes) (by’res) AT (bytes) (bytes) (by’res)
AlMer-256f 650,592 650,584 NTRU+1152 25,376 25,368
HAETAE-V 235,808 235,800 8 SMAUG-T5 40.448 40,440 3
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KpqC a3t 2AT2IS0 [HEt T2

NTRU+KEMb76 JHEKH D= O
SMAUG-T! E = 0
AlMer128f JHEEA I E O
HAETAEDS JHEAH SE>KPQCIlean(ver?2) O
* gprof E2 &E6104 EEI[}%%' =~
- Tl £, J|Hd, M8/ 223 S /=== MEGH0 ZEE 6

Flat profile:

readme:1:grep -rmw . -e '
grep: test enc: binary file matches
grep: test key: binary file matches

Each sample counts as 0.01 seconds.
% cumulative self self  total
time seconds seconds calls Ts/call Ts/call name
31.25 0.05 0.05 __KeccakF1600
1250 007 002 KeccakP1600_AddBytes LaneAlignedLoop
I‘I.lzlii[l}lIl[}i[:}lglll[:}ll[}.lzlllIllIllIlllleqplalIlllllllllllllllllllll
6.25 010  0.01 KeccakP1600 Permute 24rounds
6.25 0.11 0.0 _loop_inner
625 012 001 _loop_poly_crepmod3
625 013 001 _looptop_poly_tobytes
6.25 014  0.01 _looptop_start_345
6.25 0.15 0.01 loop1
6.25 016  0.01 loop?2

IHEAIFAM 21218561 =3

6] fips282avx shake2Sh




KpqC =3t LEIS0 [Het T2 (KEM)

RS AL | KEY | ENC___ | DEC____

SHA3 31.25% etc 33.33% SHA3 40.00% SHA3 50.00%
2 SHA3 1250% SHA3 33.33% SHA3 20.00% SHA3 25.00%
3 SHA2 1250% SHA2 33.33% NTT 20.00% MUL 25.00%

 SMAUG-T
__RANK | AL | KEY | ENC___| DEC___

SHA3 36.00% SHA3 6250% SHA3 2857% SHA3 66.67%
2 NTT 24.00% SHA3 1250% SHA3 2857% SHA3 11.11%
3 etc - Sampling 1250% NTT 2857% SHA3 11.11%
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KpqC 2=st 2N2IZ0 (Hst TR0 (DSA)

* AlMer
TRANK | AL | KEY | SIGN | VERFY

SHA3 42.65% SHA3 40.00% SHA3 40.00% SHA3 35.29%
2 SHA3 2647% AES 20.00% SHA3 17.14% SHA3 35.29%
3 MUL 10.29% AES 20.00% MUL 11.43% MUL 14.71%

- HAETAE: [IE 2112|S1l 22l FFT 214t 2ol =
RN L AL L K L SoN L VeRrY

50.77% 82.98% Sampling 37.93% Sampling 33.33%
2 SHA3 13.85% Samplmg 7.45% SHA3 3448% SHA3  33.33%
3 Sampling 13.08% FFT 5.32% etc - SHA3 16.67%
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* oAl B=2 PQClean KeccakP1600x4 8 AlS
- OIS AIA 2telst Hiet 20|l SHA-3 s *I" (=] ) B3

2|EA0| AL 2t JIEZHI0IA Agtst J[ES0l &
- S OISE H mask JIEFZJ HIAH B2 43 25 E.%

EEELRS AlMer128 HAETAE2 SMAUG-T1 NTRU+576

SHAl 4-way Keccak

NTT X @

Montgomery

=P Fast Reduction 2 Barrett

Shift based Montgomery
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*TLS = - PKI€S

+ TLS 1.3: 20181 EZE3}El X|Al + PKI= B3| 259t CIXIE QIS ME
otsst IRESR, TCP QNIM S3t JIgtO= ARl QIZ 1} OtXISt EAIS
. STI0IIE- MH 2t OIS, i3 NISot= 21=el
SZA [E - ¢l Egi B35 O|HIY-TE MY S
EOF 2¥3} QU X[01 A|ZF 2HA Cre¥st Hot AH|IA '%* =

Client Server E 5‘ y E

: |
ClientHell >
il a3 7| 2HCA) =4 H7|2E(CRL) ZE7|HVA)

| ServerHelIo | -
T
I EncryptedExtensmns I \
2IE M EET7|H(RA)
J/ S
> N =4 = > [=
Application Data I > Application Data MET} QISA  EEMEE A MH|A Z 273
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Client

Ephemeral POQ
Key Generation

Ephemeral PO
Public/Secret Key

) (Coner )

TCP 5YN

TCP 5YN-ACK

>

PO TLS 1.3 Client Hello

+ supported_group ‘I_’
L PO KEM list

,

-

i PQX.509 Certificate

I'Ls Handshale Starks

TLS ZHEEMIA SHE/HIESIR 2olel SR&E0l &O0I6HAl LIEHS

- -

received signatures

TLS 1.3 Key Schedule

L_ PQ Server Certificate and Certificate Chain
{CertificateVerify}
(- PO Signature over handshake

{Finished}

{Finished}

g

-+

Encrypted Application Data

|

: PO KEM Operation

: PQ Authentication Operation  {} : Encrypted message

TLS 1.3 Key Schedule

4

+

I'Ls Handshake Ends

: Important extension
for PQ) integration
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[ Client | | server |

— TCP SYN >
Ephemeral PO TCP SYN-ACK IJ‘Q X.509 Certificate
Key Generation e -
Ephemeral PO PO TLS 1.3 Client Hello
Public/Secret Key [
+ supported_group
L PO KEM list
+signature_algorithms PQ Encapsulation with
Client’s PO Public Key
- PO Authentication Algorithm list
+ signature_algorithms _cert PQ Ciphe rtext
+key_share PO Shared Secret
L ic Kev
Ephemeral PQ Public Key I PO Sign of handshal I

Ephemeral 3|u2t (Perfect Forward Secrecy ©E&)
- 21Al SIH31E O MIAOICH 84 (KEM 48 85 SR)

l"‘k_i-:lﬂﬂrfﬂ S NEL IEIILI HLOUCALSIIDAUIID

PQ Verify operations on {Certlhc ate}

received signatures - PO Server Certificate and Certificate Chain

{CertificateVerify}

(- PO Signature over handshake
TLS 1.3 Key Schedule I TLS 1.3 Key Schedule
{Finished} |
{Finished} >
P
- Encrypted Application Data
: PO KEM Operation : PQ Authentication Operation  {} : Encrypted message +: Important extenslon

for PO ntegration



Ephemeral PO
Key Generation

Ephemeral PO
Public/Secret Key

l Client ] [ Garway ]
TCP 5YN
TCPSYN-ACK | QX509 Certificate |
[
PO TLS 1.3 Client Hello
+5Uppﬂrt5d_grﬂup TES TIandsnalc STarts
L PQ KEM list
+signature_algorithms PQ Encapsulation with
L Client’s PO Public Key
PO Authentication Algorithm list

X.509 SIS A

M= T 48 = HI= AE (DSAQ| J|d82 85 SRk

A

e 1
oo O

Pt anared aeCnst

PO Verify operations on
received signatures

TLS 1.3 Key Schedule

+ signature_algorithms _cert
+ key share

- Ephemeral PO Public Key

I QRN W HLCUWLA LIS ATID I

{Certificate}

- PO Server Certificate and Certificate Chain
{CertificateVerify}

(- PO Signature over handshake

{Finished}

{Finished}

PO Ciphe rtext
PO Shared Secret

-+

Encrypted Application Data

: PO KEM Operation

: PQ Authentication Operation  {} : Encrypted message

| POSizn of handshake |

TLS 1.3 Key Schedule

= |15 Handshake Ends

+ : Important extension
for PO ntegration

Lk
=

=)
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Client ]

Ephemeral PO
Key Generation

Ephemeral PO
Public/Secret Key

PQ Deca‘psulatiun with

- A _ B TW N R e

Client Hello
- KEM9| -c'sJHE'I HE

TCP 5YN

(Coner )

TCP 5YN-ACK

" I F—

_PQX.509 Certificate

PO TLS 1.3 Client Hello

+ supported_group
L PO KEM list
+signature_algorithms
- PO Authentication Algorithm list
+ signature_algorithms _cert
+ key share

L_ Ephemeral PQ Public Key

PO TLS 1.3 Server Hello

< + key_share

(KEM SIHI1C 3| SK)

TLS 1.3 Key Schedule

{CertificateVerify}
(- PO Signature over handshake

{Finished}

: PO KEM Operation

{Finished}

| |5 Handshake Starts

PO Encapsulation with
Client’s PO Public Key

PO Ciphertext
PO Shared Secret

PO Sign of handshake
transcripts for
CertificateVerify

g
|

- Encrypted Application Data

: PQ Authentication Operation  {} : Encrypted message

TLS 1.3 Key Schedule

= |15 Handshake Ends

+ : Important extension
for PQ) integration

19



l Client ] [ Server ]
TCP 5YN >
Ephemeral PO TCP SYN-ACK PQ X.509 Certificate
Key Generation ] e -
Ephemeral PO PO TLS 1.3 Client Hello
Public/Secret Key [
+supported_group %= 115 Handshake Starts
L PO KEM list |
+signature_algorithms PQ_ E“‘faps‘-‘lat'“? with
L o . _ Client’s PO Public Key
PO Authentication Algorithm list
+ signature_algorithms _cert PQ Ciphe rtext
+key_share PO Shared Secret
_ ; :
Ephemeral PQ Public Key PQ Sign of handshal
transcripts for
. PQ TLS 1.3 Server Hello CertificateVerify
PQ Decapsulation with < +key_share
received PQ Ciphertext L PO Ciphertext
PO Shared Secret {EncryptedExtensions}
| PQ Verify operations on | {CE_I“I:i ficate}

MHS1

- KEM°I =21t DSA°I NS ad (ALt

A
o

olr

=)

{Finished}

= |15 Handshake Ends

-+

Encrypted Application Data

: PO KEM Operation

s PO Authentication Operation

{} : Encrypted message

+ : Important extension

for PQ) integration
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l Client ] [ Server ]

| TrD QWA | i

Server Hello
- KEMY9| el = AJ|, DSAS| A™ 2 ZJHF| I =

+ supportea_group #= TS Handshake Starts
L PO KEM list
+signature_algorithms PQ Encapsulation with
L o . _ Client’s PO Public Key
PO Authentication Algorithm list
+ signature_algorithms_cert
& =28 - PO Ciphertext
+key_share PO Shared Secret
L ic Kev
Ephemeral PQ Public Key PQ Sign of handshal
i transcripts for
. Bt e—— CertificateVerify
PQ Decapsulation with < +key_share
received PQ Ciphertext L PO Ciphertext
PO Shared Secret {EncryptedExtensions}
PQ Verify operations on {Certificate}
received signatures - PO Server Certificate and Certificate Chain

{CertificateVerify}

(- PO Signature over handshake

TLS 1.3 Key Schedule

I TLS 1.3 Key Schedule
{Finished}
{Finished} 4= 1S Handshake Ends
|
Encrypted Application Data
1 &
: PO KEM Operation : PQ Authentication Operation  {} : Encrypted message + : Important extension

for PQ) integration
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Client

=ClOIZEAL

- KEMQ| L[]

D=2t DSA9

PQ Decapsulation with
received PQ Ciphertext

PO Shared Secret

PQ Verify operations on
received signatures

TLS 1.3 Key Schedule

T SR

o =220

H= AlcH (0 Al

+ supported_group

L PO KEM list

+signature_algorithms

- PO Authentication Algorithm list
+ signature_algorithms _cert

+ key share

- Ephemeral PO Public Key

PO TLS 1.3 Server Hello

+ key_share
L PO Ciphertext

(Coner )

| |5 Handshake Starts

PO Encapsulation with
Client’s PO Public Key

PO Ciphe rtext
PO Shared Secret

PO Sign of handshake
transcripts for
CertificateVerify

{EncryptedExtensions}

{Certificate}

{CertificateVerify}

- PO Server Certificate and Certificate Chain

(- PO Signature over handshake

{Finished}
- {Finished}
- Encrypted Application Data
: PO KEM Operation : PQ Authentication Operation  {} : Encrypted message

TLS 1.3 Key Schedule

= |15 Handshake Ends

+ : Important extension
for PO ntegration
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KEM J|dd (2I221) DSA 31484
KEM Cl&=3} KEM &=3}
DSA &3 DSA M3

QIHtx Oz SaH0|QIE T A50] =
LI A Z0IMQl [HE 2 MAIS 2XO 10k 5171 20 SS0H Liat CHEH 64 Jis
- HESRIA 13! w2t &y (AIE4E E5)
- KEM SJHI|
- KEM &= &
- DSA A3
« DSA SJH3|

=cl0IE Z9| PQCAA0| 2EX2ULE TLS HE0N R
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[Tl_s ENM PQC %8st SQE

=clOI2E
KEM J|dd
KEM Cl&=3}
DSA &3
O A

MESE S MHIA (BFE O HISE ALS)

o

- HIESIS [H3! wist 2
» KEM 3713
+ KEM 2= 2
» DSA X"
» DSA 3731

i
D
D
1)
i
o
10

HEEE SR MHIA (SAZA HISE Are)

[x

AH

(2I2191) DSA J|1d8d
KEM 2=zt
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[Tl_s AENA PQC % XS SQE

At

KEM J|dd (I291) DSA J| &8s
KEM Cl&=3} KEM &=3}
DSA &3 DSA M3

KEM 20315 | J1M4 | Cisst KEM 2215 | 2is3

SMAUG-T5 51740 53919 105,659 %SMAUG-T%S 41453 41,453
NTRU+KEMII52 36731 19441 56172 TRU+KEMT152 31394 31.394

R el et N A B
</HAETAES 138 643 138 643 ~/HAETAES 4,114,258 4,114,258

AlMer256f 3.999 737 3.999 737 AlMer256f 4128866 4,128,866
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[TLS AT HEQIR ME Al = 37| }

Ethernet Header 14 bytes VLAN EH Al +4 bytes
20 bytes (IPv4) IPv4 S48 st Al ZI[H 60 bytes
[FlHzageEr 40 bytes (IPv6) IPv6 Stz 8 =7t JIs

TCP Header 20 ~ 60 bytes JIZ2 20 bytes, =M &gt Al =&

TLHS e%%c;?,rd 5-byte Content Type(1) + Version(2) + Length(2)

TLS Record éi.gﬁf@%f I?IOIE(iZE)J s Plaintext limit: RFC 8446 Section 5.1

Dat ot 5}l E":,,:yﬂezsl ISk Ciphertext limit: RFC 8446 Section 5.2
are e i i b ot st 2t&k A|IH 256 bytes (AEAD)
£ICH 16,640-byte(214+256) =[S =i &2 Y

<AM ESE Al =21 3TD> - &Xl HIeF At
Ethernet+IP+ TCP + TLS olllHd + TLS HIOIH = - 0l@=! MTU (Maximum Transmission Unit):

|
|
I
% I 1,500 bytes (BE)
(Ipvigf_ﬂéjﬁgg?zg\’;]eg 10) I . A% TCP HOIZE: ~1,460 bytes
' | - 16KBTLS 2IACS: 2 11~127H TCP MIIRER =&
| . SEE oISt Xok DS ONE AN = 253
|

e e o e e e e e e e e e e E —————— e ——— https://datatracker.ietf.org/doc/html/rfc8446, ()



TLS
IH2! HIW(KEM)

ZICH =71

TLSII XMElok= HIOIH =& 3|
16,384 ~ 16,640 bytes
TLS dI3EJL

TLS dIZaE 3|

y S

MSE [ 22L&

[ |

IP HIOI=E St

HIES3 IH2! LH & Jisset HIOIE ZICHK
2RI OZ 1,460 bytes (0IE4! JIE)

TLS dIZ= > IP HIOIEE=

_, =S m

ey —

- B= &2 F 3JIJ116,640 bytesE EAl 22E=, TLS 1.3 22 E StLI0I EOt &8& Jis
MLKEM512 1 800 768 875 / 843 1/1
HQC-128 1 2,249 4,433 2,324 / 4,508 2/4
747 | 747 1/1
939 / 939 1/1
MLKEM768 3 1184 1,088 1,259 /1,163 1/1
HQC-192 3 4,522 8978 4,597 / 9,053 4/7
1163 /1,067 1/1
1227 /1,227 1/1
1,371 /1,371 1/1
MLKEM1024 5 1,568 1,568 1,643 /1,643 2/2
HQC-256 5 7245 14,421 7.320 / 14,496 6/11
1515 / 1,451 2/2
1,803 / 1,803 2/2



|.IJ

-I-LS ]IH §\| HI (DSA :I:IE{ %EELE?EIE J17t TLS dIZ= ZIH 37121 16,640 bytes =it

ozl B 2 (PK/ Sig)
Falcon-512 1 897 666 972 /] 741 1/1
SPHINCS+128s 1 32 7.856 107 / 7,931 1/6
SPHINCS+128f 1 32 17,088 107 / 17,163 1/13
AlMerl128s 1 32 4,160 107/4,235 1/4
AlMer128f 1 32 5,888 107/5,963 1/5
MLDSA44 2 1,312 2,420 1,387 / 2,495 1/2
HAETAE2 2 992 1,474 1,067/1,549 1/2
MLDSA65 3 1,952 3,293 2,027 / 3,368 2/3
HAETAE3 3 1,472 2,349 1,547 / 2.424 2/2
AlMer192s 3 48 9,120 123/ 9,195 1/7
AlMer192f 3 48 13,056 123 /13,131 1/10
SPHINCS+192s 3 48 16,224 123 / 16,299 1/12
mm 3 48 35,664 123735,739 1726
MLDSAS7 5 2592 4.595 2.667 ] 4,670 274
HAETAE5 5 2,080 2,948 2,155 / 3,023 2/3
Falcon-1024 5 1,793 1,280 1,868 / 1,355 2/1
“SPHINCS+256s 5 b4 29,792 1397 29,867 1722
SPHINCS+256f 5 64 49,856 139 / 49,931 1/36
AlMer256s 5 64 17,056 139 /17131 1/13
AlMer256f 5 64 25,120 139 / 25,195 1/18

28



[ch TLS Handshake 2 T2I1= =gt

=

Tolai T2

MLKEM-512
MLKEM-512
SMAUG-T1 / NTRU+KEMb576
SMAUG-T1 / NTRU+KEMb576
MLKEM-768
MLKEM-768
SMAUG-T3 / NTRU+KEM768
SMAUG-T3 / NTRU+KEM768
MLKEM-1024
MLKEM-1024
SMAUG-T5 / NTRU+KEMT1152
SMAUG-T5 / NTRU+KEM1152

L1

L3

LS

TLS 1.3= At&0ol=

A1

FALCON-512
AlMer-128s
FALCON-512
AlMer-128s
MLDSA-65
HAETAE-3
MLDSA-65
HAETAE-3
MLDSA-87
HAETAE-5
MLDSA-87
HAETAE-5

=0Hll KpqC A& JIs

(CT/SIG)

1/1

1/4
1/1

1/4
1/3
1/2
1/3
1/2
2/4
2/3
2/4
2/3

29



PKI Al

» CA (Certificate Authority) i
* MIE XK= CAL| SIHIIZ ANE=E S =M

ola SIHIIL Al=l= =~ USE =16t QHRist S8l

Applicant Certificate Authority (CA)

E

E

-Ka

2. Validate Identity

Identifying
Information

p e

Public Key

) ot

Privatle Key Private Key (CA)
(Applicant)




* Chain of Trust

- PKI= FRE QUSMIHAl ¢l 2ISIIEC| M3= HAHIECE 2356l

Chain of Trust =X A2

 Root CA (%x|&¢g] 2l

Ol

JI12) : KNl M 8=l QIS ME Bl

* Infermediate CA: Root CAEREH MHE=S

-6-|_ _?_ I J:I | é End-Entity Certificate

rrrrrrrrrrr

Chain of trust

NE
=
[Tl
-

-
M
>

—
=
<

[0
Ol



' 3 A
° X 509 Version
- CIXIE QIS A &40 CHet =8 = (ITU-T X.509) Certificate
_ Serial Number
Signature algorithe
© SSL/TLS, BN, OIHIL LSSH0IA A alg«»rimm{ ------- TR
identifier = =
- HA, AlI2I2 Bz, NE 2112|5, Xl =12 gt S \pme ; e
Period of{ ~ nothefore a5
- M3 gk(Signature Value)2 CAJI 1S A HIOIE{0il CHoH validity ROt Sfver -
JHRIF|= MEsSt 2= QIS A 9| AZ|HE ZAS0l= eHa R4 ,
Subject Name
N SUh'.jcct'S ______9'}'_":!‘_‘_"_“{ -----
. 81 X.5092 2RI e e
- info :
« X.509 QIS ANE PQC JlHICZ Kzt EHe Issuer Unique
- =Y BHIE BH=s A2 3 Identifier
Subject Unique
+ OIS sHZs1J| 218 LegacyQt PQC LTEIEE & entier v
e :
btgnalure{ = Z

Version 3




[x.509 slolER|E ©

2ISM(1/3)

- Composite IS A

+ BlILt2I X.509 QIS M H0il & Ol

. B
- HOtd =[H3k L2t QHMGHH % 'I-?—I.j_._ =N
- B2l HH| 2t SILIC| QIS AE 0I5 L1125 28

. Ery

. SEpM S IIE
. QIS M CHE3E I M E=o= 37| =Jt

T S Z=EFENMNE EHE S

- |ETF X2 &lg: Composite Signature/KEM =

- AR 28 OQS S OpenSSL ZX3UIM HIAE

s=cl)l 88

=cCl0IHENIM OIXIE - SHI0IE ER

OF KHEH

o] 43| FE(RSA/ECC + PQC)QH =8t CIXIE MBS Tatsh= A

Version Issuer

Signature algorithm identifier :

Serial Number

new OID for composite signature

Validity algorithm

Subject Subject Public Key Info

X.509 Extensions

traditional public key || PQC public
key]|| ..

Signature algorithm
: traditional signature algorithm || PQC signature algorithm || ...

Signature value: traditional signature value ||PQC signature value || ...

33




[x.509 SIOIEHEZIE QIES M (2/3)

Hybrld OIS A

JIE IS M EEY Legacy 211215 AME

. v3 Extensions Field0ll PQC Z2JH3|-MY 12|15 AM%e HE

- IS A A= HEZ= X509 =& KXl

o AFXHX
o a3
| iR aue B8 BA - JIE Buoz 5x
PN P.S

- PR EEEFE EE X2 H 0I5 ME EHS 228 FIHER
- SEES £8: PQC &S ¢loH PKI AZEQIN 24H0I1E 2+
- 2SMH 3V SIkE T M I/ MEC= QISM ES St

- HIZ 18 EUBCA S0IM XI& Al=

Version

Validity

]
Serial Number |
]
1

Subject

Subject Public Key Info
traditional Public Key ]

Issuer ]

Signature algorithm identifier :
OID for traditional signature algorithm

X.509 Extensions \
Subject alt public key info :
PQC Public Key
alt signature algorithm:
PQC signature algorithm

alt signature value :
PQC signature value

Signature algorithm: traditional Signature algorithm 1

Signature value: traditional Signature value

34




X.509 ol0IE2I=EISM(3/3)

- Chameleon IS A

- JI2 CIZM(Base Certificate)2t 2El 2IZM(Delta Certificate) st &= 34
« JIE QIE A= JIEC| RSA/ECDSA SOl MEHOQI AH ANPISOE AYHEI IS M
- iEt OIS A= A LHA(PQC) ME 2112|SO = MEBEI OIS A

- JIZ S MOll= EEl S ME J12|7I= HIE L &E 2 E(Delta Certificate Descriptor)Jt Eet

- 0l =& ECE0l= €2El 215 M2l PQC 33|, 2EH 215 MOl A3 &t S0l R4EI0 XE

+ EQ Al 01 OISt LEI ASHE e 4 AS

. ME 2NISE KsHs SZ0IM= Base Certlt 25
+ PQCE XIIsH= SANME Delta CertlHXl ES8H “YXt HRA"S B
=
SEHE MEX AIZ : SCI0IHELE AHDE E S 0= 21gIES X, =2 = [ =IEKl SHo= ZE

m
3

A 3012} &t &
M O AHOIZJ}

SEE

s’r k: otLiel IS AJH = 018 SIHII-AMSB SEHE SAl0l El otJ| H=E0,

cCF
HXIL, TLS SHEMIOIZ SOHIMC 2SS QA HIBE ST ~

rek 0[N oM

o

h
Ol
| -
—
T



0%

PQ X.509 HIAE £
* X509 PQ X.509=2 &z

*

A PQ A8 21125, PQ 1 7| 211215,

=
PQ =131, PQ MES Zafot oid @4 FIGHOk et
Version ] Issuer ]
Serial Number
Validity ) Subject Public Key Info N\

Subject ) PQ Public Key Algorithm
X.509 Extensions PQ Public Key

.
- HIAE 21

« PQ SIH3I12L MEB2 AJI1Jt HA LIS A 2T S&=

- OISM a=d1 H2=E R 5 J11d{oH Legacy DSA &
Composite 2ISA HIAE

« JIE X5090IM PQ X.5092 &zt Al 3T, 2112|185 &4 S 1diAle 24

* KpqC2t NIST PQC E=E Hlu EA4610{ Mgty Tt &I

III
—

[
2|Sd PQC

1SS
Ziglhst

-

i

L2

JI12




[PQ X.509 HIAE £8H

* Open Quantum Safe (OQS) ZE=HE

- FAZLEIS JIE I=2E=-0HE2HI0lE SEE Al&otl= Z=HE

« F80IE= libogs 20IE22I2F S8t T=EEHI0] et
« 20253 43& 17 libogs 0.13.0 HH& = Al

- liboqgs

* libogse= ALY &= 412

Iy
110
o
OHT
10

= 424 2l0|Ed 2

ot
>
T
=}

- Cifst KEM & 8AIME 21021501 Ch S
- OpenSSL, SSH, VPN S Z=2EZ119| S&t HIAEN &

- 2 Ml AIAEIN PQC Z2112l5= HS0ot

[r
L
2=
00



« EXI
-_ O
- 3E APIHIOIE 2% : OQS_KEM, OQS_SIG XA A2
° -g—% —_II_EX'”: %-J_I—E—lg, 9' Ejl, Em —JI\—_E, 'céII-_JI\_ EP_I E.I kem->method_name = 0QS_KEM_alg_ml_kem_512;

kem—>alg_version = "FIPS203";

- OQS_KEM_keypair, OQS_KEM_encaps

kem->claimed_nist_level = 1;
kem->ind_cca = true;

o AO0| 215 ESt
El-—l——-l | |_:Ix.” [ — | kem—>1length_public_key = 0QS_KEM_m1l_kem_512_length_public_key;
| = =] = = kem—>1length_secret_key = 0QS_KEM_ml_kem_512_length_secret_key;
- 4 Fdd Q'_;E, QCIean a1 s 3AE Sgt

kem—>1length_ciphertext = 0QS_KEM_ml_kem_512_length_ciphertext;
kem—>1length_shared_secret = 0QS_KEM_ml_kem_512_1length_shared_secret;
kem—>1length_keypair_seed = 0QS_KEM_ml_kem_512_length_keypair_seed;

- HIAE 3 HiX|03 A&
kem—>keypair = 0QS_KEM_m1l_kem_512_keypair;

° Zl' OEI-J_I—EIEO'" I:H-é;l- KAT, '/—'|\'E HJI“:”'E EE E-c.’l:-!- kem—>keypair_derand = 0QS_KEM_ml_kem_512_keypair_derand;

kem—>encaps = 0QS_KEM_m1l_kem_512_encaps;
kem—>decaps = 0QS_KEM_m1l_kem_512_decaps;

[RI& 20715 =5] =Y DY
NIST PQC Kyber(Round 3 ver), ML-KEM(FIPS 203 ver) Dilithium(Round 3 ver), Falcon,
HQC(Round4 ver) ML-DSA(FIPS 204 ver), SPHINCS+
Additional Round?2 = MAYO, CROSS(ver 2), UOV, SNOVA(ver 2)
&'EH J[EF GHAl - LMS, XMSS
NIST PQC Round 4 Classic McEliece, BIKE -

J|E} FrodoKEM, NTUR-Prime - 38



[quC Migration into TLS/PKI }

[ 1. KpqC Integreation into liboqgs ]

A

( 2. OQS- Provider Extension \

4 N\

3. Cryp’rE)graphic
Verification

.

{ 4. X509 Certification Generation ]
(Composite, Pure PQC)

J

ba. Static Measurement 5b. Dynamic Measurement TLS 1.3 Handshake
Certification Size (Localhost/Networked)

6. Comprehensive Analysis
- Cross-Standard(NIST vs KpqC)
- Network Impact Assessment
- Performance Trade-off




[PQX509°§ 37 }

* FALCONOI It &2 © ”‘A—I:UIE JHRIT S

Classical secp256ri 385
NIST PQC FALCONbS12 1 1,788 1,941
KpqC AIMER128s 1 4,427 5,682
KpqC AIMER128f 1 6,155 6,310
NIST PQC SPHINCS+SHAKE128fsimple 1 17,382 17,536
KpqC HAETAE2 2 2,702 2,857
NIST PQC MLDSA44 2 3.977 4,120
Classical secp384ri 447
KpqC HAETAE3 3 4,057 4, 276
NIST PQC MLDSA65 3 5506 5,713
KpgC AIMER192s 3 3,404 9,624
quC AlMer192f 3 13,340 13,559
Classical secpb2lr] 521
NIST PQCFALCONI1024 5 3,304 3,596
KpgC HAETAES 5 5,264 5,554
NIST PQC MLDSAS87 5 7464 7,742
KpgC AIMER256s 5 17,356 17,647
KpqC AlMer256f 5

25,420 25,711 40



[p-256 OIZEM + SH0IEHZIE TLS

- =-2t2HIZITH0] SHE+I013 2002] £~

Classical secp256ri(Baseline) 38.32 -

NIST PQC secp256ri+mlekmbi2 130.14 +32.36%
KpqC secp256ri+smaug_t1l 130.15 +32.37%
KpgC secp256ri+ntruplusKEM576 135.68 +38.00%

Classical secp384ri(Baseline) 109.90

NIST PQC secp384rl+mlkem768 144.75 +31.71%
KpgC secp384ri+ntruplusKEM768 146.70 +33.48%
KpqC secp384rl+ntruplusKEM864 1560.63 +37.06%
KpqC secp384rl+smaug_13 152.04 +38.34%

Classical secpb521ri(Baseline) 125.19 -
KpgC secpb521rl+ntruplusKEM1152 166.04 +32.63%

NIST PQC secp521ri+mlkem1024 167.41 +33.72%

KpqC secpb2Irl+smuag_tb 176.40 +40.90%
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2 &1 =012 HIERI3 d=5 A

&t 20k =2 3= RTT (Round-Trip Time) &2l . =X
2= (LEO) MAE(LEO) QA « XKI&= ! 20 ~ 40 ms I
2= (GEO) TAE(GEO) Q& « X&= . 600 ms Ol 4! [
K=K LHE? EtherCAT/TSN JIgt A O] H:! : <1ms v
KISk QI (V2V)  ME-XIZ/AE SADSRC/C-V2X) & SA | <10 ms 1 [3]
=2 (R0 C2) SEZ3 o CE (FPV £5) : 5~ 30 ms | 4
C= (24 AEE) C= o X4= g4 8 i ot S s i [4]
2= (A2 HIol) EtherCAT/PROFINET S ZEHA : GO = 1 ' E
| (PROFINET IRT/EtherCAT JIZ)

FPV : EE20i 2= FHHIZIE SoH 2 A2 = ZEXIQ| AlIOHE EHA =86t= Jl=
EtherCAT : OIIZ-I'-1I JIEt A2 ARHE SHOIZEZS

PROFINET : &1E 0|H:! S E§§='

TSN(Time-Sensitive Networking) : OICE! J|Et 2 AI2t S&IE JIsS6HH 6h= IEEE BE

[11 https://reliasat.com/satellite-communications-evolution-from-geo-to-leo/

[2] https://iebmedia.com/technology/industrial-ethernet/looking-inside-the-real-time-capabilities-of-industrial-ethernet/

[31 https://5gaa.org/content/uploads/2018/11/5GAA_P-190033_V2X-Functional-and-Performance-Test-Report_final-1.pdf

[4] Tomaszewski, Lechostaw, Robert Kotakowski, and Pawet Korzec. "On 5G support of cross-border UAV operations.” 2020 IEEE International Conference on Communications Workshops (ICC
Workshops). IEEE, 2020.

[51 Mayoral-Vilches, Victor, et al. "ROS 2 on a Chip, Achieving Brain-Like Speeds and Efficiency in Robotic Networking." arXiv preprint arXiv:2404.18208 (2024).



=
- HEZ9| LHR S&l BUSE 2AIZId= §
O

| PIES =
— -1 =
. (12 payloadJt ER# PQCE A9l 0| HS
1-Dy e " " KpqC "
CAN 2.0B 8 bytes <1ms X =di4 CAN [1]
HH
CAN-FD 64 bytes <1ms X ,_fgjg XHNICH CAN [2]
LIN 2.x 8 bytes <10 ms X X (QI_-IE——-.-}\IIE-IJ;I%E%-?—JE =) [3]
FlexRa 228 OtH 8 11 K= HE
(HXHA Rl =ay 254 bytes <2ms MACES) mgol.  (mzs=mp~10%
(OIE!, ADAS) 1500 bytes Class CDT<100us DTLS = 7' (232 =Z%| ~ 30%)

[11 https://www.iso.org/standard/86384.html

[2] https://tekeye.uk/downloads/can_fd_spec.pdf

[3] https://www.cs-group.de/wp-content/uploads/2016/11/LIN_Specification_Package_2.2A.pdf

[4] https://www.iso.org/obp/ui/#iso:std:iso:17458:-4:ed-1:vl:en

[5]1 Abdelgader, Abdeldime MS, and Wu Lenan. "The physical layer of the IEEE 802.11 p WAVE communication standard: the specifications and challenges.” Proceedings of the world 44
conagress on enqgineering and computer science. Vol. 2. 2014.



CAN FD Data Frame

4
= Arbitration
— l— Field Contro | Field CRC Field
E . » . 1
entifier

Stuff CRC

mow
a
A A

* CAN: ECUBXIMIOIEKD 2t A2 EA HIERIR EE(SO 1

« CAN-FD: Classic CAN(2.0B) =t& HA
 HIOIE] A2t S SF&H(BRS), CIOIE 20| =HEHEDL)

CAN 208 GAN-FDIT

ZICH CIOIE Z0l 8 bytes 64 bytes
ol 5
HIEHIOIE Crel S0 Nominal F2t(Arbitration + Control + ACK Field): 1 Mbps 0I5t

Data ?2HData + CRC Field): 2, 5, 8 Mbpsl2]

CIOIE] < 16 byte: 17-bit
CIOIE] > 16 byte: 21-bit

Bit-Stuffing &  TE(HIES:) JIE(HIEO~5: 1)
""""""""" <PQC H Al 1d Als>
CIOIE 2J1 ZI[H 64 Byte > PQC HIOIE && Al 22 2RI CHaF 24l)
JIH Stuff-bit: Worst-case &&E XA HlAHER

CRC 15/17-bit

[1] https://tekeye.uk/downloads/can_fd_spec.pdf
[2] Zeltwanger, Holger. "CAN FD network design hints and recommendations.” SAE International Journal of Passenger Cars-Electronic and Electrical Systems 9.2016-01-0060 (2016): 8 .



CAN FD Data Frame

CAN-FD &/ £ Al TH2! 37 O e e

Bus
idle

T
a
-
i
=

nAA

« MESHKL 'c'5f HIOIEL It 20 64 bytes & &L (1-ZLd[& 2l E=2 &)

SOF+ Arbitration + Control 23-bit ID(R4&1=2| A3), FD B2E =23, DLC(HIOIH 20| 2E) S
CRC + Stuff-counter + FSB 32-bit HIOIE 2 20 ByteB CRC-21 AtE
ACK + EOF + ITM 12-bit ACK(£A 212D, EOF(ZEHI & HEAD, ITM(ZEH 24 HIE)

Data Field 0 ~512-bit &Kl AFZ2XtHOIOIE, DLC gtk 201 IHE(E.g. DLC 15 -> 64 Byte)

worst-case: &2 5-bite 1-bit(20%)[1] -> 2F 107-bit
2l=: CRC & & (Arbitration + Control ~ Data -> 535-bit)

<AIH ME Al -T2 X TN 3J1> :
1A QHBIE(67-bits[2]) + HIOIE HE(512-bits) + XICH Stuff-bit(107-bit) |
~ 86 Byte(686-bit) i

|

|

|

JH Stuff-bit O ~107-bit

o

[11 https://www.can-cia.org/fileadmin/cia/documents/proceedings/2012_oertel.pdf 46
[2] https://web.archive.org/web/20151211125301/http://www.bosch-semiconductors.de/media/ubk_semiconductors/pdf_1/canliteratur/can_fd_spec.pdf



[CAN -FD IH2! HIm(KEM/DSA) }

- MTU(64 bytes)E &= HIOIH
2> 64 by’res“' '='°*6}O1 SE, TS ZI0H LEHGIE 22 bytes Ik

ot oty | SHIPK | &AS2, HZ | CAN IH2! £l 271 (byte) oael 4
= (by’fe) (byte) (PK / CT,PK/Sig) | (PK/CT,PK/ Sig)
768

ML-KEM512 1 1,086 / 1,032 13/12
HQC-128 1 2,249 4,433 3.041/ 5,973 36/70
SMAUG-TI 1 672 672 914 / 914 n/MN
NTRU+KEMb576 1 864 864 1172 /1172 14 /14
Falcon-512 1 897 666 1,227 / 908 15/1
SPHINCS+128s 1 32 7856 54 /10,562 1/123
SPHINCS+128f 1 32 17,088 54 [/ 22,962 1/ 267
AlMerl128s 1 32 4160 54 /5,590 1/ 65
AlMer128f 1 32 5,888 54 /7,912 1/92
ML-DSA44 2 1,312 2,420 1,774 [ 3,256 21/ 38
HAETAE?2 2 992 1,474 1,344 / 2,002 16 / 24 17



<I-EHIY XIA HA(worst case)>

1 |

I : 50

i . I 45 43.79

|® Nominal 222 @1 MbpS 1 mPK (ms) =CT / Sig (ms)

| - Arbitration + Control = 22-bit = 22 us i 40

| -ACK+EOF+IFS =12-bit »12us |35

i 22 +12 =34 ps L g

" 1

@ Data 72t @5 Mbps i 2 o1

I - HIOIEH 64 B =512-bit I 20

| - CRC + Stuff-counter + FSB = 32-bit 1

I . JHH Stuff-bit(= 107-bit) L 148

| (512 +32 +107) bit + 5Mbps ~ 130 pus 1

| ] 5 197 I 18 23 18

:@ Al : o N H [] O _ _

y 34us+130us=01l64ms 4 S PSS F P
\/,\P Q\G %Q\V \)x\l- Q&o \eo \eo ?\“\
N N

Hartwich, Florian. "Bit fime requirements for can FD." Proceedings of the 14th International CAN Conference. 2013.



{CAN—FD ECU SHIO! & A AIZH 2 PQC HE JH=A TJ} J

 CAN HIERIZ & ECU HI2I2 ASIL S=10l L2l 2 Jis
- ASIL: Automotive Safety Integrity Level(XIE 28 S= HIHI)
-A-B-C~-D=2= gk ==([ et o™ =X, 45 )

=& ECU M2l ASIL S& | Al stAI[2] ECU =& 8= PQC =& JI=4

Power-train <1Tms OIXI ECU, BH==T|, AAZ 2 A} =JlIs

oin

ABS (2013 && 2K,

h is / ADA o
CIERES [ ADIAE EPS (®XH4| =2, 3l0IE, JHizt

Body / Comfort A~B <50 ms &2, ANE, =8, 33X

HEE 211218 Jis
Diagnostics / OTA A <100 ms MHIA ZIEE EHLYK EHI0IE
ASIL C,D s& =H2(EH0I13,41E S)2 us~ms HQ Z2AI12HE + 2|11 BAH0| E£
PQCXE S& 250| 2 211252 Aldd B2&gl
[11 Gheraibiqa, Youcef, et al. "An overview of the approaches for automotive safety integrity levels allocation.” Journal of failure analysis and prevention 18 (2018): 707-720. 49

[2] https://www.can-cia.org/fileadmin/cia/documents/publications/cnlim/june_2024/24-2_cnlm.pdf



E

CAN-FDPQC S8 Jbs8 Ziluf &

CT/Sig(Byt | && XA Power-train Chassis / ADAS : :
O

ML-KEMb512 768 1.97 X
HQC-128 4,433 11.48 X X O
SMAUG-TI 672 1.8 X O O
NTRU+KEMb576 864 2.3 X O
Falcon-512 666 1.8 X O O
SPHINCS+128s 7,856 20.17 X X O
SPHINCS+128f 17,088 43.79 X X O
AlMerl128s 4,160 10.66 X X O
AlMer128f 5,888 15.09 X X O
ML-DSA44 3,256 6.23 X X O
HAETAE-2 2,002 3.94 X O

CAN-FD HA0l PQCE &H HEoJI0= KA -LHE = HIeFol AJI0 =01
Power-train/Chassis 2 Body-Diagnosticsill PQC ME2 E2I3H= 310I22IE M0] SIAX o0



2)18).. Foor
5= i —
Aol % olol2 712

- 20M121 OKRIE (Pre-quantum): Q kool T QElC
0101 (KpgO)i= =iBl ool (et apey  © =0 289

OEI-OI'A-l gl:l' (OEI-OI'A-l ggi" I:I')? ofma|7t £ofl ¢ oto]Z 7|92 & OpZo| WRSICH = Ho

002 7|97| Sleliki £, WA, 214, o[% & 2 ARIS0| HAZ 7|01 o Lotof guick,

e | ~aeg

ofolS<| 2218 &7 DUsHE AtSI o7t HRgLIch

« 21M1D1 ORIE (Post-quantum):
OO0l (KpgC)E Ut & J|2I0t &
S

2> KpgC MEE Ol & 438 + U

OF0l (KpgC)=0I

SWN)(==Jt EHe| W

= oh e
(NHIZ ot2 2 LIBAE:

=2 HRLIEIO] XI=&

ey |
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Appendix: KpqC 2112IE Clean 181 Speed =3 &AM



4
o

Juh

[A-ll— =P
OO /MO

- OS: Ubuntu 23.10.1 * OS: macOs Sonoma 14.4.1

« CPU: Intel i5-8259U (2.30 GHz) « CPU: Apple M2 (3.23 GH2z)

- RAM:16GB - RAM: 8GB

- Compiler: gcc 13.2.0 - Compiler: Apple clang 15.0.0
* Optimization Level: -O3 * Optimization Level: -O3




Kyber, SMAUG-T, NTRU+ 3| 37| HIT

10

12
13

14

SMAUG-TI
SMAUG-Timer
KYBER-512
NTRU+KEMb576
NTRU+PKE576
SMAUG-T3
NTRU+KEM768
NTRU+PKE768
KYBER-768
NTRU+KEM864
NTRU+PKE864
SMAUG-TH
KYBER-1024
NTRU+KEM1152
NTRU+PKE1152

672
800
864
864
1,088
1,152
1,162
1,184
1,296
1,296
1,440
1,568
1,728
1,728

10
11

12

14

SMAUG-TI
SMAUG-Timer
SMAUG-T3
KYBER-512
NTRU+KEMb76
NTRU+PKE576
SMAUG-T5
NTRU+KEM768
NTRU+PKE768
KYBER-768
KYBER-1024
NTRU+KEM864
NTRU+PKE864

NTRU+KEM1152
NTRU+PKE1152

832
1,312
1,632
1,760
1,760
1,792
2,336
2,336
2,400
2,592
2,624
2,624
3.488
3.488

w N

N O

10

12
13

14

SMAUG-Timer
SMAUG-TI
KYBER-512

NTRU+KEMb576

NTRU+PKE576
SMAUG-T3
KYBER-768

NTRU+KEM768

NTRU+PKE768

NTRU+KEM864

NTRU+PKE864
SMAUG-T5

KYBER-1024
NTRU+KEM1152
NTRU+PKE1152

672
768
864
864
992
1,088
1,152
1,162
1,296
1,296
1,376
1,568
1,728
1,728

55



Dililthium, FALCON, HAETAE 3| 3J]| H|ul

el I

FALCON-512

FALCON-512 FALCON-512 1,281
2 FALCON-1024 1,280

2 HAETAE2 992 2 HAETAE2 1,408
3 HAETAE2 1,474

3 Dilithium-II 1,312 & HAETAE3 2,112
4 HAETAES 2,349

4 HAETAES 1472 4 FALCON-1024 2,305
5 Dilithium-II 2,420

6 FALCON-1024 1,793 5 Dilithium-I| 2,528
7 HAETAES 2,948

7 Dilithium-Ill 1,952 7 HAETAES 2,752
8 Dilithium-Ill 3.293

8 HAETAEDS 2080 9 Dilithium-lIl 4,000
10 Dilithium-V 4,595

10 Dilithium-V 2592 10 Dilithium-V 4,864
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SPHINCS, AlMer 3| 3J] Hiud

2 AlMer128f 5,888

AlMer128f AlMer128f 3 SPHINCS+128s 7856

1 AlMer128s 32 AlMeri128s 48 4 AMer192s 9120
SPHINCS+128 32 3 SPHINCS+128 64 5 AlMer192f 13.056

AlMer192f 48 . AlMer192f 72 6 SPHINCS+1925 16,224

4 AlMer192s 48 AlMer192s 72 - AlMer256s 17.056
SPHINCS+192 48 5 AlMer256f 96 8 SPHINCS+128f 17.088

7 SPHINCS+256 49 AlMer256s 96 9 AlMer256f 25120
o AlMer256f 64 8 SPHINCS+192 96 10 SPHINCS+256s 29792
AlMer256s 64 9 SPHINCS+256 128 1 SPHINCS+192f 35,664
12 SPHINCS+256f 49,856
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Kyber, SMAUG-T, NTRU+ &5 HIZ (Intel)

Keypairavg

]

O 00N O O A WO DN

_ ot d g =
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SMAUG-Timer
SMAUG-T1
Kyber512
NTRU+KEMb576
NTRU+PKE576
SMAUG-TS3
NTRU+KEM768
NTRU+PKE768
NTRU+KEM864
Kyber768
NTRU+PKE864
SMAUG-T5
Kyber1024
NTRU+PKE1152
NTRU+KEM1152

77,568
79.536
110,653
130,694
134,416
147,832
173,168
174,246
195,173
198,651
202,71
221,543
266,290
310,068
315,045

encaplavg

]
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—_ et e o oy =
o A W N = O

SMAUG-Timer
SMAUG-TI
NTRU+KEMb576
NTRU+PKES76
NTRU+KEM768
NTRU+PKE864
NTRU+PKE768
NTRU+KEM864
Kyber512
SMAUG-T3
NTRU+PKET1152
NTRU+KEM1152
Kyber768
SMAUG-T5
Kyber1024

61,351
61,515
67,355
69,784
107,650
109,906
113,481
114,314
125,375
128,592
141,300
151,707
174,804
215,704
244,419

decaplavg

1

O 00N O G A WO DN

—_ et e o oy =
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NTRU+KEM576
SMAUG-Timer
SMAUG-TI
NTRU+PKES76
NTRU+PKE768
NTRU+KEM768
NTRU+PKE864
Kyber512
NTRU+KEM864
SMAUG-T3
NTRU+PKET1152
NTRU+KEM1152
Kyber768
SMAUG-T5
Kyber1024

79,986
80,608
82,346
83,498
125,727
126,515
138,923
143,529
145,264
161,020
175,211
183,286
210,180
264,539
290,399
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Dililthium, FALCON, HAETAE &= Hiul (Intel)

dilithium?2 278.954 dilithium2 450,483 falcon-512 132,067

5 dilithium3 482104 2 dilithiumb 1,463,427 2 falcon-padded-512 133,669
3 dilithiums 734.609 3 HAETAES 1,564,403 3 HAETAE2 204,595
4 HAETAE2 1343166 4 dilithium3 2,465,069 4 falcon-padded-1024 281,205
5 HAETAES 1777115 5 HAETAES3 3,954,599 5 falcon-1024 281,777
6 HAETAES 1,983,237 6 HAETAE2 4,273,817 6 dilithium2 281,907
7 falcon-padded-512  37.897.367 ' flieens 2 10617704 7 HAETAE3 333,241
8 falcon-512 37.959.474 8 falcon-padded-512 10,959,368 8 HAETAES 431,209
9 falcon-1024 108091196  ° falcon-1024 23159.283 9 dilithium3 440,805
10 falcon-padded-1024 23,186,413 10 dilithium5b 737,849

10 falcon-padded-1024 108,252,565
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SPHINCS, AlMer 8= H|u!

(Intel)

1 AlMerl128s 85,760 1 AlMer128f 7,020,534 1 sphincs-sha2-128s-simple 1,769,297
2 AlMer128f 86,858 2 AlMer192f 13,314,965 2 sphincs-sha2-192s-simple 2,394,749
3 AlMerl192s 221,051 3 AlMer256f 34,079,571 3 sphincs-shake-128s-simple 2,763,529
4 AlMer192f 221,939 4 AlMeri28s 54,057,979 4 sphincs-sha2-256s-simple 3,554,691
5 AlMer256f 532,954 5 sphincs-sha2-128f-simple 81,191,692 5 sphincs-shake-192s-simple 3,872,933
6 AlMer256s 536,662 6 AlMer192s 103,955,683 6 sphincs-sha2-128f-simple 4,989,027
7 sphincs-sha2-128f-simple 3,512,168 7 sphincs-shake-128f-simple 131,239,147 7 sphincs-shake-256s-simple 5,638,012
8 sphincs-sha2-192f-simple 5,106,785 8 sphincs-sha2-192f-simple 133,555,092 8 AlMer128f 6,429,942
9 sphincs-shake-128f-simple 5,676,001 9 sphincs-shake-192f-simple 212,061,614 9 sphincs-sha2-256f-simple 7,081,467
10  sphincs-shake-192f-simple 8,233,255 10 AlMer256s 263,703,008 10 sphincs-sha2-192f-simple 7.123,456
1 sphincs-sha2-256f-simple 13,540,513 1 sphincs-sha2-256f-simple 272,214,600 1 sphincs-shake-128f-simple 7,812,153
12  sphincs-shake-256f-simple 21,778,482 12 sphincs-shake-256f-simple 440,803,080 12 sphincs-shake-192f-simple 11,374,784
13 sphincs-sha2-256s-simple 213,627,804 13 sphincs-sha2-128s-simple  1,690,989,832 13 sphincs-shake-256f-simple 11,778,032
14 sphincs-sha2-128s-simple 222,113,099 14 sphincs-sha2-256s-simple  2,630,577,802 14 AlMer192f 13,025,861
15 sphincs-sha2-192s-simple 323,514,039 15  sphincs-shake-128s-simple 2,725,259,275 15 AlMer256f 31,939,622
16  sphincs-shake-256s-simple 346,536,078 16 sphincs-sha2-192s-simple  2,989,370,882 16 AlMeri128s 53,876,227
17  sphincs-shake-128s-simple 359,032,336 17  sphincs-shake-256s-simple 4,124,025,081 17 AlMer192s 102,567,956
18  sphincs-shake-192s-simple 524,022,262 18  sphincs-shake-192s-simple 4,710,044,154 18 AlMer256s 257,224,646
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Kyber, SMAUG-T, NTRU+ &

ul (ARM)

Keypairave

]

O 00N O O A WO DN

_ ot d g =
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SMAUG-TI
SMAUG-Timer
kyber512
NTRU+PKE576
NTRU+KEMb76
SMAUG-T3
Kyber768
NTRU+PKE864
NTRU+KEM768
NTRU+PKE768
NTRU+KEM864
SMAUG-T5
Kyber1024
NTRU+PKE1152
NTRU+KEM1152

47,999
48,155
70,685
88,560
88,861
94,312
109,502
126,033
126,058
135,166
136,047
150,879
165,118
227,871
228,330

encaplavg

]

O 00N O G A O DN

— o g =
W N = O

14

—
o1

SMAUG-TI
NTRU+PKE576
NTRU+KEM576
SMAUG-Timer
NTRU+PKE768
NTRU+KEM768
NTRU+KEM864
NTRU+PKE864

SMAUG-T3
NTRU+KEM1152
NTRU+PKE1152

Kyber512
SMAUG-T5
Kyber768
Kyber1024

42,359
43,327
43,354
55,262
64,254
67,050
68,712
69,044
86,495
92,557
92,727
125,375
139,620
174,804
244,419

decaplavy

O 00N O G A WO DN

T S P |
aa M~ O N — O

NTRU+PKES576
NTRU+KEMb576
SMAUG-TI
SMAUG-Timer
NTRU+PKE768
NTRU+KEM768
NTRU+PKE864
NTRU+KEM864
Kyber512
SMAUG-T3
NTRU+PKE1152
NTRU+KEM1152
Kyber768

SMAUG-T5
kyber1024

46,638
49,144
56,712
55,651
71,626
74,659
82,034
85,392
87.617
105,874
106,047
110,782
134,352

165,481
195,524

o1



Dililthium, FALCON, HAETAE &s H

ul (ARM)

dilithium2

dilithium3

dilithium5b

HAETAE2

HAETAES3

HAETAEDS

falcon-512

falcon-1024

190,398
362,409
540,914
835,765
1,180,426
1,378,932
35,683,909

106,966,738

dilithium2

HAETAE2

HAETAE3

dilithiumb

HAETAES

dilithium3

falcon-512

falcon-1024

306,143
828,634
979.182
1,023,099
1,026,078
1,741,397
10,044,417

21,844,507

Keypair Keypair Keypair

Falcon-512

HAETAE2

Falcon-1024

Dilithium2

HAETAES

HAETAES

Dilithium3

Dilithium5

91,243
136,239
182,233
195,294
237,614
303,049

321,151

542,833
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SPHINCS, AlMer 4= Hlud

(ARM)

AlMer128f
AlMer128s
AlMer192f
AlMer192s
AlMer256s
AlMer256f
sphincs-sha2-128f-simple
sphincs-shake-128f-simple
sphincs-sha2-192f-simple
sphincs-shake-192f-simple
sphincs-sha2-256f-simple
sphincs-shake-256f-simple
sphincs-sha2-256s-simple
sphincs-sha2-128s-simple
sphincs-shake-256s-simple
sphincs-shake-128s-simple
sphincs-sha2-192s-simple

sphincs-shake-192s-simple

56,314
56,395
123,386
169,004
291,148
292,269
3,649,196
3,952,483
5,312,027
5,800,574
13,962,889
15,202,018
222,570,209
230,498,741
242,995,939
252,400,728
337,468,644
367,897,731

O 00 N o0 0o b~ WD

S

N
12
13
14
15
16
17

AlMer128f
AlMer192f
AlMer256f
AlMer128s
AlMer192s
sphincs-sha2-128f-simple
AlMer256s
sphincs-shake-128f-simple
sphincs-sha2-192f-simple
sphincs-shake-192f-simple
sphincs-sha2-256f-simple
sphincs-shake-256f-simple
sphincs-sha2-128s-simple
sphincs-shake-128s-simple
sphincs-sha2-256s-simple
sphincs-shake-256s-simple
sphincs-sha2-192s-simple

sphincs-shake-192s-simple

2,324,875
5,887,515
11,554,222
18,404,651
45,924,420
84,542,863
88,425,057
92,399,930
138,373,380
148,824,161
284,393,734
305,656,621
1,750,772,084
1,915,5635,299
2,746,781,740
2,894,608,526
3,103,763,239
3.310,393,909

10

12

13

14

15

17

18

sphincs-sha2-128s-simple
sphincs-shake-128s-simple
AlMer128f
sphincs-sha2-192s-simple
sphincs-shake-192s-simple
sphincs-sha2-256s-simple
sphincs-shake-256s-simple
sphincs-sha2-128f-simple
AlMer192f
sphincs-shake-128f-simple
sphincs-sha2-192f-simple
sphincs-sha2-256f-simple
sphincs-shake-192f-simple
sphincs-shake-256f-simple
AlMer256f
AlMer128s
AlMer192s
AlMer256s

1,691,069
1,826,203
2,158,816
2,695,583
2,711,920
3,758,715
3,998,496
5,133,120
5,482,033
5,565,225
7.429,704
7.765,007
8,013,609
8,148,539
10,770,937
18,288,170
45,489,467
87.568,082

03
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