2025 KpqC St 9|3
HQC (Hamming Quasi-Cyclic),
the new KEM standard

2025.07.15.



270 LIS

NIST PQC 322%™ SDP. IND-CCA2-secure KEM, DFR
422 ot Mo At HQC 28 M
T e e

HQC AA| AfA R} 1A

QC £, Concatenated £=2

2025.07.15. KpgqC Workshop HQC (Hamming Quasi-Cyclic), the new KEM standard 2/43



270 LIS

NIST PQC s H
422 o WUt Anf

e — 1

———————o0———

2025.07.15. KpqC Workshop HQC (Hamming Quasi-Cyclic), the new KEM standard 3/43



NIST PQC 227 42t2C 2t W7t Hiut
NIS-r PRAN ST Aaa3lOoOrr- okl=2= md-1L 713K

NIST Selects HQC as Fifth Algorithm for Post-
4 Quantum Encryption

March 11, 2025

e NIST has chosen a new algorithm for post-quantum encryption called HQC, which will
serve as a backup for ML-KEM, the main algorithm for general encryption.

1
¢ e HQC is based on different math than ML-KEM, which could be important if a weakness
were discovered in ML-KEM.

e NIST plans to issue a draft standard incorporating the HQC algorithm in about a year,

1) Castryck W with a finalized standard expected in 2027. outer Science,
vol 14008. Spr
2) ALAGIC, Go \, 2025.
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T he rest of the KEM candldates selected (BIKE Classm Mthece HQC, SIKE) W111 all
continue to be evaluated in the fourth round. Both BIKE and HQC are based on structured
codes and would be suitable as a general-purpose KEM that is not based on lattices. NIST

- may select at most one of these two candidates for standardization at the conclusion of the

fourthro OO U AN SOOI A AN A JDTONT) A SOTUA U AU AN DT DTN N/ AN O AN DU AN OO A SN A AU

swamie wran ulat of BIKE. As such, NIST has not selected BIKE for standardization.

Classic

HQC BIKE ) -SH<E-
McEliece (broken in 2023")
B 7[dt OfO|AX|L| Z|Et
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HQC, BIKE, Classic McEliece

IND-CCA2-secure in ROM

based on Fujisaki-Okamoto-like transformation

7|9b ER|C| AlMEA QPHES 7FE5tl #iE 222 2EN|A IND-CCA2 2HHE 5E
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BIKE

Classic
McEliece

5) Wang T, Wang A, Wang X (2023) Exploring decryption failures of BIKE: New class of weak keys and key recovery attacks. Advances in Cryptology — CRYPTO
2023, eds Handschuh H, Lysyanskaya A (Springer Nature Switzerland, Cham), pp 70-100. https://doi.org/https://doi.org/10.1007/978-3-031-38548-3_3
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NIST PQC 22 42}2C ot Myt Aut

]g 7|_ Parameter Level EnFap. Key_ Decap. Key Ciphertext Secret
ML-KEM-512 | :  800: 1632 768 32

A1}, ML-KEM-768 Il . 1184 2 400 1088 32
M ML-KEM-1024  V | 1568 3168 1568 32
== hqc-128 | 2 249 2 305 4 433 64
- LJ|O|Ei hgc-192 I 4522 4586 8 978 64
(SH9): byte) hqc-256 Vv 7 245 7317 14 421 64
BIKE Level 1 | 1541 L 281: 1573 32

BIKE Level 3 Il 3083 419 3115 32

BIKE Level 5 Vv 5122 - §§__o_§ 5154 32

mceliece348864 | 261120 6 492 96 32

mceliece460896 |l 524 160 13 608 ;156 32

mceliece6688128 V 1 044 992 13 932 ;208 32

mceliece6960119 V 1047 319 13 948 i 194 32

mceliece8192128 V 1357 824 14 120 . 208 32
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o1
215,
A=
o o

- A3
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3) Open quantum safe
(OQS) algorithm
performance visualizations.
Available at
https://opengquantumsafe.or
g/benchmarking.

2025.07.15. KpgqC Workshop

ot my| Aq}

Parameter Level Keygen Encaps Decaps
ML-KEM-512 I 23 25 29
ML-KEM-768 1] 38 39 46
ML-KEM-1024 Vv 53 54 64

hgc-128 i 105 : 197 360
hgc-192 1] 244 460 746
hac-256 v G 447 844 1410

BIKE Level 1 I 637 111 1428
BIKE Level 3 1] 1 892 251 4313
BIKE Level 5 Vv 4 535 505 10 382

T ece3488E4 I 137 345 T 55

mceliece460896 1] 114 189 45 120

mceliece6688128 Vv 430 364 91 232

mceliece6960119 Vv 313 600 92 231

mceliece8192128  V 674012 i 196 ;i 273 ;
HQC (Hamming Quasi-Cyclic), the new KEM standard
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https://openquantumsafe.org/benchmarking

———————o0———
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QC £, Concatenated £=2
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HQC 27| Atedat 74

HQC (Hamming Quasi-Cyclic)

» 72 7|2KEM
» Quasi-cyclic 59| AEE C|AL 2H|SOPoj| 7 |ukst
- B3 Al 7HsA0| U

. IO 24

ni2H|E] hqc-128 hqc-192  hqc-256
HORZLE (bit) 128 192 256
DFR < 2_128 < 2—192 < 2—256
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Quasi-Cyclic =2

2 3 4 5 6 7/
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Quasi-Cyclic =2
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HQC &4 Abalat 74
Quasi-Cyclic £= H|E 2|X| R{HHS

5

01 2 3 4 5 6 7

7
_

O 2 4 6 1 3
w B HE
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Quasi-Cyclic £= H|E 2|X| R{HHS

01 2 3 4 5 6 7 O 2 4 61 3 5 7
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Quasi-Cyclic £= H|E 2|X| R{HHS

01 2 3 4 5 6 7 O 2 4 61 3 5 7
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SDP hardness 7 &

Quasi-Cyclic % oo — - =)

=7t 2R

H|27 S AtEol E7Istt LFE Heldlk=

Concatenated 2=

WO 2R H BES =16h= I (S7H A1)

(shortened RS + duplicated RM)

Bo0{c+ /ISt 2F e —
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HQC 87| At} 4

HQC.PKE

1: procedure GenKeyPair"KE

2. h& {01}

(param

A
2| — (LA — wewistion | L C1on ] Qesoers

. $ 2 . - W Homma]
3 (x1,%) < ({0,1},) Quasi-Cycicg  _M.72) < (10 1w, )" 4: 1 p< [')Lg'gén&ﬂéc(v —w) |
Tl

4: 1u<+ri+h-n

! ..o returnp  Concatenated F=
L t_(: SS_' y: T e) | Quast-Cyclc 4 ond nrocedure

5
6: noise < t N L
8:

=P
7:  return pk' "=, sk"F ¢ < (u,0) Concatenated £
8: end procedure
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HQC 87| At} 4

Concatenated &=

Concatenated 23 c2| 2134

C

Encode,

k1k
Ile 2 N IFglnz
J Encode, .
(Iszz)k1 2 IR (Foi,)" > Iy k2
Shor/tened Reed-Solomon £=
> UL |2 |2 FAlof| e Rl
(]ng)nl EI'ICOdeC2 >(]F;2)nl >]F§2.n1
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Duplicated Reed-Muller £=

<> Ho0i(QIRst 2t ghS pH=slirt,
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HQC €| Abat 12

Concatenated £=

Parameter hqc-128 hqc-192 hqc-256
(shortening of [255,225,31]ass) (shortening of [255,223,33]as6) (shortening of [255,197,59]as6)
C, 1384,8,192]; ([128,8,64], x 3) 1640,8,320]; ([128,8,64], x 5) 1640,8,320]; ([128,8,64], x 5)
C [17664,128,> 5952], [35840,192,> 10560], [57600,256,> 15680],
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HQC €| Abat 12

HQC.KEM - GenKeyPair

Input: Parameter param = (n,k, 5, wy, wy, we)
Output: Public key pk"EM = (1,5) € ({0,1}")?, secret key sk"EM = ((x1, x,),0) € ({0,1}] )2 x {0, 1}

. procedure GenKeyPair"EM
kaKE SkPKE

(param)
« GenKeyPair *E (param)

1:

2

3 o & {0,1}* > 0 is used in cases of implicit rejection
4 pkKEM — kaKE

5 skKEM « (skPKE, o)

6 return pkEM skKEM
7

: end procedure
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HQC €| Abat 12

HQC.KEM - Encap

Input: Public key pk"=M = (h,s) € {0,1}" x {0,1}"
Output: Shared secret x € {0,1}°'% and ciphertext (c,salt)
procedure Encap(pk)

1:

2. m&{0,1}F

3 salt & {0,1}!%

4 0 G(m|| (PK=M) g.p5¢) Isalt)
5 ¢« Encrypt(pk™KE,m,0)
6 k < K(m,c)

7 return « and (c,salt)
8: end procedure
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HQC €| Abat 12

HQC.KEM - Decap

Input: Ciphertext (c,salt), public key pk*EM

and secret key sk"EM = (xq,x,,0) € ({O,l};)2 x {0,1}*
Output: Session key x € {0,1}°'
1: procedure Decap(pkEM, skKEM (¢, salt))
2 m’ « Decrypt(skPKE, ¢)
3: 0" G(m'[|(PK"EM) .05¢) Isalt)
4: ¢ < Encrypt(pk"®M,m’,0")
5. if m' =1 or c # ¢’ then
6 return x < K(0o,¢)
7 else
8 return x < K(m/,¢c)

9: end if

10: end procedure
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QC 52| SDPOIA] R 2350 SDPOfIA
QEME x, 1y, 6,1, LEM=LOIE T QRHIES XH=L0|E

[[}2| A |SD!nformation Set Decoding= HQC 7|BF 2X|2Q| = A=

JtE 23t 2|52 = 7t5t, D20 E ZE .

—
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HQC St M

KEM X &M

« HQC = FQFuiisaki-Okamoto EH2tO 2 ROMO||A12| IND-CCA2 MM S HAMGH

FO tHelo| Encap HQCZ2| Encap
G {0,1}!% S osalt —— [G]| —— 8
et
pkXEM pKKEM
(=pkPKE) (=pkPKE)

lPkPKE lkaKE

n[—> Encrypt 1 {O,l}k $ o > | Encrypt 1 > C
> | K| — « L

(a) «,c < Encap(pkKEM)

~
!
=

(a) x, (c,salt) « Encap(pkEM)
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KEM X &M

FO tH2le| Encap HQCZ2| Encap

L G —>9\ {0,1}'%® 3, salt — G|l —— 0\

IND-CCAZ2 issue in HQC (latest version) =s|= 10383

@ Markku-Juhani O. Saarinen 2025.4.3. @™ 5:17:54 Yy

HSr=AME pge-forum

><

. | |

(a) «,c < Encap(pkXEM)

o\
l
=2

(a) x, (c,salt) < Encap(pkEM)
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(a) «,c < Encap(pkXEM)
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HQCZ2| Encap

{0,1}'%® Sosalt — 5 [G]—— 8

et
pkKEM
(=pkPKE)

lkaKE

{0,1}* b om — Encrypt 1 > C

/_
~

l

X

(a) x, (c,salt) « Encap(pkEM)
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Philippe Gaborit

HF=AME pge-...@list.nist.gov

Hi Markku,

thank you for your remarks, we were already looking at this type of modification

and will propose a modification shortly,

thanks,

best,

philippe for the HQC team
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___Re-Encryption
KEM 32X otX M f

| |

|

| salt . [G o

| |

| Treices |

| KKEM |

FO tH2le| Decap HQC2| Decap (=piere) ;

: pkPKE :

il |

KEM \ \ KKEM sk E : :
(—?skkPKE,U)) m’ > | Re-Encrypt (:?skPKE,a)) : :
|

/
1 | !
| | |
| | |
| | |
| l I
v |
| l i f !
: < : / c 1
1 | / 1
| I / :
: : / |
! YES | /) \
| |
N NO v v ~ NO

- [¥] NEN
| | |

K

(b) k < Decap(pkKEM, skKEM; () (b) k <— Decap(pk¥EM skKEM; (¢ salt))
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DFR2| H9j

pkPXE, skPKE « GenKeyPairPXE(14),

. $
DFR := Pr D — {0)1}’& :Decrypt(SkPKE; (w,v)) #p
(u,v) « Encrypt(pkFXE; p)

$
h < {0,1}",
$ 2
(x1, %) < ({0,13%,)",
$
e {01}y, : Decode@(EnCOdec(P) T efo:nlnz]) =

$
p {0,1}%,
le' —e+xi1ry + X1
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HQC ot M

Concatenated £=°2| DFR

Concatenated 23 c2| 2134

Encode,

C Fy » Fy"2
J' , Encode » .
C (F,,)" s (Fo,) " s Fik2
Shortened Reed-Solomon = J
C| Al = — tihA
N C|ZE Alnjjet @=7 L B IS (]ng)nl Encodec,  (E)m E

Duplicated Reed-Muller =2

L2 @FEH A Its

2025.07.15. KpgqC Workshop HQC (Hamming Quasi-Cyclic), the new KEM standard

40 / 43



HQC St M

.,
.,
N
.
N
.
'
'
N
“,

C|2E & X

L

‘e
.
0
.
0
.
0
.
.
.
.
.
‘e
0
0
.
.
.
0
.
0
.
.

.
0
G
g
0
.
.
.
.
3
.
0
.
.

LN
.
e,
.
.

.
o
o
K
.
K
o
.
o
o
K
.
o
.
o
Ry
.
o
o
Ky
.
o
.
K
o
o
.
K
Ky
.
o
.
.

2025.07.15. KpgqC Workshop

HQC (Hamming Quasi-Cyclic), the new KEM standard

41 /43



Parameter Ny N, nqn, n w W, = W, DER
hqc-128 46 384 17,664 17,669 66 75 < 27128
hgc-192 56 640 35,840 35,851 100 114 <272
hgc-256 90 640 57,600 57,637 131 149 < 27%°
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P A22E = HWIL At
M| A 1H (QC 85, concatenated £3)
e 29| SDP, IND-CCA2-secure KEM, DFR)

oixl] TIsH S0l HASLS
« HQCS| DFR= &g a1

o o - X O™ A AOls| =
HQC | KEM LS EIEO| o o 14:4 ki‘rwpl— @

tl{!‘g_ Ei" T4
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HQC €| Abat 12

HQC I}2t0]Ef
HE H|IE ZO| Quasi-Cyclic 53 & Concatenated £ M
Parameter k n(w, w,w,) nn,
hgc-128 128 17,669, (66,75,75) 17,664(= 46x384)
hgc-192 192 35,851,(100,114,114) 35,840(= 56x640)

hgc-256 256 57,637,(131,149,149)

57,600(= 90x640)
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HQC St M

KEM 32X otX M
» HQCE= FQFuisaki-Okamoto E$EO 2 ROMO|A{2| IND-CCA2 Ot A S HXlst

L
IND-CPA-secure PKE — OW-PCVA-secure PKE; 2. IND-CCA2-secure KEM.

: T : SKKEM skKE
I | (=(KPE0))
I P
I -
I N
I I
I I !
I I |
I I |
I I |
———————— - ! |
cl 1 | :
! ! ¢,/4;
I I —
I I
\ o | |
e Ut
______________________________________________________ :
(a) x,c < Encap(pkXEM) (b) x + Decap(pk'®M, sk"=M;c)
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